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METOAWYECKUIA LOKYMEHT

MEPbI
3AWUTBI UHEPOPMALIUU B TOCYAAPCTBEHHbIX UHOOPMALIMOHHBLIX CUICTEMAX

1. OBLLUME MONOKEHNA

Hactoawmin metoamuvecknii  gokymeHT PCTIK Poccum "Mepbl 3awmTbl uMHPopmauum B
rocyaapcTBeHHbIX MHPOPMAaLMOHHbBIX cucTemax" (ganee - mMeToAMYECKMIA AOKYMEHT) pas3paboTaH u
YTBEP)KAEH B COOTBETCTBMM C nognyHKTom 4 nyHKkTa 8 [onoxkeHna o PepepanbHoit cnykbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOJIO, YyTBepXaeHHoro VYkasom [lpe3ngeHta Poccuitckomn
depgepaunm ot 16 aBrycta 2004 r. N 1085.

MeTogMyecKNin [OKYMEHT AeTaNM3MPYeT OpPraHM3auMOHHbIE UM TeXHUYECKMe Mepbl 3almTbl
UHbopmauun (panee - Mepbl  3aWmTbl  MHOPMALMM), NPUHMMAEMble B TFOCYAaPCTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAX (fanee - MHPOPMALMOHHbIE CUCTEMBI) B COOTBETCTBUM C TpeboBaHMAMM O
3awmTte MHGOPMaLUUKM, He COCTaBAAIOLLEN rOCYAAPCTBEHHYIO TalHY, COAEpKaLLenca B rocy4apCTBEHHbIX
MHPOPMALMOHHDBIX CUCTEMAX, YTBEPXKAEHHbIMWN NpuKazom PCTIK Poccum ot 11 dpespana 2013 r. N 17
(3apeructpuposaH MuHtoctom Poccum 31 mas 2013 r., per. N 28608), a TakkKe onpeaenseT cogeprkaHue
Mep 3aWwmTbl UHGOPMALUM U NPaBUAA UX peannsaLlmu.

B meToAMYEeCcKOM JOKYMEHTE HE PacCMATPUBAIOTCA CoAeprKaHWe, NpaBuaa BbiIbopa 1 peannsaumm
Mep 3aWmTbl MHPOPMALMK, CBA3AHHLIX C MPUMEHEHUEM KPUNTOrpadUyeckux MeTOAOB 3alLMTbI
MHbOPMaLMKN 1 WNdPOoBaNbHbIX (KpunTorpaduyeckmx) CpeacTs 3almTbl MHPopmaumn. MNpUHATUE TaKUX
Mep 3alWmTbl MHPOpMALMKM obecneymBaeTcs B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuinckoit
depepaumn.

MeTogMyecknin  OKYMEHT npegHasHayeH pana obnagateneir MHPopmaLmu, 3aKA34YMKOB,
3aK/IIOUYMBLUMX TOCYAAPCTBEHHbLIM KOHTPAKT Ha co3gaHuMe WHPOPMaUMOHHOW cuctembl (ganee -
3aKa3uyMKuK), onepaTopoB MHPOPMALMOHHBLIX cUCTEM (ganee - onepaTtopsbl), MU, 0bpabaTbiBalOWMX
MHOOPMaLMIO, ABAAIOLLYIOCA rOCYAAPCTBEHHbIM MHOOPMALMOHHBIM  PECcypcom, NO  NOPYYEHUIo
obnagatena nHpopmaumm (3akasumka) Maun onepaTtopa v (MaAK) NPeaoCTaBAAILINX UM BblYNCAUTE/NbHbIE
pecypcbl (MowHOCTH) Ana 06paboTKM MHPOPMaLIMM Ha OCHOBAHUM 3aK/AOYeHHOro Aorosopa (manee -
YNO/IHOMOYEHHbIE /IMUA), a TaKXe /ul, MPUBAEKaeMbliX B COOTBETCTBMM C 3aKOHOAATe/bCTBOM
Poccuiickoin depepaunn ana nposeaeHMa paboT No co3gaHuio (NPOeKTUPOBaHMIO) MHPOPMALMOHHbIX
cUCTEM B 3aLLUMLLEHHOM MUCMONHEHUM N (MAK) UX cucTem 3aluTbl MHPopMaLmK (aanee - pa3paboTumKku
(npoeKkTnpoBWMKHK)).

MeToanYeCcKMIA LOKYMEHT NpUMeEHseTca a1s Bbibopa 1 peannsalmm B COOTBETCTBUM C MyHKTOM 21
TpeboBaHuil 0 3awmTe UHOOPMALUKM, HE COCTABASIOWEN roCyLapCTBEHHYIO TalHy, coAeprKalieics B
rocyfapcTBeHHbIX WMHOOPMAULMOHHBIX CUCTEMAX, YTBEPXAEHHbIX npukasom PCTIK Poccum ot 11
¢deBpans 2013 r. N 17, mep 3awmTbl MHGOPMaALUM B MHPOPMALMOHHBIX CUCTEMAX, HAMPAB/EHHbIX Ha
obecneyeHue:

KOHPUAEHLMANbHOCTU MHOOPMALMM (MCKIOYEHME HEMNPaBOMEPHOTO AOCTyna, KOMWPOBaHWA,
npegocTaBAEHMA UK pacnpocTpaHeHns nHdopmaunmn);

LLeNIOCTHOCTU MHd)OpMaLI,MM (MCKJ'IPO‘-IeHVIe HenpaBoMepHOro YHUYTOXEeHUA nnun
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moanduumposaHmna MHbopmaLmnn);
AOCTYNHOCTU MHGOPMaLMKM (MCKNtOYEHUE HENPABOMEPHOTo B610KMPOBaHUA MHbOPMaLUUK).

Hactoawmit metogmyeckuii AOKYMEHT MOXKET MPUMEHATbCA ANA 3aluTbl 0bueaocTynHoM
MHOPMAUMKM, copepKaLLleica B rOCYHAPCTBEHHbIX WMHOOPMAULMOHHBIX CUCTEMAX, ANA OOCTUXKEHUA
uenemn, ykasaHHbIx B nyHKkTax 1 n 3 yactn 1 ctatbn 16 GepepanbHoro 3akoHa ot 27 utona 2006 r. N 149-
®3 "06 nHpopmaumn, MHGOPMaLMOHHBIX TEXHONOTUAX U O 3alumTe MHGOPMaLMK", a TaKxKe A1A 3alMUTbl
MHbOPMaLUK, CoAEepPrKaLLENCA B HErocyAapCTBEHHbIX MHOOPMALMOHHbBIX CUCTEMAX.

Mo pelweHUo onepatopa MNEPCOHANbHbIX AaHHbIX HACTOAWMM METOAMYECKUNA  OOKYMEHT
npumeHsetTca ana obecneyeHns 6e30MacHOCTM MNEPCOHaNbHbIX AaHHbIX MpuM MX 06paboTke B
MHPOPMALMOHHbIX CUCTEMAX NEPCOHAJBbHBIX AAHHbIX, 3aLLMTA KOTOPbIX 06ecneyYnBaeTca B COOTBETCTBUM
¢ CocTaBOM UM cOAep’KaHMEM OPraHU3aLMOHHbIX M TEXHUYECKMX Mep no obecneyeHuto H6eszonacHoOCTU
NepcoHanbHbIX AAHHbIX NpU MXx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHabHbIX OAHHDIX,
yTBEepPXKAeHHbIX npukasom PCTIK Poccmm ot 18 despana 2013 r. N 21 (3apernctpuposaH MuHIOCTOM
Poccum 14 man 2013 r., per. N 28375).

[na ueneit HacToAllero MeToAMYECKOrOo AOKYMEHTa MCNO/b3YHOTCA TEPMWMHbLI U OnpeaeneHus,
YCTAHOB/IEHHblE 3aKOHOAATeNbcTBOM Poccuiickoit Pepepaunn o6 uMHbopmaunm, MHGOPMALMOHHDBIX
TEXHOJIOTUAX M O 3aluTe MHPopmauun, TEPMUHbLI U ONpPeaeneHns, YCTaHOBNEHNE HALMOHAJIbHbIMM
CTaHAapTaMuM B 061aCTM 3alWMTbl MUHGOPMALMK, a TaKKe TEPMUHbLI U ONpeneneHus, npuBeaeHHble B
npunoxeHnn N 1 K HacToAWwEeMYy METOANYECKOMY AOKYMEHTY.

2. BbIEOP MEP 3ALLNTbI MH®OPMALIMW AN1A PEANU3ALIUN B UHOOPMALMOHHOW CUCTEME B
PAMKAX CUCTEMbI 3ALLNTbI UHOOPMALIUW

Boibop Mmep 3awmtbl uHPOpMauum ana  ux peanusaumMm B UHGOPMALMOHHOW cucTeme
OCYLLEeCTBNAETCA B XO4€ NPOEKTUPOBAHUA CUCTEMbI 3aLLUTbI MHGOPMALMU MUHPOPMALMOHHOMN CUCTEMDI B
COOTBETCTBUM C TEXHUHECKMM 3aZi@aHUEeM Ha co3AaHne UHPOPMALMOHHOM CUCTEMDI U (UIN) TEXHUHECKUM
3afaHMeM (4acTHbIM TeXHWYECKMM 33faHMem) Ha co3gaHue CcucTeMbl 3aWuTbl  MHOOPMALMK
MHPOPMALNOHHON CUCTEMBI.

Boibop Mmep 3awuTbl MHPOPMALUM  OCYLLECTBAAETCA WCXOA4A W3  K/acca 3alyMLLEHHOCTU
MHPOPMALMOHHOM cUCTeMbI, onpeaensatowero Tpebyembli ypoBeHb 3alLMLLEHHOCTM coAepKalleiica B
Hel MHPopmaummn, n yrpos 6esonacHocT MHGOPMALIMK, BKIOYEHHbIX B MOoAenb yrpo3 6esonacHocTu
MHOOPMALMOHHON CUCTEMDBI, @ TaKXKe C YYETOM CTPYKTYPHO-QYHKLMOHANbHbIX XapaKTepUCTUK
MHPOPMALNOHHON CUCTEMBI, K KOTOPbIM OTHOCATCA CTPYKTYpa M COCTaB MHGOOPMALMOHHON CUCTEMBI,
busnyeckme, norvdeckne, GyHKUMOHANbHbIE U TEXHONOTMYECKME B3aMMOCBA3M MEXAY CermeHTamu
WHPOPMALMOHHOM  CUCTEMBI, B3aMMOCBA3M C  WHbIMU  MHOOPMALMOHHBIMK  CUCTEMaAMU U
WHPOPMALMOHHO- TESIEKOMMYHUKALMOHHBIMU  CETAMM, pexuMmbl 06pabotkn  wuHbopmauum B
WHPOPMALMOHHOM CUCTEME U B €e OTAEe/bHbIX CEerMeHTaX, a TaKXXe WHble XapaKTepUCTUKM
WHPOPMALMOHHOM CUCTEMBI, NPUMEHAeMble WMHOOPMALMOHHbIE TEXHONOTMM U OCOBEeHHOCTU ee
bYHKLMOHNPOBaHMA.

MpaBuna U npoueaypbl NO peanusaumu TpeboBaHM O 3alwmTe MHOOPMALMM U Mep 3aluTbI
MHPOPMAUMN B KOHKPETHOW WHPOPMALMOHHON CcUCTEME ONpesensaloTca B IKCMNIyaTaLMOHHOM
AOKYMEHTAUMKM Ha CUCTEMY 3aLLUTbl MHGOPMALMM M OPraHM3aLMOHHO-PACNoPALUTENbHbIX LOKYMEHTAX
no 3awuTe MHPOpPMaLMK,

JKCnyaTaLMOHHAnA JOKYMEHTALMSA Ha CUCTeMY 3alwuTbl MHGOPMaLMK pa3pabaTbiBAeTCa C y4eTom
HaUMOHa/NbHbIX CTAaHZAPTOB W, KaK MNpaBW/O, BK/IKOYAeT PYKOBOACTBA MO/b30BaTesnen w
aAAMWUHUCTPATOPOB, MHCTPYKLMIO MO 3KCN/IyaTaLMy KOMMJIEKCA CPEACTB 3almTbl MHGOPMaLUM U UHBIX
TEXHUYECKMX CPeAcTB, OMucaHMe TEeXHO/OrMYeckoro npouecca 06paboTkn uMHdpopmaumn, obuiee
onuncaHue MHGOPMALMOHHOW cucTeMbl, OPMYAAP M NACNOPT UHPOPMALMOHHOM CUCTEMDI.
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OpraHu3auMoHHO-pacnopaAAnTeNbHbIE AOKYMEHTbl MO 3awuTe MHPOPMaLMM BKAKOYAIOT, Kak
npaBuIo, MNOANTUKK, CTAHAAPTbl OPraHM3aLMW, MOJIOKEHUA, NaHbl, NEPEYHU, UHCTPYKLUUN UM WUHbIe
BMAbl [OKYMEHTOB, pa3pabaTbiBaemble OMepaTopomM ANA pernameHTauMmM npoueayp 3awumTbl
nHbopmauum B MUHGOPMALMOHHOM CUCTEME B XOAE €e SKCNAyaTaumm.

2.1. Knaccndmraumsa MHGOPMAUNOHHOM CUCTEMbI NO TpeboBaHMAM 3aLWMTbl UHGOPMALUK

KoHcynbTaHTlAOC: NprMeYyaHme.

Mpukasom PCTIK Poccum ot 15.02.2017 N 27 BHeceHbl U3MeHeHUA B NYHKT 14.2 TpeboBaHui, yTB.
Mpukazom OCTIK Poccum ot 11.02.2013 N 17. B COOTBETCTBMM C BHECEHHbIMW WM3MEHEHUAMMU
YCTaHaB/AMBAOTCA TPWU Kaacca 3aLMLLEHHOCTM MHOOPMALMOHHOM CUCTEMDBI, @ HE YeTblpe, KakK bblno
paHee.

OnpepgeneHne Knacca 3alWMLLEHHOCTU MHPOPMALMOHHOM CUCTEMbI NPOBOANTCA B COOTBETCTBUN C
nyHktom 14.2 TpeboBaHM 0 3awmTe MHPOPMALMU, HE COCTaBAAIOWEN FOCYAAapPCTBEHHYIO TaWHY,
coAepKalleinca B rocyaapCTBEHHbIX MHPOPMALMOHHBIX CUCTEMAX, YTBEPXAEHHbIX npukasom PCTIK
Poccun ot 11 pespana 2013 r. N 17.

YcTaHaBAMBAOTCA YeTbipe Kiacca 3alMLLIEHHOCTU MHPOPMALIMOHHONM cuctembl (MepBbld Kaacc
(K1), BTopoi kKnacc (K2), Tpetuit Knacc (K3), uyetBepTbii Knacc (K4)), onpepensiowme ypoBHM
3alMLLEHHOCTN coaeprKalweica B Hel MHbopmaumn. Cambl HU3KUIA KNacc - 4YeTBepTbld, CamMbli
BbICOKWI - MEPBbIN.

Knacc 3awmueHHoCTM MHPOPMALMOHHOM CUCTEMbI OMPEeaenseTca B 3aBMCMMOCTM OT YPOBHA
3HauMmocTn mHpopmaumm (Y3), obpabaTbiBaemoin B 3TOM MHDOPMAULMOHHOM cucTeme, U MaclTaba
MHOOPMaLMOHHOM cucTembl (peaepanbHbliid, PErMOHaNbHbIA, 0BGBHEKTOBbIN).

Knacc 3awmuieHHoctr (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLIMK; MacluTab cuctemsl].

YpoBeHb 3HAYMMOCTM MHbOPMALMM OnpeaenseTca CcTeneHbild BO3MOMKHOro yulepba Aans
obnagatena uHdpopmaumm (3aKasumka) M (MnM) onepaTopa OT HapyleHUs KOHPUAEHUNANbHOCTH,
LLe/IOCTHOCTM UK AOCTYMHOCTU MHPOPMaLUN:

Y3 = [(KoHdMAeHUMaNbHOCTb, cTeneHb yuiepba) (LenocTHoCTb,
cTeneHs yuepba) (gocTynHocTb, cTeneHb yuwepba)],

roe creneHb BO3MOXKHOrO yuiepba onpeaensetca obnagatenem nHdpopmaunm (3akasumkom) u
(nn) onepaTopom CaMOCTOATENIbHO 3KCNEPTHLIM UM UHBIMU METOL4AMM U MOKET BbITb:

BbICOKOW, €CNM B pe3ynbTaTe HapylleHWs OoAHOro M3 CBOWMCTB 6e3omacHoCTM WHbopmauuu
(KOHOUAEHUMANbHOCTY,  LUENOCTHOCTM,  AOCTYNHOCTM) BO3MOMKHbI  CYLUECTBEHHblE  HeraTUBHbIe
nocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHbIX
obnactax aeAteNbHOCTM W (MAn) MHPopmauMoHHas cuctema U (Mau) onepatop (obnagatenb
MHPOPMaLMKN) HE MOTYT BbINOIHATb BO3/I0XKEHHbIE Ha HUX QYHKUUY;

cpeaHel, ecnn B pesy/nbTaTe HapyleHWs OAHOro M3 CBOWCTB 6e3omacHoCTM WHopmaumum
(KoHdPMAEHUMANbHOCTH, LLENOCTHOCTU, AOCTYMHOCTM) BO3MOMKHbI YMEPEeHHble HeraTuBHble NocieacTBma
B COLMANbHOW, MOSIUTUYECKOWN, MEXAYHapOAHON, SKOHOMMYECKON, GUHAHCOBOM WMAWN MHbIX obnactax
aeAatenbHocT U (Mnn) nHdopmaumoHHasa cuctema u (Mamn) onepatop (obnagatens MHbopmauumn) He
MOTYT BbINONHATb XOTA 6bl 04HY U3 BO3/IOXKEHHbIX Ha HUX QYHKLMIA;

HMU3KOW, €ecNM B pes3ynbTaTe HapylueHuMAa OAHOro W3 CBOMCTB 6e3onacHOCTM WHbopMaLuUK
(KOHOUAEHUMANbHOCTY, LLENIOCTHOCTM, AOCTYMHOCTM) BO3MOMHbl He3HauyuTe/ibHble HeraTuBHble
nocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHBIX
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obnactax peatenbHocTM M (MAM) MHPOpMaLMOHHaA cuctema W (uam) onepatop (obnagatens
MHbOPMaLUM) MOTYT BbINOJIHATL BO3/I0MKEHHbIE Ha HUX GYHKUUU C HeAoCTaToYHOM 3DPEKTUBHOCTbLIO
UK BbiNoNHEHME GYHKLMIN BO3MOXKHO TOJIbKO C MPUBAEYEHNEM AOMONHUTENbHbIX CUA U CPeaCTB.

Ona onpepeneHva cTeneHnM BO3MOXKHOMO yuwepba OT HapylweHMA KOHPUAEHLMANbHOCTH,
LEe/IOCTHOCTM WA AOCTYNMHOCTU MOTYT MPUMEHATLCA HALMOHa/bHble CTaHAAPTbl U (MAK) MmeToamnyeckue
OOKYMeHTbI, pa3paboTaHHble u yTBepKaeHHble PCTIK Poccmm B COOTBETCTBMM C MOANYHKTOM 4 NMyHKTA 8
MonoxeHnsa o PepepanbHoM caybe MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPO/O, YTBEPKAEHHOMO
Ykaszom MNpesngeHTta Poccuiickon depgepaumnm ot 16 asrycta 2004 r. N 1085.

MacwTab MHd)OpMaLI,MOHHOﬁ Ccncrembl onpeagenAaeTca HasHadYeHnem wun pacnpeaneneHHoCTbo
CermeHToB MHd)OpMaLI,MOHHOﬁ CUCTEMBbI.

NMHbopmauumoHHas cuctema umeeT deaepanbHbii MacwTab, ecim oHa QYHKUMOHMpPYET Ha
Tepputopun Poccuitickoit Pepepaunmn (B npepenax deaepanbHOro OKpyra) U MmMeeT CermMeHTbl B
cybbeKkTax Poccuiickoii deaepaumm, MyHULMNAAbHbIX 06pa3oBaHMNAX U (MNK) OpraHU3aLmsX.

MHPopmaLMOHHAnA cucTemMa MMEET pPervoHasibHbIM MacwTab, ecnm oHa (PYHKUMOHMPYET Ha
Tepputopun cybbekTa Poccuiickont degepauym M MMEET CErMeHTbl B OAHOM WM HECKOJIbKUX
MYHULMNAaNbHbIX 06pa3oBaHUAX U (MAK) NOABEAOMCTBEHHbIX U MHbIX OPraHn3aLmax.

NHdopmaLMOHHan cucTema MMeeT 06bEeKTOBbIN MacliTab, ecin oHa GYHKLUMOHMPYET Ha 0bbeKTax
oaHoro ¢enepanbHOro opraHa rocyapcTBeHHOW BAaCTM, opraHa rocygapcTBeHHOW BAacTuM cybbekTa
Poccuiickolt ®eaepaumm, MyHUUMNanAbHOro obpasoBaHna U (MM) opraHM3aummn U He UMeeT CerMeHTOB B
TeppuUTOpPManbHbIX  OpraHax, npeacTaBUTeNbCTBaX, GuAManax, nNoABeAOMCTBEHHbIX W  UHbIX
opraHu3aumax.

Mpyn 06paboTKe NepcoHanbHbIX AaHHbIX B MHPOPMALMOHHOM cuCTeme onpenesieHMe Knacca
3aWMILEHHOCTM  UHOOPMALMOHHOW CUCTEMbI  OCYLLECTBAAETCA C Yy4eToM Tpebyemoro ypoBHA
3aWMLLEHHOCTU NEePCOHANbHbIX AaHHbIX, YCTAHOB/NEHHOrO B COOTBETCTBMM C TpeboBaHMAMM K 3awimTe
NepCoHaNbHbIX AaHHbIX NPU UX 06paboTke B MHOOPMALMOHHBIX CUCTEMAX NEPCOHANbHBLIX AAHHbIX,
YTBEPKAEHHbIMM MocTaHoBAeHWeM [lpaBuTenbcTBa Poccuiickon Pepepaumm ot 1 Hosbpa 2012 r. N
1119. Npw 3TOM B COOTBETCTBMM C NYHKTOM 27 TpeboBaHWi, yTBEPKAEHHbIX Npukasom ®CTIK Poccum ot
11 d¢espana 2013 r. N 17, fomKHO ObITb obecneyeHO COOTBETCTBYHOLLEE COOTHOLUEHME Kaacca
3alMLEHHOCTM  FOCYAAPCTBEHHONM  WMHOPOPMAUMOHHOM  CUCTEMbl C  YPOBHEM  3aLUMLLEHHOCTU
NMepcoHanbHbIX JAaHHbIX. B cnyyae, ecnM onpefeneHHbl B YCTaHOBAEHHOM MOpPAAKE YpPOBEHb
3alMLWEHHOCTM MEepPCOHANbHbIX  AAaHHbIX Bbille, YeM YCTAaHOBMIEHHbIM KAacC  3alMLEeHHOCTU
rocyapcTBeHHOM MHGOPMALMOHHOW CUCTEMBI, TO OCYLLECTB/IAETCA NOBbIWEHNE KAacca 3alUULLEHHOCTH
00 3HauyeHus, obecneuyvBalolero BblINOAHEHME NyHKTa 27 TpeboBaHWN, YTBEPKAEHHbLIX MPUKA3OM
®CTIK Poccum ot 11 pepana 2013 r. N 17.

2.2. OnpeaeneHue yrpos 6esonacHOCTM MHPOPMaLUN B UHPOPMALMOHHOM cucTeme

Yrposbl 6e3onacHoctM uHbopmaumm (YBU) onpepensaiotcAa nNo  pesynbTaTam  OLEHKU
BO3MOKHOCTEW (NOTeHLManNa, OCHALWEHHOCTU M MOTMBALMM) BHEWHUX M BHYTPEHHMX HapyluuTenemn,
aHa/NM3a BO3MOXKHbIX YA3BMMOCTEN MHGPOPMALMOHHOM CUCTEMBI, BO3MOMKHbIX CNOCOB0OB peannsaumnmn
yrpos 6esonacHocTn MHPopmaLummM U NocneacTBuiA OT HapyLweHUs cCBOMCTB 6e3onacHoCTU MHpopMaLmn
(KoHOUAEHLMANBHOCTH, LENOCTHOCTH, JOCTYNHOCTH)

YBWU = [BO3MOXKHOCTM HapyLLIMTeNA; YA3BUMOCTH
MHPOPMALMOHHOMN CUCTEMBI; CNOCOH peanunsaLmm yrposbl;
nocneacTemaA OT peasansaumu yrposbl].

Mpu onpegeneHun  yrpo3  6e30nmacHOCTM  MHPOPMALMU  YYUTLIBAKOTCA  CTPYKTYPHO-
dYHKLMOHAIbHbIE XapPAKTEPUCTUKM WMHOOPMALMOHHON CUCTEMbBI, MPUMEHSemMble WHPOPMaLMOHHbIE
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TEXHO/I0MMKN M 0COBeHHOCTU (YycnoBua) GYHKLUMOHMPOBAHMA MHPOPMALMOHHOMN CUCTEMBI.

3pPeKTMBHOCTb NPUHMMAEMbIX Mep 3aLLnTbl MHGOPMaLMK B UHHOPMALMOHHOM cucTteme 3aBUCUT
OT KayecTBa onpeaesieHuna yrpo3 6e3onacHocT MHbopmaumMn A8 KOHKPETHOM WHPOpMaLUOHHOM
CUCTEMBI B KOHKPETHbIX YCNOBUAX ee GYHKLUMOHMPOBAHUA.

Mogenb yrpo3 6esonacHocT MHbOpMaUUK npeactaBaseT cobolr ¢opmasiM3oBaHHOE OnMcaHue
yrpo3 6e3onacHocTM WHPOpPMALMM  ANA  KOHKPETHOM WHGOPMALMOHHOM CUCTEMBI WAW  TPYMMbI
MHOOPMALUMOHHBIX CUCTEM B ONpedesieHHbIX YcnoBuAx WX GYHKUMOHMpPOBaHUA. Moaenb yrpos
6e3onacHoCTM  MHbOpMauum  paspabatbiBaeTca  obnagatenem  UMHOoOpMauuu  (onepaTtopom,
pa3paboTunMKoM (NPOEKTUPOBLLMKOM)) U AO0KHA MO COAEPXKAHUIO COOTBETCTBOBATb TpeboBaHMAM O
3awmTe MHOpMaLMKM, He COCTaBAAIOLWEN rOCyaPCTBEHHYIO TalHY, COAEPMKALLENCA B rOCYAaPCTBEHHbIX
MHPOPMAUMOHHbBIX CUCTEMAX, YTBEPKAEHHbIM NpuKazom PCTIK Poccum ot 11 peBpana 2013 r. N 17.

Ons onpegenenuns yrpos 6esonacHocti MHGOpPMaUUKM U pa3paboTkM moaenu yrpo3 b6esonacHoCcTm
MHPopMaLUM NPUMEHAIOTCA METOANYECKME AOKYMEHTbI, pa3pabaTtbiBaemble U yTBep:agaembie ®CTIK
Poccun B cootBeTcTBMM € noanyHKTOM 4 nyHKTa 8 [losoxkeHuAa o PepepanbHoit cnyxbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOJIO, YyTBepXaeHHoro VYkasom [lpe3ngeHta Poccuitckomn
depgepaunm ot 16 aBrycra 2004 r. N 1085.

2.3. Bblbop mep 3awmTbl MHPOPMALMKU NS UX peanm3aumm B MHPOPMALMOHHON cucTeme B
pamKax ee cMcTembl 3aLLmTbl MHPOpMaL MK

Mepbl 3aWmTbl UHGOPMAUUKN peannsytoTca B MHOOPMALMOHHOM CUCTEME B PAMKax ee CUCTEMbI
3aWMTbl UHPOPMALMKM B 3aBUCMMOCTM OT KNAcCa 3aWMLLEHHOCTM MHOOPMALMOHHON CUCTEMDI, Yrpo3
6€e30MacHOCTM  MHOPOPMaULUK,  CTPYKTYPHO-QYHKUMOHANbHbBIX  XapaKTEPUCTUK  MHOOPMALMOHHOM
CUCTEMbI, MPUMEHAEMbIX WHPOPMALMOHHbLIX TEXHOMOMMA U OCOBEeHHOCTEN GYHKLMOHMPOBAHUA
MHPOPMALMOHHOM CUCTEMBI.

B nHdopmMaLMOHHOM cnucTeMe nogneat peannsaumm cieaytowme Mmepbl 3alumnTbl MHGOpMaLUK:
naeHTMdUKaumMa U ayTeHTUdMKaLMA CybbeKToB A0CTyna U 06bEeKTOB A0CTYNa;
ynpasaeHue A0CTyNnom cybbekToB A0CTyna K 06bekTam 4oCTyna;
orpaHuMyeHue NPorpammMmHoON cpeasi;

3alMTa MalLMHHbIX HOCUTeNel MHpopmaLnuy;

perucTpaums cobbiTuii 6esonacHocTy;

QHTMBMPYCHAA 3aLLNUT];

obHapyKeHue (NpenoTBpalleHne) BTOPKEHUN;

KOHTPOAb (aHann3) 3aWuLLeHHOCTM HPOopMaLNK;

obecnevyeHune LeNOCTHOCTU MHHOPMALMOHHON CUCTEMbI U MHbOPMaLUU;
obecneyeHne AOCTYNHOCTM MHPOPMaLNUK;

3almTa cpeapbl BUPTYanunsauuu;

3alMTa TEXHUYECKUX CPeacTs;

3alnTa VIHd)OpMaLI,MOHHOﬁ CUCTeMbl, ee CpeacTB n CUCTEM CBA3U U Nepeaayun AaHHbIX.
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Mepbl 3awmTbl MHGOpPMaLMK, BbibMpaemble ANA peanu3aunm B MHPOPMALMOHHOW cUCTEME,
OONXKHbl 0becneunBaTb 6/0KMpPOBaHME OAHOW WMAM HECKONbKUX Yyrpo3 6esonacHoctn uHdopmauumu,
BK/IIOYEHHbIX B MOAENb Yrpo3 6e3onacHocTU MHpopmaLmm.

CopeprkaHme mep 3awuTbl MHPOPMaLMKM AAA UX peannsaumm B MHPOPMALMOHHBIX CUCTEMAX
npuseneHo B npuaoxeHnn N 2 K HacToALeMy MeToANYECKOMY AOKYMeHTY. OnucaHue npeactaB/ieHHbIX
B npunoxeHmn N 2 mep 3awmTtbl MHGOPMALMM NPUBELEHO B pasaenie 3 HacToALLEro MeTOANYECKOro
OOKYMEHTa.

Bbibop mep 3almMTbl MHPOPMALUKN ANA UX peanm3auun B MHGOPMALMOHHOW CUCTEME BK/OYaeT
(cm. prcyHOK):

onpegeneHne 6asoBoro Habopa Mmep 3awuTbl MHPOPMALUM ANA YCTaHOBJEHHOro KJjacca
3alWMNLLEHHOCTN MHPOPMALNMOHHOM CUCTEMDbI;

apgantaumio 6asoBoro Habopa Mmep 3awWmTbl MHPOPMALMKU MPUMEHUTENBHO K CTPYKTYPHO-
GYHKUMOHANIbHbIM XapaKTepuUCcTUKam MHPOPMALMOHHOM cUCTEMbBI, MHOOPMALMOHHBIM TEXHONOMUAM,
0C06eHHOCTAM QYHKLMOHUPOBAHUA MHPOPMALMOHHON CUCTEMDI;

YyTOYHEHMEe afdanTMpoBaHHOrO 6a3oBoro Habopa mep 3aWuTbl MHPOPMALUM C YYETOM He
BblBpaHHbIX paHee Mep 3aWuTbl MHPoOpMauMM Ans BNOKMpOoBaHUA (HeWTpanusaumu) Bcex Yrpos
6e30MnacHOCTM MHDOPMaLMK, BKAKOUYEHHbIX B MoAe b yrpo3 besonacHoCcTM MHbopMauuuy;

OOMNOJIHEHME YTOYHEHHOrO aganTMpoBaHHOro 6asoBoro Habopa Mmep 3awmTbl MHGOpPMauUK
Mmepamu, obecneunmBaroLMMN BbINONHEHNE TpeboBaHMI O 3awmTe MHOOPMAUUM, YCTaHOBAEHHbLIMU
WHbIMW HOPMaTMBHbIMW MPABOBbIMM akTaMu B 06s1acTK 3aWmTbl MHGOPMALUKM, B TOM Ymcne B obnactu
3alLNUTbI NEPCOHANbHbIX AAHHbIX.

Knace zanmueniocTs :D basoBbiit HaGop Mep 3aUThHE
urOpMaIIMOHHOM CHCTEMEE HHGDOPMAIIHH

CrpyKTYpHO-pYHKHHOHAIILHBIE
KAPAKTEPUCTHKU

O AHOOPMAIHOHHOH CHCTEMBI,

HH(j)OpMaLIHOHHbIG TEeXHOJICI I, :>

AnanTuporaHHEIH $a30RbIH
Halop Mep 3aIHTh

HHGopMaHH
0co0eHHOCTH (PYHKHUOHHPOBAHMUS op
Yrposbl HE30aCHOCTH YTouHeHHBIH ananTHPOBAHHbLH
s rAHpopMATFH, BKIIOUEHHBIE B :: GasoBBIH HAGop Mep 3almThE
MoJieNb yrpos 6e30IacHOCTH HHOpMaLIIH
uugopMa

JloTio e HHBINR YTOUHEHHE

r TpeGopanus HopMaTHBHBIX ::> a1 TUPOBAHHbBIH 6a30BbIH

[IPAaBOBBIX aKTOB (MHBIX) HAGOP Mep 3AIIHTbI

nHpopMmarmn

PucyHoK - O6wwmin nopaaoK AelcTBMiA No BbIBOPY Mep 3aLUuThbI
MHbOPMaUMK ANA UX peanmsaumm B MHGOPMaLMOHHOMN cucTeme

an HEBO3MOXXHOCTU peainsalmnmn B MHd)OpMaLI,MOHHOﬁ cncreme B paMKax ee CUCTtembl 3allunThbl
MHd)OpMaLI,MI/I OTAOENBbHbIX Bbl6paHHbIX Mmep 3alWuTbl VIHd)OpMaLI,VIVI Ha 3Tanax agantaunm 6asoBoro



Habopa mep 3awWmTbl MHGOPMALMU UM YTOYHEHUA aJaNTMPOBaHHOro 6asoBoro Habopa mep 3aLMThI
MHbOpPMauun MoryT paspabaTbiBaTbCA MHble (KOMNEHcupylowme) Mepbl 3aWwmTbl MHPOpMaLmK,
obecneunBatome ageksaTHoe 610KUpoBaHUe (HeMTpannsaumo) yrpos 6e3onacHocTU MHGopmaLuu.

a) onpeaeneHne 6a3oBoro Habopa mep 3amTbl UHGOPMaLUK

OnpepeneHne 6a3oBoro Habopa mep 3awmtbl MHGOPMaUUM ANA YCTAHOB/IEHHOrO Kiacca
3alMLEHHOCTN MHOOPMALMOHHON CUCTEMbI SIBASIETCA MEepPBbiM LIAarom B Bblbope Mep 3aWumThbl
nHpopmauum, nognexawmx peanusaumum B UHPopmauumoHHoOM cucteme. OnpepeneHve 6a3oBoro
Habopa mep 3awmTbl MHPOPMALMM OCHOBBLIBAETCA HA KAacce 3alMULLEHHOCTU MHPOPMALIMOHHOM
CUCTEMbBI, YCTAHOB/JIEHHOM B COOTBETCTBUM C MYHKTOM 2.1 HACTOALLErO0 METOAMYECKOro AOKYMeHTa. B
COOTBETCTBUM C TpeboBaHUAMM O 3almTe MHPOPMALMKN, HE COCTABAAIOWEN FrOCYAAPCTBEHHYIO TalHy,
cofeprKalencs B rocyaapCTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, YTBEPXKAEHHbIMU NpuKaszom PCTIK
Poccum ot 11 pespana 2013 r. N 17, n npnnoxkeHmem N 2 K HACTOALWLEMY METOANYECKOMY AOKYMEHTY B
KayecTBe Haya/nbHOro BblbUpaeTca oAMH U3 YyeTbipex 6a30BbiXx HAaBOPOB Mep 3alWmTbl MHOPMaLUMK,
COOTBETCTBYIOWMNIM YCTaHOB/IEHHOMY Knaccy 3alMWeHHOCTM WHGOPMAUMOHHOW cucTembl. Mepbl
3aWmTbl MHPopMaLMn, 0603HaYeHHble 3HaKom "+" B npuioxkeHMn N 2 BKIoYeHbl B 6a308Bbil Habop mep
3aWnTbl MHGOPMALUMKM AN COOTBETCTBYHOLWErO Kaacca 3aWMLLEeHHOCTM MHPOPMAUMOHHOM CUCTEMBDI.
Mepbl 3awWmTbl HGOpMaUMK, He o603HaYeHHble 3HaKoM "+", K 6asoBoMy Habopy Mep He OTHOCATCSA, U
MOTYT MPUMEHATLCA MPU NOCAeAyHOWMX AEUCTBUAX MO afdanTauuu, YTOYHEHWUIO, OOMOAHEHUIO Mep
3aWmTbl MHPOPMaLMK, 3 TaKKe pa3paboTke KOMMNEHCUMPYIOLWMX Mep 3aLMTbl MHOOPMALUK.

BasoBbili Habop Mmep 3aWuTbl MHPOPMALMK, BbIOPAHHbLIM B COOTBETCTBMM C KJIAacCOM
3aWMLEHHOCTU MHPOPMALLMOHHOM CUCTEMDI, MOANEXKMUT adanTaumMm NPUMEHUTENBHO K CTPYKTYPHO-
OYHKLUMOHANbHBIM  XapaKTepUCTUKamM KW ocobeHHoCTAM  GYHKUMOHMPOBAHMA  WHGOOPMALMOHHOM
CUCTEMDI, YTOYHEHUIO B 3aBMCMMOCTU OT yrpo3 6e3onacHocTM MHbopMaUMK M Npu HeobxoanumocTu
OONONHEHUID MepaMu 3aWmTbl MHGOPMAUMM, BKAOYEHHBIMU B UHble HOPMATUBHbIE MPaBOBblE AKTbI,
HOPMaTUBHbIE N METOANYECKME AOKYMEHTbI MO 3awmTe MHGOPMaLUK.

6) aganTauns 6a3oBoro Habopa mep 3awWmTbl MHGOPMaL MK

BTOpbIM LIarom ABNAETCA U3MeHeHMe M3HAYasibHO Bbl6paHHOFO 6a3oBoro Ha6opa Mep 3aWnTbl
MHd)OpMaLI,MM B 4aCTU ero MaKCMmanbHOWM adanTaunm NpuMeHUTENbHO K CTPYKTYpe, peannsauunm u
ocobeHHoCTAM 3KCnayaTtauunm MHd)OpMaLLMOHHOVI Cncrembl.

Mpuv aganTaunm 6a3oBoro Habopa mep 3aLMTbl MHGOPMALLMM YUUTbLIBAIOTCA:

uenu (obecneyeHne KoHOUAEHLMANBHOCTU, LENOCTHOCTM U (MAK) AOCTYNHOCTU MHPOopMaLnUn) 1
3a/a4m 3alWmTbl MHGOPMaLUKN B MUHPOPMALIMOHHOM CUCTEME;

nepeyeHb MepONpPUATMIA NMPOBOAMMBIX onepaTtopom no obecneyeHuto 6e30NacHOCTM B pamKax
OpraHu3aLmm B LLeOM;

npumeHsemble MHPOPMALMOHHbIE TEXHONOTUN U CTPYKTYPHO-OYHKLMOHAbHbBIE XapaKTePUCTUKM
MHPOPMALMOHHOM CUCTEMBI.

Apantauma 6asoBoro Habopa Mep 3awWMTbl MHPOPMaUMKM, KaK NpaBMNO, npedycmaTpuBaer
UCK/IlOYEHWEe Mep, HEenoCPeACTBEHHO CBSI3aHHbIX C  WMHOOPMALMOHHBLIMA  TEXHONOTUAMM, He
MCMONb3YEMbIMM B MHOPMaLMOHHOM cucTeme, nm CTPYKTYPHO-OYHKLMOHANbHBIMM
XapaKTEPUCTUKAMM, HE CBOMCTBEHHbIMWU MHPOPMALMOHHOM cucTEME.

B KauecTBe npumepa afantauMyM MOXKHO PAacCMOTPETb UCKAloYeHue M3 6a3oBoro Habopa mep
3alWUTbl MHOOPMALMKM Mep MO 3aluTe cpeabl BUPTyaausauuu, B Clyd4ae ecim B MHOOPMALMOHHOWN
cUcTeMe He MPUMEHAEeTCA TeXHOMOMMA BUPTyanM3aumu, UAW UCKaodeHne u3 6asoBoro Habopa mep
3aWmnTbl MHGOPMALMM Mep MO 3aluTe MOBUAbHLIX TEXHMYECKMX CPeACTB, eCiu Takue MobunbHble
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YCTPOICTBA HE MPUMEHSAIOTCA UM UX NPUMEHEHWE 3aMpPeLLEHO.
B) yTOUHEHMe agantTuposaHHoro 6asosoro Habopa mep 3aLWmnTbl UHGOPMaLUK

YTouHeHMe aganTupoBaHHOro 6a3oBoro Habopa mep 3aWuTbl MHPOPMaLMM NPOBOAUTCA C YYETOM
pe3ynbTaToB OLLEHKM BO3MOHOCTM afanTUpoBaHHOro 6asoBoro Habopa mep 3awmTbl MHGOPMaLUK
afekBaTHO 6/10KkMpoBaThb (HelTpanM30BaTh) BCe Yrposbl 6esonacHocT UHGOPMALUMK, BKAKOYEHHbIE B
moaenb yrpo3 6esonacHoct MHPopMaLMU, UAN CHU3UTb BEPOATHOCTb UX peanusauum mucxoas U3
YCNoBUiM GYHKUMOHMPOBAHNS MHPOPMALMOHHOM CUCTEMDI.

McXoaHbIMM - A@HHBIMM NPW  YTOYHEHUM aganTupoBaHHoro 6asoBoro Habopa Mep 3aWmThbI
MHOPMaUMK ABAAIOTCA NepeyeHb yrpo3 6e30nacHOCTY MHPOPMALMKN U UX XaPaKTEPUCTUKM (NoTeHuman,
OCHALLEHHOCTb, MOTUBALMSA), BKAKOYEHHbIE B MOAE/b Yrpo3 6e30nacHoCcTU MHbopmMaL MK,

Mpy yTouHeHMM apanTupoBaHHOro 6a3oBoro Habopa mep 3alWUTbl UHOOPMALMK ANA KaxkKaol
yrpo3bl 6e3onacHoCcTM MHbOPMaLMK, BKAKOYEHHON B MoAenb Yrpo3, COMOCTaBAAEeTCA Mepa 3aliuThbl
nHpopmauum 13 aganTMpoBaHHOro 6asoBoro Habopa mep 3awWmTbl MHbOpPMauLmKM, obecrnedynBatoLLas
6/10KMpPOBaHME 3TON Yrpo3bl 6€30MacHOCTU WU CHUMKAKOLWANA BEPOSATHOCTb ee peasiM3aumm ucxogs ms
ycnosuit GyHKUMOHNPOBAHNA MHGOPMALIMOHHOM cucTembl. B ciydae, ecniv aganTUpoBaHHbIA 6a30BbIi
Habop mep 3aWmTbl MHPopMaLMM He obecneumBaeT 6/0KMpoOBaHME (HEUTpPaNM3aLMIO) BCex yrpos
6e3onacHoCTM MHOOPMaLMM B HEro AOMOJIHATENIbHO BKJOYAOTCA Mepbl 3alnTbl MHGOPMaLMM,
npuBegeHHble B pasgene 3 HacToAWEro MeToAMYecKoro AoKymeHTa. Mpu aTom cogeprkaHue AaHHOM
Mepbl 3alUWUTbl UHPOPMaUUKM ONpeaenseTcd C y4eToOM Kjacca 3almLEeHHOCTM MHOOPMALMOHHOM
CUCTEMbl U MOTEHLMaNa HapywwuTens B COOTBETCTBMM C pa3fesioM 3 HACTOALLero MeToAM4YecKkoro
OOKYMEHTa.

B KauecTBe npumepa npoueaypbl MO YTOYHEHUIO aganTMpoBaHHOro 6asoBoro Habopa mep
3aLMTbI MHGOPMALMU MOXKHO PACCMOTPETb AOMNOAHEHUE aAaNTUPOBAHHbIX MEpP 3aLLUTbl MHOOPMALMMK,
B MHOPMALMOHHOM cucTemMe 3 Knacca 3alMLLEeHHOCTM Mepoi no obecneyeHunio 4OBEPEHHOM 3arpysKku
B C/Nyyae, ecninM B Mogenn yrpos 6esonacHoCTM MHOOpPMaUMKM NpPUBELEHbI Yrpo3bl, CBA3aHHblE C
BO3MOKHOCTbIO 3arpy3Kun onepaLmMoHHOM CUCTEMbI C HELUTAaTHOTO MALUMHHOMO HOCUTENA UAW HapyLUEHWSA
LLeNOCTHOCTM NPOrpaMMHON cpeabl U (MM) cocTaBa KOMMNOHEHTOB anmnapaTHOro obecneyeHus cpeacTs
BbIYUCAUTENBHON TEXHUKN B UHPOPMALMOHHOM cucTEMeE.

YTOUYHEHHbIN af4anTUMPOBaHHbIM 6a3oBbll  Habop Mmep 3aWmTbl WMHOOPMAUUK  NOANEKUT
peanusauumn B MHGOPMALMOHHOM CUCTEME B COOTBETCTBUM C pasfesiom 3 HacTOAWEro MeToAnYecKoro
OOKyMeHTa.

B nogpasgenax "tpeboBaHus K peanusaumm mepbl 3almnTbl MHGOPMAUUK" ONA KaKgon mepbl,
npvBeAeHHON B pasgenie 3 HACTOALWLEro METOAMYECKOro AOKYMEHTa, yKasaHo TpeboBaHMe K Tomy,
KakMum 06pa3som M B KaKom 0b6beme A0/KHa BbiTb peann3oBaHa Kaxkaana mepa 3almTbl MHPopMaLuu.
TpeboBaHMA K peanusauum mep 3alwmTbl MHOOPMALMUU ABAAIOTCA MUHUMANbHBLIMU TPebOoBaHUAMM,
BbIMNO/IHEHNE KOTOPbIX A0/MKHO 6bITb 0becneyeHo B MHGOPMALMOHHOM CUCTEME COOTBETCTBYHOLLENO
Knacca 3alMLEHHOCTH, B C/lyyae eciv 3Ta mepa BbibpaHa gna peanvs3auuu B KayecTBe YTOYHEHHOM
aflanTMpoBaHHOI 6a30BOI Mepbl 3aLMTbl MHGOPMAaLMK.

B 3aBMCMMOCTM OT Kjacca 3alWMLWEHHOCTM MHOOPMALMOHHOW CUCTEMbl  MUHMMAbHbIE
TpeboBaHMA K peanus3aumm yTOYHEHHOW ajanTMpoBaHHOW 6a30BOM Mepbl 3alMUTbl MHPOPMaLUK
NOANEXKaT YCUNEHUIO AN MOBbIWEHMA YPOBHA 3aWMLEHHOCTM MHbOopmauuu. Bce BO3MOMKHble
YCUAEHUS Mep 3aWwuTbl MHGOPMALMM MpuBeAeHbl B nozpasgenax "TpeboBaHWA K YCUIEHUIO Mepbl
3aWwmTbl MHGOpMaumuK", NpuMBEAEHHbIX B pasgene 3 HaCTOALEero MeTOAMYECKOro AOKYMEHTa Ans
KaXkgon Mepbl 3awutbl MHOOpPMaUMW. YcuneHus mep 3awmtbl  MHPOpMaLUKM  NMPUMEHSAIOTCA
AOMONHUTENBHO K TpeboBaHMSM MO peanusaumm mep 3alwmTbl MHOOpPMaUWMW, NPUBELEHHbIM B
nogpasgenax "TpeboBaHuUs K peannsaumm mepbl 3aWwmTbl MHGopmaumm'".



NToroBoe coaepraHWe KaKgoW YTOYHEHHOM afanTUpoBaHHOM 6a30BOM  Mepbl  3aLLUTbI
MHbOPMALMKN, KOTOPOE, KaK MUHUMYM, OOJIKHO ObiTb peann3oBaHO B MHPOPMALMOHHOMN cuCTEME,
npueeaeHo B Tabaunue noapasaena "coaeprkaHme 6a3oBoit mepbl 3aWmMTbl MHGOPMaLuumn'.

Ycunenma mep 3awmTbl MHGOPMaUUKM, NpuBeseHHble B noapasgene "TpeboBaHUA K YCUIEHUIO
mepbl 3aWnTbl HPopmauum" 1 He BKAOYEHHble B Tabauuy ¢ coaeprkaHMem 6a30BON Mepbl 3aLUUTbI
nHpopmauum B nogpasgene "cogepkaHue 6a3oBoit mepbl 3aWMTbl MHGOpPMaUuK", NpumeHaeTca no
peweHutio obnagatens WHbOPMaUMKM, 3aKasuMKa M (MAM) onepatopa A/ NOBbIWEHUA YPOBHSA
3alWMLWEHHOCTM MHbOPMALUK, codepkalienca B MHPOPMALMOHHON cucteme, UAM NpU adanTauuu,
YTOUYHEHWUKN, AOMONHEHUN Mep 3alUTbl MHPOPMaLMK, a TaKKe Npu pa3paboTKe KOMMNEHCUPYIOLNX Mep
3aWmTbl MHPOpPMaLMK.

I') AOoNo/IHEHUE YTOYHEHHOIO a4anTMpoBaHHOIo 6a3oBoro Ha6opa Mep 3aWunTbl MHd)OpMaLI,MVI

JononHeHue YTO4YHEHHOIo aganTnpoBaHHOIoO 6a3oBoro Ha6opa Mep 3alluThbl MH(I)OpMaLI,MVI
ocywecrBnAaeTca C Uenblo BbINO/IHEHUA Tp86OBaHMﬁ O 3auwuTe MHd)OpMaLI,MM, YCTaHOBNEHHbIX UHbIMU
HOPMAaTUBHbIMW NMPAaBOBbIMU aKTaMW B obnactu 3alnThbl MHd)OpMaLI,MVI, B TOM yncse B obnactu 3alWnTbI
NepCOHabHbIX AaHHbIX.

[JonosHeHne yTOYHEHHOro aganTupoBaHHoOro 6a3oBoro Habopa Mep 3aWmTbl MHPOpPMaUMK
MOMeT noTpeboBaTbCA B CAeAyoWMX CayYanx:

a) ecnn peaepanbHbIM 3aKOHOM, YKa3om MpesunaeHTa Poccuiickon deaepalmm, nocTaHOBAEHUEM
MpaBuTtenbcta Poccuiickon degepauym, HOPMaTUBHBIMU aKTamMM OpraHa rocygapCTBEHHOM B/aCcTH,
opraHa MeCTHOrO CaMOyMnpaBiAEHUA WAW OpraHM3auuun, OMpefenAlwWwMMM MNOPALOK CO34aHUA WU
aKcnayaTaumMm MHGOPMALMOHHOW CUCTEMDI, YCTAHABANBAIOTCA AOMNONHUTENbHbIE TPeboBaHMA K 3alumTe
MHbOPMALUUK, BbINOSHEHME KOTOPbIX HE NpeaycmoTpeHo TpeboBaHMAMM O 3awmTe MHPOpMaLMK, He
COCTaBAAOWEN FOCYAAPCTBEHHYIO TaWHy, COAEprKallerdcA B roCyAapCTBEHHbIX MHPOPMALMOHHbIX
cucTemax, yTBepaeHHbIx npukazom PCTIK Poccum ot 11 dpeBpana 2013 r. N 17;

6) nonutMKamm obecneyeHna WHPOpPMaALMOHHOM 6esonacHocTM obnagatena WHbOpPMauUK
(3aKasumKa), onepaTtopa M ynoJHOMOYEHHOro Auua, paspabortaHHbiMu no FOCT P MCO/M3K 27001
"MHPopmaumoHHaa TexHonorma. MeToabl M cpeactBa obecneyeHuma 6HesonacHocTU. Cuctemsl
MeHeaXMeHTa MHPOopMaLMOHHON 6e3onacHocTn. TpeboBaHMA", npeabaABAEHbl LOMNOAHUTE/NbHbIE
TpeboBaHMA K 3awmTe MHGopMmaumm B MHGOPMALMOHHOM CUCTEME.

Mpn AONOAHEHUN YTOYHEHHOrO aganTUpPOBaHHOro 6a3oBoro Habopa mep 3aWwuUTbl MHPOPMaLMK
BO3MOXHbI Ceaytolme AencTena:

1) moxeT 6bITb 060CHOBAHO, YTO Mepbl 3alWMTbl MHGOPMALMKU, BKAKOYEHHbIE B YTOYHEHHbIN
afanTMpPOBaHHbIM 6a3oBbli Habop Mep 3aWwuTbl UHPOPMALMKM, [OCTATOYHbI A8  BbINOJIHEHUS
OOMNOJIHUTENbHBIX TpeboBaHWI, YCTAHOB/EHHbIX deaepanbHbIM  3aKOHOM, YKaszom [lpe3naeHTa
Poccuiickoir depepaunmn, noctaHosneHnem [pasuTtenbctea Poccuiickonn ®epepauymm, HOPMATUBHbIMMU
aKTaMW OpraHa rocysapCTBeHHOM BACcTU, OpraHa MEeCTHOrO CamoynpaBAeHUs MW opraHunsauun. B atom
cnyyae AONoJIHEHME YTOYHEHHOTO afanTMpoBaHHOro 6asoBoro Habopa mep 3alWmTbl MHPOPMALUN He
TpebyeTcs;

2) moryT 6bITb ycuneHbl (yKecToueHbl) TpeboBaHWA K HEKOTOPbIM Mepam 3aWwuTbl MHGOpMaLnm,
paHee BK/OYEHHbIM B YTOYHEHHbIN aganTUPOBaHHbIM 6a30Bbli Habop mep 3awMTbl MHPOPMaLMK, A0
YPOBHS,  obecrneuyvBaloWEero  BbIMNOJHEHWE  [OMOJNHUTENbHLIX  TpeboBaHW,  YCTAHOBNEHHbIX
depepanbHbiM  3aKOHOM, yKasom [pesuaeHTa Poccuiickoli  depepaumu, NOCTaHOBIEHUEM
MpasutenbctBa Poccuiickoii depepaumn, HOPMATUBHLIMM aKTaMW OpraHa rocyZapCTBEHHOW BAacTH,
OpraHa MecTHOTO CaMOoynpPaB/IEHUS UM OpraHM3aLuy;

3) moeT OblTb AOMONHEH YTOYHEHHbI afanTMPOBaHHbLIA 6a30Bbli Habop Mep 3awWMThI
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nHboOpMaLUMM Mepamu  3awuTbl MHPOpMaLMKM [NA  BbINOSIHEHMA AOMONHUTENBHbLIX TpeboBaHWUM,
YCTQHOBNEHHbIX  denepanbHbiM  3aKOHOM, yKasom  [pesugeHTa  Poccuiickon  Pepepaumnm,
noctaHosneHnem [pasutenbctBa Poccuiickot depepaumm, HOPMATUBHBIMM — aKTamMM  OpraHa
rocyfapcTBEHHOM BNACTWU, OpraHa MEeCTHOro CamoynpaBAeHUA UAWN OpraHM3auuKn B Cay4vae, ec/n Takue
Mepbl He ycTaHoBAeHbl TpeboBaHMAMM O 3almTe MHPOPMALMU, HE COCTABAAIOWEN FrOCYAAPCTBEHHYIO
TaWHy, cogeprKalleiica B rocygapcTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, YTBEPMKAEHHbLIX MPUKa3oM
®CT3K Poccuum ot 11 pespana 2013 r. N 17.

4) NpUMeHeHMe KOMMNEHCUPYIOWMUX Mep 3aLLnUTbl MHGOopMaL MK

ChopmUpOBaHHbIM Habop Mep 3aWuTbl UHPOPMALUM  MOKET COAeprKaTb Mepbl 3aluMTbl
MHOPMaUMK, KOTopblE MO KaKUM-IMBO NpUUYMHam (BbICOKAA CTOMMOCTb, OTCYTCTBME anpobupoOBaHHbIX
TEXHUYECKMX peannsaumii, Henpuemnemo 60/blME CPOKU peanmsaLmmn, OTCYTCTBME KOMMNETeHUUU s
3KCn/yaTauumn 1 apyrue) AenaeT HEeBO3SMOXKHbBIM WM KpaliHe 3aTpyAHUTENIbHbIM MX peanns3auuio B
MHPOPMALMOHHOM CUCTEME B PaMKax ee CUCTEMbI 3aLLMTbI MHGOPMaLLUK.

B TaKMX cay4yaax y 3aKasumKa, onepaTopa M paspaboTymKa (NPOeKTUPOBLLMKA) eCTb BO3MOXKHOCTb
3aMEHUTb COOTBETCTBYIOLLME MepPbl 3aWUTbl MHPOPMALMM Ha KOMMEHCUpYOWMe Mepbl 3aLiUTbl
nHbopmaumu.

B KauecTBe MUCXOAHbIX AaHHbIX A1A Pa3pPaboTKM KOMMNEHCUPYIOLWMX Mep 3allnTbl MHPOPMaLMK, B
nepsyto oyepesab, HEO6XOAMMO pPacCMaTpPMBaTb:

npunoxkeHne N 2 K TpeboBaHUAM 0 3aWmTe MHGOPMALMMK, HE COCTABAAIOLLEN FOCYAAPCTBEHHYIO
TaWHy, COAEprKaLLenca B rocyfapCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAX, YTBEPKAEHHBIM MpPUKa3oM
®CTIK Poccum ot 11 pepana 2013 r. N 17, 1 pa3aen 3 HacTOAWErO METOANYECKOTO A0KYMEHT];

MeXAyHapogHble, HaUMOHaNbHble  CTAaHAAPTbl, CTAHAAPTbl  OpraHuM3aumin B  obnactn
nHbOopMaUMOHHOM besonacHoCTy;

pe3ynbTaTbl COBCTBEHHbIX Pa3paboToK (Hay4yHO-UCCNeAoBaTENbCKME M OMbITHO-KOHCTPYKTOPCKME
paboTbl).

Mpu sTOM AO0AXKHO BbITb NPOBEAEHO 0O6OCHOBaHUE NPUMEHEHNA KOMMEHCUPYOLWMX Mep 3alLnTbl
MHbOPMaLMK, BKAOYalOLLEe:

N310XKEHNE NPUYUH UCKTIOYEHMA Mepbl (Mep) 3awwmTbl MHPOpMaLUK;

COMOCTaB/ieHNe WCKAoYaeMol Mepbl  (mep) 3awWwuTbl  MHPoOpMauum ¢ 6A0KMpyemoit
(HeliTpanusyemoit) yrposoii (yrposamu) 6esonacHoCTM MHPopMaLmu;

OnncaHme coaepXaHMAa KOMNEHCUPYHOLWNX Mmep 3aLlLnThbI MHd)OpMaLI,MM;

CPABHUTE/IbHBIN aHAN3 KOMMNEHCUPYIOLWMX Mep 3aLMTbl MHPOPMALMK C UCKIOYAEMbIMU MePamMM
3aWwmTbl MHPOpPMaLMK;

aprymeHTauuio, 4YTO nMpeanaraemble  KOMMEHCUMPYIoWMe Mepbl  3aluTbl  MHbOpMauun
obecneuynBaloT ageKBaTHOe 6/10KMpoBaHMe (HerTpanmnsaumio) yrpos 6e3onacHocTn MHbopmaLumu.

PaspaboTaHHoe 060CHOBaHWE A0MXHO bbiTb NpeacTaBAeHO NPU NPOBEAEHUM aTTeCTaLMOHHbIX
ncnbiTaHWi. Mpyn aTTeCTaUMOHHBIX MCMbITAHMUAX C YYETOM NpeacTaBieHHOro 060CHOBaHUA A0XKHbI 6bITb
OUEHEHbI AOCTAaTOYHOCTb M aleKBaTHOCTb KOMNEHCUPYIOWUNX Mep AnA 6N10KMpoBaHUA (HelTpanmnsaumm)
yrpos 6esonacHoCcT1 MHbopMaLUW.

3. COZEPYAHUE MEP 3ALLUTbI UHOOPMALMU B UHOOPMALIMOHHOM CUCTEME
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3.1. MAEHTUDOUKAUMNA N AYTEHTUOURAUNA CYBBEKTOB AOCTYNA M OBBEKTOB AOCTYIA
(MAD)

MAD.1  UAEHTUOUKALMA U AYTEHTUOUKALIMA  NOJSIb3OBATENEN,  ABNAOLLIMXCA
PABOTHUKAMW OMEPATOPA

TpeboBaHua K peanmsaummn UAD.1: B MHPOPMAUMOHHOM cuCTemMe A0/KHA obecnevymBaTbCs
MAeHTUPUKAUUNA U ayTEHTUPUKALMA NONb30BaTe el, ABAAIOLWMXCA paboTHMKamMM onepaTopa.

Mpu poctyne B MHPOPMALMOHHYIO CUCTEMY [AO/MKHA OCYWECTBAATbCA MAEHTUOUKAUMA W
ayTeHTMdUKALMA NoNb30BaTeNEN, ABAAIOWMNXCA PabOTHUKaMK onepaTopa (BHYTPEHHMX No/b30BaTeNen),
M MPOLLeCCOB, 3aMyCKaemblX OT MMEHW 3TWUX MO/b30BaTefiei, a TaKkKe MPOLEeCcCOB, 3amnyCKaemblx OT
MMEHW CUCTEMHbIX YYETHbIX 3anunce.

K BHYTPEHHMM NO/Ib30BATENSAM B LLENAX HACTOALLEIO AOKYMEHTA OTHOCATCA AO/IKHOCTHbIE NLa
onepatopa (nosnb3oBaTenn, aAMWHUCTPATOPbI), BbINOJHAIOLWMNE CBOW [O/MKHOCTHble 06A3aHHOCTK
(byHKUMK) c nMcnonb3oBaHMeM WHbOPMaUUKN, MHGOPMALMOHHBIX TEXHONOTMA U TEXHUYECKUX CPEeaCTB
MHPOPMALMOHHON CUCTEMBI B COOTBETCTBUM C LO/KHOCTHBIMW pPernameHTamu (MHCTPYKUMamMM),
YTBEPKAEHHbIMM ONEPATOPOM, U KOTOPbIM B MUHPOPMALLMOHHOM CUCTEME NPUCBOEHbBI YYETHbIE 3aMUCH.

B KauecTBe BHYTPEHHWX MOJ/Ib30BATENEN AOMOJHUTE/IBHO PACCMATPUBAOTCA [LO/IKHOCTHbIE /MLA
obnagatena uHOOpPMaLMKM, 3aKa3uyMKa, YMOJHOMOYEHHOTO AMua W (Man) onepaTopa MHOM
MHPOPMALMOHHOM CUCTEMBI, @ TaK¥Ke LA, NPUBJEKAEMbIE Ha [OFrOBOPHONM OCHOBe Ans obecrneyeHus
OYHKLUMOHUPOBAHNA  MHPOPMALMOHHOMW  cucTeMbl  (PEMOHT,  rapaHTuiiHoe  06Cay)KMBaHMe,
pernameHTHble M WHble paboTbl) B COOTBETCTBMM C OPraHM3aLMOHHO-PACNOPAAUTENbHLIMU
AOKYMeHTaMM onepaTopa M KoTopbiM B MHGOPMALLMOHHOMN CUCTEME TaKKe NPUCBOEHbI YYETHbIe 3anucu.

Monb3oBaTennn WMHPOPMALMOHHOM CUCTEMbBI [O/KHbI OAHO3HAYHO WAEHTMOMLMPOBATLCA U
ayTEHTUOULMPOBATLCA ANA BCEX BMAOB AOCTYNa, Kpome Tex BUAOB AOCTyMNa, KOTOpble OnpenensatoTcs
KaK OeNCTBMSA, paspelleHHble A0 UAEHTUPUKALMM U ayTEHTUPUKALLMM B COOTBETCTBUM C MEPOI 3aLmTbI
nHpopmauum YN4.11.

AyTeHTMdMKaLMA nosb3oBaTeNns OCYLECTBAAETCA C WCMNOJIb30BaHWMEM Maposield, annapaTHbIX
CcpencTs, OMOMETPUYECKUX XAaPaKTEPUCTMK, MUHbIX CPeacTB WAM B C/lydae MHOrodaKTopHOM
(nByxdakTOpHOW) ayTeHTUdMKaLMM - oNpeaeneHHOM KOMBMHAUMK YKa3aHHbIX CPeacTs.

B uvHPOpMaUMOHHOM cucTeme [o/kKHa 6biTb obecneyeHa BO3MOMKHOCTb  OAHO3HAYHOIO
COMOCTaB/IeHNA MAEHTUPUKATOPA NONb30BaTENA C 3aNyCKaeMbIMU OT €r0 UMEHW NPOLLECCamM.

Mpasuna 1 npoueaypbl UAEHTUOUKALMM U ayTEHTUDUKALMM NONb30BATENEN PErNameHTUPYIOTCA B
OpraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTAX MO 3aluTe MHOPMAL MK,

TpeboBaHua K ycuneHuo NAD.1:

1) B nHpopmaUMOHHONW cUcTeme [OSXKHA obecneumsBaTbcd MHorodakTopHan (gByxdakTopHasn)
ayTeHTUOMKaUMA ANsA yAaseHHOro AoCTyrna B CUCTEMY C MNpaBamMu MPUBWUIETMPOBAHHBIX YYETHbIX
3anucein (aAMUHUCTPATOPOB):

a) C ncnonb3oBaHMem CeTh CBA3N o6u.|,ero nonb30BaHUA, B TOM YUC/e CETU MHTepHET,'
6) 6e3 1CNo/b30BaHNA CETU CBA3MU o6u.|,ero No/ZIb30BaHUA,

2) B MHPOPMALMOHHOW cUCTemMe [0/KHa obecrneumBatbca MHorodaktopHaa (aByxdakTopHas)
ayTeHTMdUKaumMa Ana yAaNeHHOro AocTyrna B CUMCTEMY C NpPaBamu HEMNPUBUNErMPOBAHHbIX YUYETHbIX
3anucert (nonb3osartenen):



a) C MCNoNb30BaHWEM CETU CBA3M ODOLLLErO NO/Ib30BaHMA, B TOM Uncie ceTn NHTepHerT;
6) 6e3 Mcno/1b30BaHUA CETU CBA3M 06LLEro N0NbL30BaHMUS;

3) B MHPOPMALIMOHHOM cucTeMe Ao/KHa obecneumBatbcAa mMHorodakTopHaa (aByxdaKkTopHas)
ayTeHTUGUKaLUMA ANA NOKa/NbHOrO A0CTyna B CUCTEMY C MpaBaMn MPUBUNETMPOBAHHbIX YYETHbIX
3anucei (aAMMUHUCTPATOPOB);

4) B MHOOPMALMOHHOM cucTeMe AONKHa obecneumsBaTbca MHorodaktTopHaa (AByxdakTopHas)
ayTeHTUOUKaUMA ONA NOKANbHOTMO AO0CTyna B CUMCTEMY C MpaBamu HenpUBUAETMPOBAHHBLIX Y4YETHbIX
3anucelt (nonb3oBatenei);

5) B MHbOPMALMOHHOM cucTeme AOMKHA obecrneumBaTbcA MHoOrodpaktopHas (aByxdaKTopHas)
ayTeHTUPUKauMs npu  A0CTyne B CUCTEMY C NpaBaMn MPUBUAETMPOBAHHbLIX YYEeTHbIX 3anucen
(agmuHucTpaTOopoB), rae oaAuH K3 ¢akTopoB obecneunBaeTcs  annapaTHbIM  YCTPOMCTBOM
ayTeHTUPUKaLUK, OTAENEHHbIM OT MHPOPMALMOHHOM CUCTEMbI, K KOTOPOW OCYLLLEeCTBAAETCA AOCTYN;

6) B MHPOPMALIMOHHOM cucTeMe Ao/KHa obecneymBaTbcA mHorodakTopHaa (aByxdakTopHas)
ayTeHTUPUKauMs npu OOCTyne B CUCTEMY C NpaBaMW HEMPUBUJIETMPOBAHHbLIX YYETHbIX 3anucen
(nonb3oBateneit), roe oamH M3 ¢dakTopoB obecneunmBaeTcs YCTPOMCTBOM, OTAENEHHbIM OT
MHPOPMaLMOHHOMN CUCTEMbI, K KOTOPOM OCYLLECTBAAETCA A0CTYN;

7) B MH(I)OpMaLI,MOHHOVI cucreme JonKeH Ncnosib3oBatbCA MeXaHU3M O4HOPA30BbIX naponeﬁ npu
ayTEHTMd)MKaLI,MM nonb3oBaTtenen, ocywecTBnAaoWnX yp,aHEHHbIVI WX NOKa/IbHbIN A0CTyn;

8) B MHOOPMAUMOHHOM cUCTEME ANs ayTeHTUPUKaLMM NoNb30oBaTeNel A0/KHO obecneynBaTbes
NPMMeEHEHNE B COOTBETCTBMU C 3aKoHOAaTenbCTBOM Poccuitckonn Pepepaumm Kpuntorpapuyeckux
MEeTOZ0B 3alLMTbl MHPOPMaLUK.

CopeprkaHue 6a3oBoit mepbl MAD.1:



Mepa 3awmThbl Knacc 3alwmieHHoCcTM MHPOPMaLLMOHHOM CUCTEMBI
nHpopmauum
4 3 2 1
NAD.1 + + + +
Ycunenue NAD.1 1a, 23,3 1a,23,3,4

NA®.2 UOEHTUDUKALNA N AYTEHTUDUKALIMA YCTPONCTB, B TOM YUC/IE CTALLMOHAPHBIX, MOBW/IbHBIX M MOPTATUBHbIX

TpeboBaHua K peanmsaumm MAD.2: B MHPOpPMaLMOHHOM cnucTeme A0 Hadana MHGOPMaLMOHHOIO B3anmoaencTemna (nepegaun sawmuaemon MHGopmauum
OT YCTPOMCTBA K YCTPOICTBY) A0/MKHA OCYLLECTBAATLCA NASHTUOUKALMA U ayTEHTUPUKALMA YCTPOUCTB (TEXHUYECKUX CpeacTs).

OnepaTtopom A0/KeH b6bITb OnpefeneH nepedyeHb TUNOB YCTPOWCTB, UCMOJIb3yeMbIX B MHPOPMALMOHHON CUCTEME U MOANEXAWMX UAEHTUPUKAUUK U
ayTeHTUdUKaumm 40 Havyana MHGOPMALLMOHHOIO B3aMMOAENCTBUS.

NaeHTUdMKauMA YCTPOUCTB B MHPOPMALMOHHON cucteme obecneymBaeTca no JIOrTMYecKMM MMeHam (Mma yctpoictea u (unm) ID), normyeckum agpecam
(Hanpumep, IP-agpecam) u (Mnu) no ousmyeckum agpecam (Hanpumep, MAC-agpecam) yCTPOMCTBA MAM MO KOMOMHAUMM MMEHW, NIOTMYECKOro U (uam)

¢dUn3MUecKoro agpecos yCTPoMncTBa.

AYTeHTVI(I)VIKaLI,VIﬂ YCTpOﬁCTB B MHd)OpMaLl,MOHHOI‘;I cucteme obecneymBaeTca C UCNO/b30BaHMEM COOTBETCTBYHOLLNX MPOTOKO/10B ayTeHTMd)MKaLI,MM nin c
npnmeHeHnem B COOTBETCTBUU C 3aKOHOAATE/NILCTBOM Poccuiickoii tDe,u,epau,MM KpVII'ITOFpad)M‘-IeCKMX MeTOoA40B 3alnTbl MHd)OpMaLI,MVI.

Mpasuaa n npoueaypbl UAEHTUOUKALMM U ayTEHTUDUKALMM YCTPOMUCTB PErNAaMEHTUPYIOTCA B OPraHM3auUMOHHO-pacnopaanTeNbHbIX AOKYMEHTax onepaTtopa
no 3awmre MHbopmaLmm.

TpeboBaHuA K ycuneHuo NAD.2:
1) B UHPOPMALMOHHOM cUCTEME [,0/1KHA 06ecrneunBaTbCa ayTEHTUOUKALMSA YCTPOWCTB 40 HaYana MHGOPMALLMOHHOTO B3aUMOLENCTBUA C HUMMU:
a) B3aMMHas ayTeHTUPUKaLUA YCTPONCTBA U CPeACTBA BbIYNCANTENIbHOM TEXHUKM (MW APYroro B3aMmoAenCcTBYIOLWEro yCTpoicTea);

6) ayTeHTUPUKALMA MO YHUKANbHbBIM BCTPOEHHbIM CpeacTBam ayTeHTUMKaLMN.

CopaepaHue 6aszoBon mepbl MAD.2:



Mepa 3awmTbl
nHpopmauum

Knacc 3awwmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

NA®D.2

+

Yecunenue NAD.2




NA®.3 VYIMPABJIEHUE WOEHTUOUKATOPAMU, B TOM HUC/IE CO3OAHUE, TNMPUCBOEHMUE,
YHUYTOXKEHUE UOEHTUOUKATOPOB

TpeboBaHuAa K peanusaumm UAD.3: OnepaTopom AOSKHblI ObiTb YCTAHOBAEHbI U PEaSIN30BaAHbLI
cnepyrowme  GyHKUMKM  ynpaBaeHWa  uaeHTUPMKaTopamMu  Nonb3oBaTeneim U YCTPOUCTB B
MHGOPMALNOHHOWM CUCTEME:

onpeaeneHune OO0MKHOCTHOTO Mua (aamMUHUCTpaTopa) onepaTopa, OTBETCTBEHHOMO 3a CO3aHue,
NMPUCBOEHME U YHUUTOMKEHME UAEHTUPUKATOPOB NOIb30BaTENEN U YCTPOMNCTB;

bopmupoBaHMe AEHTUPUKATOPA, KOTOPbIN OAHO3HAYHO NAEHTUOULMPYET NOb30BaTENA U (MNK)
YCTPOMCTBO;

NPUCBOEHME NAEHTUOUKATOPA NONbL30BATENIO U (MIN) YCTPOWCTBY;

npeaoTBpalleHne MNOBTOPHOTO MCMO/b30BaHUA uAeHTUOUKATOpa rMonb3osBatens u  (Man)
YCTPOICTBA B TEYEHME YCTAHOB/IEHHOrO OMNEpPaTopPoOM Neproaa BpemMeHM;

610KMpOBaHMe uUaeHTUdMKATOpa MOb30BaTeNA MOC/AE YCTaHOB/IEHHOTO OMNepaTopoM BPeMeHM
HEencnob30BaHuA.

MpaBuaa u npoueaypbl ynpasaeHna naeHTMGUKaTopamm pernameHTMPYoTCA B OPraHM3aumoHHo-
pacnopaaMTenbHbIX JOKYMEHTax onepaTopa no 3awmTte nHGopmaumu.

TpeboBaHue K ycunennio NAD.3:

1) onepaTopoM [AOMKHO 6biTb WCKAOYEHO MOBTOPHOE MWCMO/Ab30BaHUE UAEHTUdUKaTOPa
NoAb30BaTeNsA B TeYeHue:

a) He meHee 0AHOrO roaa;
6) He MmeHee Tpex NeT;
B) B TEYEHME BCEro Nepuoaa sKcnayaTaunm MHGOPMaLMOHHOM CUCTEMDI;

2) onepaTopom A0/KHO 6bITb 06ecneyeHo 610KMpPOBaHME UAEHTMOUKATOPA NOAb30BaTENs Yepes
nepuoza, BpemeHn HeUCNoAb30BaHMA:

a) He bonee 90 aHeN;
6) He 6onee 45 gHels;

3) onepatopom A0MKHO bbiTb 0b6ecneyeHo MCNOAb30BaHME PA3NMYHON ayTEHTUOMKALMOHHOWM
MHpopMaUMK (PasNnUYHbIX CPeACTB ayTeHTUPUKauMKM) Nonb3oBaTeNs ANA BXOAA B MHPOPMALMOHHYIO
cucTeMy M A0CTyna K NpUKAagHomy (cneunanbHOMy) NporpammHoMy obecneyeHmto;

4) onepaTtopom AOMKHO ObiTb WMCKAOYEHO WCNO/b30BaHWe MWAeHTUdMKaTopa MNosb3oBaTens
MHGOPMALMOHHOM CUCTEMbI MPU CO34aHUN YYETHOW 3anucu nonb3oBaTens nybJMYHON 3N1EeKTPOHHOM
MOYTbI UM UHBIX NYBMYHBIX CEPBUCOB;

5) onepatopom ponKHO 6biITb obecneyeHo ynpaBieHWe UAEHTUOUKATOPAMU  BHELUHUX
Nno/sib30BaTesIeN, Y4ETHbIE 3aMMCKM KOTOPbIX MCMOL3YIOTCA A8 A0CTyna K obLWweaocTynHbIM pecypcam
MHPOPMALMOHHOM CUCTEMBI.

CopeprkaHue 6a3oBont mepbl MAD.3:



Mepa 3awmTbl

Knacc 3awwmueHHoCcTM MHGOPMaLMOHHOM cUCTEMBI

nHpopmauum
3 2 1
NAD.3 + + +
Ycunenume NAD.3 13, 2a 13, 2a 16, 26




NA®.4 YIPABJIEHUE CPEOACTBAMWU AYTEHTUDGUKAUMKU, B TOM YUCJIE XPAHEHUE, BbIOAYA,
NHUUMANN3AUNA, BIOKMPOBAHUE CPEACTB AYTEHTU®UKAUUMWN WU TMPUHATUE MEP B CJ/TYHAE
YTPATbI U (MIN) KOMNPOMETALUW CPEACTB AYTEHTUOUKALINN

TpeboBaHuAa K peanusaumm UAD.4: OnepaTopom AOSKHbl ObiTb YCTAHOBAEHbI U PEASIN30BaAHbLI
cneayouwme  GYHKUMM  ynpaBaeHUa  cpeAcTBaMu  ayTeHTMdUKaummn  (ayTeHTUOUKALMOHHOM
MHbOopMaumein) Nonb3oBaTeei U yCTPOMCTB B UHGOPMALMOHHON cUCTEME:

onpeaeneHne A0MKHOCTHOMO AnuUa (agMUHUCTpaTopa) onepaTopa, OTBETCTBEHHOrO 3a XpaHeHue,
BblAayy, MHMLMaNU3aunio, 61oKMpoBaHNe CPeacTB ayTeHTUDUKALMU U NPUHATUE Mep B Cy4Yae yTpaThl U
(1) KomnpomeTauuu cpeacTs ayTeHTUdMKauuy;

M3MEHeHWe ayTeHTUOMKALMOHHOW WHPopMaumun (cpenctB ayTeHTUOMKAUMM), 3a4aHHbIX WX
Npou3BOgUTENAMM U (MKU) UCMNONb3YyeMbIX NPWU  BHEAPEHWM CUCTEMBbI 3aWUTbl  MHOGOPMALLUM
MHPOPMALMOHHOM CUCTEMDI;

BblAa4a CpeacTs ayTeHTUUKaLMKN NOIb30BaATENAM;

reHepauma W Bblgaya Haya/NbHOW ayTeHTUMKALMOHHOM MHOpPMaLMM (HayaNbHbIX 3HAYEHWUN
cpeacTs ayTeHTUGMKaLmKn);

YCTaHOB/IEHWE XapaKTepUCTMK napona (Npuv MCNoNb30BaHUM B MHPOPMALMOHHOW cUCTEME
MEeXaHU3MOB ayTeHTUPMKALMM HAa OCHOBE Napoa):

a) 3af@aHMe MMHUMabHOM CNOMKHOCTM Napoaa C onpeaenseMbiMn onepaTtopom TpebosaHMAMM K
PerncrTpy, KoaiMyecTsy CUMBO/IOB, COMETAHUIO BYKB BEPXHErO M HUMKHETO PerucTpa, Ludp 1 cneumanbHbIX
CUMBO/IOB;

6) 3a4aHMEe MMHUMAIbHOTO KOIMYECTBa M3MEHEHHbIX CUMBO/I0B MPU CO3AaHNUN HOBbIX Maponei;
B) 334aHMe MAaKCMMaNbHOIo BpemMeHM AENCTBUA Napos;
r) 3agaHne MUHUMaNbHOMO BpeMeHU AeNCTBUA Napons;

ﬂ,) 3anpeT Ha UCNo/sib30BaHME MOJIb30BaATENAMU ONPeOENEHHOIO ONepaTopom 4Ymcaa nocneaHux
MCNONb30BaHHbIX naponeﬁ npun Co3gaHNn HOBbIX naponeﬁ;

6710KMpoBaHME (MpeKpalleHre OeNcTBMA) U 3aMeHa YTepPsAHHbIX, CKOMMNPOMETUPOBAHHbLIX WU
noBpeXAeHHbIX CPeACTB ayTeHTUdUKALNY;

HasHayeHMe HeobXoAUMBbIX XapaKTEPUCTUK CPeACTB ayTeHTUGUKAUMKU (B TOM UYMC/ie MeXaHU3ma
napons);

06HOB/MIEHNE aAYTEHTUPUKALUMOHHOMW UWHPOpMauumn (3ameHa CPeacTB  ayTeHTUdUKauMM) C
NepuoANYHOCTbIO, YCTaHOB/IEHHOI OMepaTopom;

3alMTa  ayTeHTUPUMKAUMOHHOM WMHPOpMaLMM OT HenpaBOMEpPHbIX AOCTyna K Heln u
MoandULMPOBaAHMS.

Mpasuna M npoueaypbl YNpaBAeHUs CpeacTBaMy ayTeHTUOUKAUMK (ayTeHTUOUKALMOHHOM
MHdOopMaumelt) pernameHTUPYIOTCA B OPraHU3aLMOHHO-PACNoOPAAUTENbHBIX AOKYMEHTaxX onepatopa no
3awmTe nHdopMmaumu.

TpeboBaHue K ycunernno NAD.4:

1) B cnyyae MCNonb3oBaHWA B MHOOPMALMOHHON CUCTEME MEXaHW3MOB ayTeHTUdMKauMK Ha



OCHOBe Mapons (MHOM MoCnNeAoBaTENbHOCTM CMMBOJIOB, MCMOAb3YEMOM AAA ayTeHTUdMKaumun) uau
NPMMEHEHMUA Napofs B KayecTBe OAHOro M3 (GaKTOpPoB MHOropaKTOpPHOW ayTeHTUdUKALMK, ero
XapaKTEPUCTUKM A0KHbI BbITb CAEAYIOWMMN:

a) O/MHa naposns He MeHee LWecTU CMMBOJIOB, andaBuT naposnsa He meHee 30 CMMBOJIOB,
MaKCMMa/lbHOE KONMYECTBO HeycnelHbIX MOMbITOK ayTeHTUdMKaumMm (BBoAA HenpaBWIbHOrO naposns)
00 6nokmposkm oT 3 go 10 nonbITOK, 6NOKMPOBKA NPOrPaMMHO-TEXHUYECKOFO CPEeACTBA UAN yYETHOM
3anu1cK Nob3oBaTeNa B CayyYae AOCTUKEHUA YCTAHOBIEHHOIO MaKCUMAIbHOTO KOIMYECTBa HeYyCMNeLHbIX
NonbITOK ayTeHTUdMKaUMKM oT 3 4o 15 MUHYT, cmeHa naponelt He 6osiee yem Yepes 180 gHel;

6) ANMHA napons He MeHee LWeCTM CMMBOJIOB, andaBuT napons He meHee 60 CMMBOOB,
MaKCMMasZIbHOE KOAMYECTBO HeyCnelHbIX NOMbITOK ayTeHTUdMKauMm (BBOAa HeMnpaBW/IbHOFO Napos)
80 610KMpoBkKM oT 3 ao 10 nonbITOK, 610KMPOBKA NPOrPAaMMHO-TEXHUYECKOTO CPeaCTBa WU YYETHOM
3anuncu NoJsib3oBaTena B C/lyvae AOCTUNKEHUA YCTAHOBIEHHOIO MaKCMMaIbHOTO KOJIMYECTBA HeyCneLwHbIX
NonbITOK ayTeHTUdMKaummM ot 5 o 30 MUHYT, cMeHa naposieit He bonee yem yepes 120 gHels;

B) AO/IMHA Maposia He MeHee LWeCTU CMMBOAOB, andaBuT napona He meHee 70 CMMBO/OB,
MaKCMMa/lbHOE KONMYECTBO HeycCnellHbIX NOMbITOK ayTeHTUdMKauMm (BBoAa HenpaBW/IbHOTO Maposs)
00 BNOKMPOBKM OT 3 40 8 MOMbITOK, 6HOKMPOBKA NPOrPaMMHO-TEXHUYECKOTO CpeacTBa UM YYEeTHOM
3anucu NoJsib3oBaTeNa B Cyvyae AOCTUKEHUA YCTaHOBNEHHOTO MaKCMMasIbHOTO KOJIMYECTBa HeyCrneLHbIX
nonbIToK ayteHTUdUKaumm ot 10 ao 30 MUHYT, cMeHa naponein He 6onee yem yepes 90 gHel;

r) A/MHA Napossa He MeHee BOCbMW CMMBO/IOB, andasBuT napons He meHee 70 CMMBOJIOB,
MaKCMMasibHOE KONMYECTBO HeyCnelHbIX MOMbITOK ayTeHTUdGMKaumMm (BBOAa HemnpaBWUIbHOFO Naposs)
00 610KMpPOBKM OT 3 A0 4 NONbITOK, 6/I0KMPOBKA NPOrPaMMHO-TEXHUYECKOFO CPeacTBa UAM YYETHOM
3anuncK NoJsib3oBaTeNA B C/ly4ae AOCTUMKEHUA YCTAHOBNEHHOIO MaKCMMaIbHOTO KOZIMYECTBA HeyCrneLwHbIX
NonbITOK ayTeHTUdMKaumnm ot 15 go 60 MUHYT, cMeHa naposiel He bonee yem yepes 60 gHel;

2) B uMHOOPMAUMOHHOM  cUCTEME  OO/KHO  ObiTb  obecneyeHo  MCMNO/b30BaHUE
aBTOMaTMU3MPOBAHHbIX CPeacTB A1A GOPMUPOBaHNA ayTEHTUDUKALMOHHOW MHOPMaLUKM (reHepaTopoB
naponei) c TpebyembiMn XapaKTePUCTUKAMU CTOMKOCTM (CUAbl) mexaHM3Ma ayTeHTUOUKAUMM U ans
OLEHKM XapaKTePUCTUK 3TUX MEXAaHU3MOB;

3) B MHPOPMALMOHHON CUCTEME LOJIKHO BbiTb 0becneyeHo MCNoab3oBaHME CepBEPOB U (Mau)
nporpammHoro obecneyeHna ayTeHTUOUKALMM ONA  eAWHOW  ayTeHTUOUKALMM B KOMMOHEHTax
MHPOPMALMOHHON CUCTEMBI M KOMMOHEHTaX NPOrpaMmHoOro obecneyeHusa, MNpenycMaTpUBaloOLLErO
cOBCTBEHHYI0 ayTeHTUbUKALMIO;

4) onepaTtop AonKeH obecneuntb noaydeHve (3anpocuTb) y NOCTaBLMKA TEXHUYECKMX CPEACTB U
nporpamMmmHoro obecneyeHns WHPOPMALMOHHOM CUCTEMBI ayTEHTUPUMKALUMOHHYIO WHPOpMaumio,
3aZlaHHYI0 NPOM3BOAMUTENIEM 3TUX TEXHUUYECKMX CPEACTB M NPOrpaMmHOro obecneyeHms U He yKasaHHyIo
B 9KCN/yaTaLMOHHOW AOKYMEHTaLMK;

5) onepatopom fonxKHbI ObITb ONpeseeHbl Mepbl MO UCKAOYEHMIO BO3MOMXKHOCTM MCNO/Ib30BaHMSA
NnosIb30BaTeNsAMM UX NAEHTUPUKATOPOB M NAPOel B APYrNX MHPOPMALLMOHHbBIX CUCTEMAX.

CogaeprkaHue 6asoBon mepbl MAD.4



Mepa 3awmTbl

Knacc 3awmuieHHoCcTM MHGOPMaLMOHHOM cUCTEMBI

nHpopmauum
4 3 2 1
NAG.4 + + + +
Ycunenue NAD.4 1a 16 18 ir

NA®.5 3ALLINTA OEPATHOW CBA3M MPU BBOAE AYTEHTUOUKALNOHHOW MHOOPMALIUK

TpeboBaHuA K peanusauumn UAD.5: B MHPOPMALMOHHON CUCTEME A0/KHA OCYWECTBAATLCA 3aluUTa ayTeHTUPUKAUMOHHOM MHbOopMaLMKM B npouecce ee
BBOZA ANA ayTEHTUPUMKALMM OT BO3SMOMKHOIO UCMONb30BaHNA INLAMU, HE MMEIOLLLMMM Ha 3TO MNOJHOMOUNIA.

3awmta obpaTHOM cBA3M "cucTema - cybbeKT gocTyna" B npouecce ayTeHTUdPUKaumm obecneynBaeTca UCKAOYEHMEM OTobpakeHus Ana noab3oBaTens
OEeACTBUTEIbHOTO 3HaYeHUN ayTeHTUPUKALMOHHOW MHPopmaLmMm 1 (MAK) KoNMYecTBa BBOAUMbIX NOJIb30BaTe/IEM CUMBO/IOB ayTEHTUOUKAUMOHHON MHPOPMaLMK.

nxkn ll.ll

BBoguMble CMMBOJIbI Napo/iA MOryT 0TOBpaXKaTbCA YCAOBHbIMM 3HaKammn "*", """ AN MHBIMKW 3HAKaMW.,

TpeboBaHuA K ycuneHumo NAD.5:

He ycTtaHoBnEHbI.

CopeprkaHue 6aszosoii mepbl MAD.5:

Mepa 3aluTbl Knacc 3awwmueHHoCcTM MHGOPMaLMOHHOM CcUCTEMBI

nHbopmaumm

4 3 2 1

NAD.5 + + + +

YcuneHue UAD.5

UAD.6 UAEHTUDUKALMA N AYTEHTUOUKALMA NOSIb3OBATE/IEN, HE ABNAIOLIMXCA PABOTHUKAMMU OMEPATOPA (BHELLIHUX NOJIb3OBATE/EN)

TpeboBaHma K peanmsaumm WAD.6: B MHOOPMALMOHHOW CUCTEME AO0MXKHA OCYWECTBAATbCA OAHO3HayHasA wAeHTMOUKauMA W ayTeHTUdUKauma



ﬂOﬂb3OBaTEHEﬁ, He ABNAKLWNXCA pa6OTHMKaMM onepaTtopa (BHeLLIHMX ﬂOﬂb3OBaTEHEVI), Uy nNpoLeccos, 3anyCkaembiX OT UMEHU 3TUX nonb3oBaTenemn.

K nonbsoBatensm, He ABAAIOWMMCA PabOTHMKAM onepaTopa (BHEWHWM MONb30BATENAM), OTHOCATCA BCE MO/b30BaTENN UHOOPMALMOHHON CUCTEMBI, He
yKa3aHHble B MAD.1 B KayecTBe BHYTPEHHUX Mosb3oBaTenen. Npumepom BHELWHMX NOMb30BATENEN ABNAIOTCA FpaKgaHe, Ha 3aKOHHbIX OCHOBAHMAX Yepes ceTb
NHTepHeT nony4datowme foctyn K MHPOpPMaLMOHHbIM pecypcam nopTana FocyaapcTBeHHbIX ycayr Poccuitckoit Pepepaunn "dn1eKTpoOHHOrO npasBuTenbCcTea’ nuam
oduumanbHbIM caiiTam B ceTh MHTepHEeT OpraHoOB rocyiapCTBEHHOM BAacCTH.

Monb3osaTen MHGOPMALMOHHOMW CUCTEMbI AO/KHbI OAHO3HAYHO MAEHTUGULMPOBATLCA U ayTEeHTMOULMPOBATLCA A/1A BCEX BMAOB AOCTyMna, Kpome Tex
BMAOB A0CTyNa, KOTOpble ONpeAenatoTca KaK AeicTBMA, paspelleHHble A0 NASHTUOUKAUMN N ayTeHTMdMKaUMK B COOTBETCTBUN C MepOoi 3alunTbl MHGOpMaL MK
yna.ii.

NpoeHTUdMKaumMa M ayTeHTUPUKALMA BHELWHMX MO/Ab30BaTeNel B Lensax MpefoCTaBleHUA roCyfapcTBEHHbIX YCAYr OCyLecTBAAEeTCA B TOM 4uciae C
NCMNO/Ib30BaHNEM €4MHON CUCTEMbI MAEHTUOUKALMMN N ayTEHTUPUKALMK, CO3AAHHON B COOTBETCTBMM C NocTaHOBAeHMeM [paBuTenbcTBa Poccuitickoli ®eaepaunmn
oT 28 HoAbpA 2011 r. N 977.

MpaBuna u npoueaypbl MAEHTUOUKALMM U ayTEHTUPUKALMM NONb30OBATENEN PErnaMeHTUPYIOTCA B OPraHM3aLMOHHO-PACNOPAAUTENbHBIX AOKYMEHTaX
onepaTtopa no 3awmTe MHPopmaLLUun.

TpeboBaHuA K ycuneHumo NAD.6:

He ycTtaHoBnEHbI.

CopeprkaHue 6aszosoii mepbl MAD.6:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMaLLMOHHOM CcUCTEMDbI
nHbopmaumm
4 3 2 1
NAD.6 + + + +

YcuneHue MAD.6

NAD.7 UAEHTUOUKALMA N AYTEHTUOUKALMA OBbEKTOB ®AMTOBOM CUCTEMbI, 3AMYCKAEMBIX M UCTIO/THAEMbIX MOAY/EN, OBbEKTOB CUCTEM
YMPAB/IEHMA BASAMM [AHHbIX, OBbEKTOB, CO3JABAEMBIX MPUKNALOHBIM W CNELMABHBIM MPOTPAMMHBIM OBECTEYEHMEM, MHbIX OBbEKTOB
JIOCTYNA


consultantplus://offline/ref=F5E06529D60FEBD3DE1FD48F65446402D9672985B649ACBFE6CD2D10036D53101E249E9F93F961F81D430A8F8Cs2c3M

TpeboBaHuA K peanusaunn NAD.7: B MHPOPMALMOHHON cCUCTEME O0/IKHA OCYLLECTBAATbCS MAEHTUPUKaAUMA M ayTeHTUdMKaumsa obbekToB ¢dainnosoi
CMUCTEMBbI, 3aNyCKAaemMbIX WU MUCMONHAEMbIX MoAynel, OObEeKTOB CUCTEM yrMpaB/eHUs 6asamu AaHHbIX, 0OBEKTOB, CO34aBaeMbIX MPUKNAAHbIM U CreLnaibHbIM
nporpammHbIM obecrnevyeHmem, MHbIX 06 BEKTOB AOCTyna.

TpeboBaHua K ycunenuo NAD.7:

1) B MHPpOPMaALIMOHHON cucTeme A0/1KHa obecneumBaTbcs ayTeHTUOUKALUMNA 06beKTOB $HaltNoBO CUCTEMBI C UCNONb30BaHMEM CBUAETENbCTB NOAJIMHHOCTM
MHbOPMaUUK (B TOM YnC/ie SNEKTPOHHOMN MNOAMMUCU MU UHBIX CBUAETENbCTB NOAJANHHOCTU MHPOPMaLMK);

2) B MHPOPMALMOHHON cUCTeme [0/KHa obecrneynBaTbea ayTeHTUMKALMA 3anycKaemblX U UCMOAHAEMbIX MOoAyAel C UCMO/b30BaHWEM CBUAETENbCTB
NOA/IMHHOCTU Moaynel (B TOM ymcie LMdPOBbIX CUTHATYP NPOU3BOANTENS UM UHBIX CBUAETENLCTB MOAANHHOCTM Moy NEN).

CopeprkaHue 6asoBoii mepbl MAD.7:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
NAD.7

Yeunenue NAD.7




3.2. YNPABJIEHUE JOCTYNOM CYBBEKTOB AOCTYMA K OBBbEKTAM AOCTYNA (YNA)

yna.l1 VYNPABJEHUE (3ABEAEHWE, AKTWMBALMA, BJIOKMPOBAHUE W YHUYTOXEHUE)
YYETHbIMW 3ANUCAMM NOJIb3OBATE/IEN, B TOM YMC/IE BHELLHMX NO/Tb3OBATENEN

TpebosaHua K peanusauum YNA.1: Onepatopom A0NXKHbI ObITb YCTaHOB/IEHbI U Peasn30BaHbl
cneayrowpe PGYHKUMM yNpPaBAEHUA YYETHbIMM 3anUCAMM NOJIb30BaTesiel, B TOM YUC/Ee BHELIHUX
nosib3oBaTenemn:

onpeaeneHue TUNa Y4YeTHOW 3anncu (BHYTPEHHEro nonb30BaTeNd, BHeLIHero no/b30BaTens;
CUCTEMHAA, MPUSIOKEHMA; rocTeBas (aHOHMMHas), BpeMeHHas U (MNK) MHbIe TUMbI 3anucen);

0b6beANHEHNE YYETHbIX 3anncel B rpynnbl (Npu Heob6xoaMMOCTH);

BepudMKaumio nosb3osaTens (MpoBepKa NMYHOCTM  MNOJSIb30BATENA, €ro  AO0JIKHOCTHbIX
(dyHKUMOHaNbHbIX) 06A3aHHOCTEN) NPU 3aBEeAEHUN YYETHOM 3aNnUCKU NONb30BaTENS;

3aBefieHune, akTMBauusa, 6/10KMPOBaHME U YHUYTOXKEHME YYETHbIX 3aNnCcen Nosib3oBaTeneun;

nepecmMoTp W, MNpuM HeobXOAMMOCTM, KOPPEKTMPOBKA Y4YeTHbIX 3anuceit nosib3oBatenei c
NepuoanYHOCTbIO, OnpeaensieMmon onepaTopom;

nopAAoK 3aBeaAeHNA U KOHTPOA UCNOJ1Ib30BaHNA TOCTEBLIX (aHOHMMHbIX) N BPEMEHHbIX YYETHbIX
3anucen Nonb3oBaTeNeN, a TaKXKe NPUBUNETNPOBAHHbIX YHYETHbIX 3anucen AOMUHUCTPATOPOB;

onoselleHNe agMUHUCTPATOPa, OCYLECTBAAIOWEro ynpaBieHWe  Y4YeTHbIMW  3anucammu
nosb3oBaTtesiei, 06 USMEHEHUM CBEAEHWUI O MOJIb30BATENAX, UX POAAX, 00A3aHHOCTAX, MOJIHOMOYUSIX,
orpaHun4eHunax;

YHUUTOMKEHME BPEMEHHbIX YYeTHbIX 3anuceli nosib3oBaTenei, NpPefoCTaBAEHHbIX A4S
OAHOKPATHOrO (OrpaHNYEHHOrO N0 BPEMEHM) BbINOJAHEHUSA 33434 B MHGOPMALMOHHOW CUCTEME;

npeagocrasaeHne nosib3oBaTenAam npas AOCTyna K obbeKTam AoCTyna MH(I)OpMaLI,VIOHHOﬁ CHUCTembl,
OCHOBbIBaACb Ha 3a4da4aX, pewaemblX nosab3oBaTtenaMmn B MH(bOpMaLI,MOHHOﬁ cncreme um
B3aMMOAEVICTBleLLI,MMM C Hel MHd)OpMaLl,MOHHbIMM Ccncremamm.

BpemeHHas y4eTHas 3anmucb MOXKeT ObiTb 3aBefeHa A5 MOAb30BaTeNA HA OFPaHUYEHHbIA CPOK
ON5 BbINONHEHUA 33434, TPebyoWwmnX paclMpPeHHbIX MOJHOMOYMIA, UAM ANA NPOBEAEHUA HACTPOMKK,
TECTUPOBAHMA WHPOPMALMOHHOM CUCTEMbI, AJI8 OpraHM3aLMuM FOCTEBOrO AOCTynma (nocetutensm,
COTPYAHMKaM CTOPOHHWX OPraHM3aunin, CTakepam U UHbIM MOJIb30BATENAM C BPEMEHHbIM AOCTYNOM K
MHPOPMALMOHHOM cUcTEME).

MpaBuna u npoueaypbl YNpaBaeHUa yYeTHbIMU 3aMMCAMM NOJb30BaTes e pernameHTUPYoTCA B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTAX onepaTopa Mo 3awmte MHGopmaumu.

TpeboBaHuA K ycunenuto YMNAO.1:

1) onepatopom AOO0JIXKHbl  UCMO/Ib30BAaTbCA aBTOMATU3UPOBAHHbIE CPeacTBa NoAaAepPHKKU
ynpasaeHnA y4eTHbIMU 3aNnUCAMMU nonb3oBaTtenei;

2) B WHPOPMALMOHHOMN CUCTEME [OMKHO OCYLLECTBAATLCA aBTOMaTUyeckoe 610KMpoBaHUe
BPEMEHHbIX YYETHbIX 3anuceli Noib3oBaTeseil Mo OKOHYaHUWM YCTAaHOBIEHHOrO Nepuoaa BPeMEHU O/is
WX UCMO/Ib30BaHMSA;

3) B I/IHd)OpMBLI,I/IOHHOﬁ cncreme OO0J/IXKHO  OCyWwecTBNATbCA aBTOMATUYECKOE 6J'IOKVIpOBaHV|e



HEaKTUBHbIX (HEMCNoNb3yeMblX) Y4YeTHbIX 3anucelt Mo/ab3oBaTeneil nociae nepuoda BpemeHM
HEeMCnoNb30BaHUA:

a) 6onee 90 aHelt;
6) 6onee 45 aHen;

4) B MHd)OpMaLI,MOHHOﬁ cncreme  O0J/KHO OCyWwecCcTBNATbCA aBTOMATUYECKOE 6I'IOKVIpOBaHVIE
YYETHbIX 3anucel nonb3oBaTenein:

a) npu npesblilUEHNN YCTAHOBZIEHHOTO ONEPATOPOM HMNCNa HeyCNewWHbIX NONbITOK ayTEHTVI(bVII-(aLI,MM
NnoNb30BaTeNA;

6) Npu BbIABNEHUM MO pe3y/ibTaTaM MOHUTOPUHIa (NPOCMOTPA, aHaN3a) KYPHAN0B perncrTpauum
cobbiTiA He3onacHOCTM AEeNCTBUIA MNO/Ib30BaTeNeil, KOTOpble OTHECEeHbl OMepaTopomM K CobbITUAM
HapyLleHus 6e3onacHOCTU MHPOopPMaLIUK;

5) B MHOOPMALMOHHOWN CUCTEME AONMKEH OCYLLECTBATLCA aBTOMATUUYECKUIN KOHTPO/Ib 3aBeAeHuUs,

aKThBauuu, 6!10KVIpOBaHMFI N YHUUTOXKEHUA YYETHbIX 3anucen nonb3oBatenen wu onoseuwieHne
AAMUHUCTPATOPOB O pe3y/1bTaTaX aBTOMATUYECKOIO KOHTPONA.

CopeprkaHue 6asoBon mepbl YNA.1:



Mepa 3awmTbl

Knacc 3awmiuieHHoCcTU MHGOPMaLMOHHOM CUCTEMDbI

nHpopmauum
3 2 1
yna.l + + +
Ycunenne YNAO.1 1,2 1,2, 3a 1,2,36




yna.2 PEAIM3ALMA HEOBXOAMMBbIX METOAOB  YMPAB/NEHUA [OCTYNOM
(AUCKPELLMOHHbBIN, MAHOATHbIA, PONEBOWM WAN WMHOW METOZA), TUMOB (YTEHUE, 3AMNWUCH,
BbIMOJ/IHEHME UM UHOW TUM) U MPABU1 PASTPAHUYEHMA AOCTYMA

TpeboBaHua K peanusauum YMNA.2: B MUHGOPMAUMOHHOM cucTeMe ANA YNPaBAEHMA AOCTYNOM
cybbeKToB A0CTyna K 06beKkTam A0CTyna [O0J/KHbI ObiTb peann3oBaHbl YCTAaHOBAEHHbIE OMepaTopom
MeTOAbl YMPaBAE€HMA A[OCTYNOM, Ha3HAyeHbl TUMbl A0CTyNa Cyb6beKToB K obbeKkTam p[octyna U
peann3oBaHbl NpaBuia pasrpaHMYeHnA A40CTyNna CyObeKToB A0CTyna K obbeKkTam gocTyna.

MeTogbl  ynpasneHWs  AOCTYNOM  peanu3yloTcd B 3aBUMCMMOCTM  OT  ocobeHHocTel
$YHKLMOHUPOBAHNA WHPOPMALMOHHOM CUCTEMbI, C y4yeToM Yyrpo3 6e3onacHocTM MHbOopMaLMU U
AOJIXKHbI BK/IKOYATb OAMH WM KOMBUHALMIO ChefyoWmX MeTo40B:

ANCKPELMOHHbIN MeToa, ynpaBaeHUa AO0CTYNnom, npeaycMaTpuBalolMA yrnpasieHMe A0CTYnom
CybbeKTOB A0CTyNa K 06beKkTam A0CTyna Ha OCHOBE NAEHTUPUKAUMOHHOW MHPOopMaL MK cybbeKTa 1 ann
Ka)kJoro obbeKkTa AoCTyna - CMCKa, coaepxallero Habop cybbekToB aocTyna (rpynn cybbektos) u
acCoOLMNPOBAHHbIX C HUMU TUMOB AOCTYNa;

pO/IeBOV METOA ynpaB/eHUA AOCTYNOM, NpeayCMaTPpUBatoLWMN yrpaBaeHMe AOCTYNOM CyObeKToB
JocTyna K obbeKkTam AocTyna Ha OCHOBe posell cybbeKToB AocTyna (COBOKYMHOCTb AeNCTBMIA U
06A3aHHOCTEN, CBA3aHHbIX C onpeaeneHHbIM BUAOM AeATeNbHOCTH);

MaHOaTHbIA  MeToZ, YnpasieHMs [AOCTYNoOM, nNpeaycMaTpuBalolMiA  yrnpasaeHue AOCTyrnom
CybbeKTOB A0CTyna K O06beKkTam A0cCTyna Ha OCHOBE COMOCTaBAEHMA KAaCcCUPUKALMOHHBIX METOK
KaXKaoro cybbekTa A0CTyna M Kaxaoro obbekta A0CTyna, OTPaXalowWwmx KAacCUdUKaLNOHHbIe YPOBHM
cybbeKkToB gocTyna M o06beKToB [0CTyna, ABAAOWMECA KOMBUHAUMAMM  MepapXMYeckux U
HenepapxmMuyecknx KaTeropui.

Tunbl gocTyna AO/KHbI BKAOYATb OMepaumy Mo UYTEHWIO, 3anucK, YAaNeHWo, BbINOJHEHUIO U
MHble onepauun, paspelleHHble K BbIMOAHEHMIO nosib3oBaTesniem (rpynne nosib3oBateneit) uau
3anycKkaemomy OT ero MMeHM NPoLEeccy Npu AocTyne K obbekTam gocTyna.

MpaBuna pasrpaHUYeHns AOCTyNa peasnsytoTca Ha OCHOBE YCTaHOB/IEHHbIX ONEPaTOPOM CMUCKOB
[OCTYNa WAM MaTpuL, AOCTYNA U A0/KHbI obecrneynBaTb ynpasaeHve AOCTYNOM Nosib3oBaTenew (rpynn
Nno/ib30BaTesIei) 1 3aMyCKaembIX OT UX UMEHW NPOLLECCOB MPY BXOAE B CUCTEMY, AOCTYNE K TEXHUYECKUM
CpeacTBam, ycTpoicTBam, ob6beKkTam $ainaoBOM CUCTEMBI, 3aMYCKAEMbIM WU UCMOJHAEMbBIM MOAYAAM,
0ObeKTaM cucTemM ynpasieHua 6asamMu  AaHHbIX, OObeKTam, CO034aBaeMbiM MPUKNALHBIM U
cneLmanbHbIM NPOorpaMmHbIM obecneyeHem, NapameTpam HacTPOMKKU CPeAcTB 3aWwmnTbl MHGOPMaL MM,
MHPoOpMaUMM O KOHPUIypaumu CUCTEMbI 3alnUTbl  MHOOPMALMM U MHOM  MHPOpMaUMM O
OYHKUMOHNPOBAHMM CUCTEMDbI 3aLLNUTLI MHGOPMALMK, @ TaKKe MHbIM 0B6bEKTaM AOCTyna.

MpaBuna pasrpaHUYeHUs AO0CTyna pernameHTUPYIOTCA B OpraHM3auMOHHO-PacnopaAaMTeNbHbIX
[OKYyMeHTax ornepaTopa no 3awute MHGopmaLmu.

TpeboBaHuA K ycunenuto YMA.2:

1) B WHPOPMAUMOHHONM CUCTeMe NpaBuaa pPasrpaHUYEeHUs [OoCTyrna LO/KHbl obecneynBaTtb
ynpaB/ieHVe AOCTYNoOM CybbeKToB NpU BXOAE B MHOPMALMOHHYIO CUCTEMY;

2) B MHOOPMALMOHHOW cUCTEME MpaBWAa pPasrpaHUYeHus AOCTyna AO/KHblI obecneuymsaTb
ynpaB/ieHne A0CTYNOM CyBbeKTOB K TEXHUYECKMM CpeacTBam, YyCTPOMCTBaM, BHELLHUM YCTPOICTBaM;

3) B MHOOPMALMOHHOW cuUCTemMe MpaBWaa pasrpaHUMYeHMa AocTyna AOO0JXHbl obecneymBaTtb
ynpaBneHue AOCTynom cybbeKToB K o6bekTam, co3gaBaembiM  0blLecucTeMHbIM  (06LMM)
nporpaMmmHbiM obecneyeHnem;



4) B MHPOPMAUMOHHON cuUCTeMe MpaBwWia pPasrpaHUYeHus [OCTyna AOJIKHbI obecneymBaTb
ynpasieHve AocTynom cybbekToB K 06bekTam, CO34aBaembiM MPUKNAAHbIM U CrieunanbHbIM
nporpaMmmHbiM obecrneyeHnem.

CopeprkaHue 6asoson mepsbl YNA.2:



Mepa 3awmTbl

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
yna.2 + + +
Ycunenue YNA4.2 1,23 1,23 1,2,3,4




YNA.3  YNPABNEHME  (®UIbTPALUMA, MAPLUPYTU3ALMA, KOHTPOJIb COEAMHEHWUN,
OAHOHAMPAB/IEHHAA NEPEOAYA W WHbBIE CMOCOBblI YNPABJIEHUA) WUHPOPMALMOHHbLIMW
NOTOKAMW MEXAY YCTPOUCTBAMW, CETMEHTAMW WH®OPMALIMOHHOW CUCTEMbI, A TAKMKE
MEXOY NHOOPMALMOHHBbIMUN CUCTEMAMMU

TpeboBaHma K peanusaumm YNA.3: B nHOoOpMaUMOHHON cUCTEME AOKHO OCYLLECTBAATHCA
ynpasneHne WMHGOPMALMOHHbIMU MOTOKAMW MNpu nepefade MHOOPMALMM MeXay YCTPoicTBaMM,
CermeHTamm B pamkax MHGOPMaLNOHHOM CUCTEMbI, BK/tOYatoLLEee:

dnAbTPaUMIO MHGOPMALLMOHHBIX NOTOKOB B COOTBETCTBMM C NMPABUAAMM YNPaBAEHUA NOTOKAMM,
YCTaHOB/IEHHbIMW OMepPaTopPoMm;

paspelleHve nepefayn MHPOpMauum B MHOOPMALMOHHOW CUCTEME TOJIBKO MO MaplpyTy,
YCTaHOB/IEHHOMY ONEPaTOPOM;

n3meHeHuWe (NepeHanpaBfeHMe) mapluipyTa nepegayuv UHPOpPMaUMKM B CNy4Yasax, YCTAaHOB/IEHHbIX
onepaTopom;

3anMcb BO BPEMEHHOe XpaHwauuie WHPoOpMauuM A4 aHanAM3a W NPUHATUA PellieHua o
BO3MOKHOCTU ee Aa/bHelllen nepeaaymn B Cydanx, yCTaHOBAEHHbIX OMNepaTopom.

YnpasneHve  MHGOPMAUMOHHbIMM  MOTOKaMWM  [O/MKHO  obecneumBaTb  paspelleHHbIN
(ycTaHOBNEHHbIM OMNEPaTOPOM) MapLIPYT MPOXOXKAEHUA MHOOPMALMM  MEXAY MONb30BaTENAMM,
YCTPOMCTBAMM, CErMEHTaMM B pPaMKax WHOPOPMAUMOHHOM  CUCTEMbI, a TaKkKe  MexXay
MHOOPMALMOHHBLIMM  CUCTEMAMM MAW NPU  B3AaUMOLENCTBUM C ceTblo WHTepHeT (Mamn  apyrumu
MHPOPMALNOHHO-TENEKOMMYHUKALUMOHHBIMW CETAMU MEXAYHAPOoAHOro MHGopMaLMOHHOrO 0bMeHa)
Ha OCHOBE NMpaBwWA ynpasaeHUa MHPOPMALLMOHHBIMM NOTOKAMM, BKAKOHAIOLMX KOHTPOJIb KOHUIypauum
MHOOPMALUMOHHOM CUCTEMbI, WUCTOYHMKA M MonyyaTena nepesaBaemon WHPOPMAUUKM, CTPYKTYpbI
nepegaBaemoit MHPOPMALIMK, XapPaKTEPUCTUK MHPOPMALMOHHBIX MOTOKOB M (MNK) KaHana ceAsu (b6es
aHanM3a coaepskaHus WHPopmaumu). YnpasneHve UMHGOPMALMOHHBIMKM  MOTOKAMM  OO/IKHO
610KMpOBaTbL nNepepadyy 3aluuulaemon  MHPopmaumum 4Yepes ceTb WHTepHeT (uam  apyrue
MHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIE CETU MEXKAYHapo4HOro WHPOPMaUMOHHOro obmeHa) no
He3alNLLEHHbIM JIMHUAM CBA3M, CeTeBble 3anpocbl U TPpadMK, HECAHKLMOHUPOBAHHO MCXogAlime U3
MHPOPMALMOHHOMN CUCTEMBI U (M) BXOAALLME B MHPOPMALIMOHHYIO CUCTEMY.

MpaBuna w npoueaypbl ynpaBaeHUA MHPOPMALMOHHLIMM MOTOKAMWU pPerfameHTUpPYoTca B
OpraHM3aLMOHHO-PaCcNopPALUTENbHbIX OKYMEHTAX onepaTopa no 3awmTe MHopmauuu.

TpeboBaHuA K ycunenuto YMNA.3:

1) B MHPOPMALMOHHOM cUCTEME OOMKHO o0becneunmBaTbCa ynpaBaeHWE MHPOPMALMOHHLIMM
NOTOKaMM Ha OcHoBe aTpubyToB (MeTOK) 6e30MacHOCTM, CBA3AHHbLIX C NepedaBaemolt MHbopmaLmen,
NCTOYHMKaMM 1 NOMyYaTens imm nHbopmaLmu;

2) B MWHOOPMALMOHHOM cUCTEME [AO/MKHO obecneunsaTbca AMHAMMYEcKoe YynpaeieHue
MHPOPMALMOHHBIMK MOTOKaMM, 3anpeuiaowee n (Maun) paspelsatoulee nepegadvyy uMHGopmauum Ha
OCHOBE aHa/M3a M3MEHEeHWA TEeKyLero COCToAHUA WHPOPMALMOHHOM CUCTEMbI WU YCIOBUIN ee
dYHKLMOHNPOBaHUS;

3) B MWHOOPMALMOHHOW cCUCTEeMe [O/BKEeH MWCKAYaTbcs obxon MNpaBuA  ynpaBieHus
NMHPOPMaLMOHHBIMM MOTOKaMM 3a cyeT NpeobpasoBaHMA NepeaaBaeMoit MHGopmaunm;

4) B nHOOPMAUMOHHON cCUCTEME [AO/MKEH WCKAYaTbcA 06xo04 nNpaBua  ynpasieHus
MHPOPMALUMOHHBIMM  MOTOKaMM 33 CYET BCTPAMBaHMA OAHMX [AaHHbIX B  Apyrve  AaHHble
NHPOPMaLMOHHOIO NOTOK3;



5) B MHPOpMaUMOHHON cucTeMe [O0/KeH ob6ecneymBaTbCA KOHTPOJIb COEAMHEHWUM MeXay
TEXHUYECKMMM cpeacTBamKn (YCTPOMCTBAMM), MCMOIb3yeMbIMW A8 OpraHu3aumMm MHOOPMALMOHHbIX
MOTOKOB;

6) B WHPOPMAUMOHHON cucTeme Mpu nNepegade WMHPOPMALUM  MeXOy CermeHTamm
MHPOPMALMOHHON cucTeMbl U (MKN) MHGOPMALMOHHBIMU CUCTEMAMM PA3HBIX K/IACcCOB 3aLUMLLEHHOCTU
OO/MKHA 0becneunBaTbCca OAHOHANPaBAEHHas nepesadya MHPopMaLmMn ¢ NCNOb30BAHNMEM aNMapPaTHbIX
cpefacTs;

7) B MHOOPMALMOHHOW cucTeMe [O/MKHO obecneunBaTbCs ynpasieHUe WHGOPMALMOHHBLIMU
NOTOKaMM Ha OCHOBE CTPYKTYpbl NepeaaBaembiX A4aHHbIX (TEKCT, Tabauubl, BUAEO0, ayanonHdopmaumsa);

8) B MHOOPMALMOHHOW cucTeme LO/KHO obecneuynBaTbCs ynpaB/ieHWe WMHOOPMALMOHHLIMU
MOTOKaMM Ha OCHOBE MCNOJIb3yeMbIX CETEBbIX MPOTOKO/0B;

9) B WMHPOPMAULMOHHON cuUcTeMe AOKHO obecrneymBaTbca ynpasBiaeHWe WMHPOPMALMOHHBIMU
NMOTOKaMM Ha OCHOBe TUMNOB (paclumMpeHnit) dpainos u (Mnmn) umer ¢ainos;

10) B HHOPMALIMOHHOM CUCTEME A0/IKHA 06ecneunBaTbCca BO3MOXKHOCTb 3anpeTa, paspelleHms u
M3MEHeHMA MapLlIpyTa nepeaadym UHGopmMaLumn TONbKO aaMUHUCTPaTOPaMU;

11) B MHPOPMALMOHHOW cUCTeMe [O/MKHO obecneumBaTbCA pasgeneHve WHGOPMALMOHHbIX
NOTOKOB, COAEPKALLUMX PasNnYHble BUAbI (KaTeropun) MHGopMaLmMK, a TakKe oTaeneHne nHGopmMaLmm
ynpaB/ieHna OT N0Nb30BaTe/IbCKOM MHGOPMALLNK;

12) B WHPOPMAUMOHHOM cucTeme [0/MKHA obecneynBaTbC BO3MOMKHOCTb aBTOMATUYECKOro
6/10KMpPOBaHMA Nepedaym MHPoOpPMaLUKN NPpU BbIABAEHUW B NepegaBaemMoit MHOpMaLUN BpeLoHOCHbIX
KOMMbIOTEPHbIX NPOrpamm;

13) B MHPOPMALMOHHOW CUCTEME [OO/IKHO OCYLLECTBAATLCA ynpaB/ieHne WMHPOPMaLMOHHbIMU
NoToKamu Npu nepegaye UHGopmMauumn mexay MHGOPMaLMOHHBIMU CUCTEMAMMU;

14) B uWHOOPMALMOHHOW cucCTeme [AO/MKHA obecneynBaTbCd BO3MOMKHOCTb  PUAbTPALLMM
MHPOPMALMOHHDBIX NOTOKOB Ha YPOBHE MNPUKAAZHOMO NPOrpaMmHoOro obecneyeHuns (NPUNOKeHNN);

15) B UHGOPMaLMOHHOM cUCTEME A0/KHA OCYLLECTBAATLCA HAKOMNIEHNE CTaTUCTUYECKUX AAHHbIX,
npoBepKa 1 GpUAbTPaLMA CETEBLIX NAKETOB MO UX COAePKUMOMY (TexHosorua DPI);

16) HapeneHne TpadMKa KOHKPETHbIMM NapameTpamu (B YaCTHOCTU BKJ/OYEHUE yBEeLOMJIEHUMN
Nno/sb30BaTe/iei, UCK/AYEHME WAM 3aMeHa 31eMeHTOB TpaduKa) B 3aBUCMMOCTM OT MNOJy4vaTens
MHbopMaLuu.

CopeprkaHue 6asosoi mepsbl YN/.3:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmiieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

yna.3

+

Ycunenue YNA4.3




YNA.4 PA3AENEHUE NOIHOMOYMUI (PONEM) NOJIb3OBATENEN, ADMUHUCTPATOPOB U NNLL,
OBECMEYMBAIOLLMUX GYHKLMOHMUPOBAHUE MHOOPMALIMOHHOM CUCTEMDb

TpeboBaHua K peanusaumm YIMNA.4: OnepaTopom A[0/KHO ObiTb obecnevyeHo pasaeneHue
NoJIHOMOuYMIA (poneii) nonb3oBaTenen, aaMMHUCTPATOPOB U AunL, obecneymBatowmx GYHKLMOHUPOBaAHME
MHPOPMALMOHHON CUCTEMbI, B COOTBETCTBMU C WX OO/IKHOCTHbIMM 06s3aHHOCTAMMU (DYHKUMAMM),
duKCHMpoBaHMEe B OpPraHM3aUMOHHO-PACAOPAAMTENBHBIX AOKYMEHTax no 3awute uHPopmauum
(mMOKymeHTMpoOBaHME) nonHOMOuYMA  (posield)  nonb3oBaTenei, aAMUHUCTPATOPOB U AU,
obecneunBatoWmnx PyHKUMOHNUPOBAHNE MHOOPMALMOHHON CUCTEMbI, U CAHKUMOHMPOBaAHWE A0CTyNna K
ob6beKTam 40CTyNa B COOTBETCTBUM C pa3fesieHMeM NoaHOMOoUYNi (ponen).

JocTyn K obbeKTam [ocCTyna C y4yeTOM pasgefieHuMa noJIHoMouuii (ponei) obecneuymBaetcs B
cooTBeTtcTBmM ¢ YMNAO.2.

TpeboBaHuA K ycunenuto YMNA4.4:

1) onepatopom [AO/MKHO ObiTb obecneyeHo BbIMNOJIHEHME KaxKAoW posau no obpaboTke
nHbOpMaLUM, AAMUHUCTPUPOBAHUIO MHPOPMALMOHHOM CUCTEMBI, €e CUCTEMbI 3aLLMTbl MHOPMALUHK,
KOHTPOMO (MOHUTOPUHTY) 3a obecneyeHMem YPOBHS 3allMUleHHOCTM MHopmMauumn, obecneyeHuro
YHKLMOHNPOBAHMA MHPOPMALMOHHON CUCTEMBI OTAENbHBIM AO/IKHOCTHBIM NLLOM;

2) onepaTopom AO/IKHO ObITb 06eCneyeHo UCKNIOYEHME HALENEHUA OL4HOMO AO0IKHOCTHOIO ML
nosHomounaAMMn (posbio) no obpaboTke uMHPopmauMmM UM NOJHOMOYMAMM  (ponblo)  no
aAMUHUCTPUPOBAHUIO WMHPOPMALMOHHOM cucTeMbl U (MAKM) ee cucTeMbl 3awWMTbl MHOOPMALMMY,
KOHTPOMO (MOHUTOPUHTY) 3a obecrnevyeHMem YPOBHA 3alMLLEHHOCTM WHPOPMAUUKM, obecrneyeHuto
GYHKUMOHUPOBAHUA MHGOPMALLMOHHON CUCTEMDI;

3) onepatopom A0NKHO BbITb 06ecneyeHo UCKNOYEHWE HafeNIeHUA O4HOMO AOKHOCTHOMO Anua
NONHOMOYMAMK (PO/IbI0) MO KOHTPO/O (MOHUTOPUHTY) 3a obecneyeHMeM YPOBHA 3aLLMLLEHHOCTM
MHPOPMaLMN U NONHOMOUYUAMM (PONBIO) MO AAMUHUCTPUPOBAHUIO MHOOPMALMOHHOW cUCTEMBI U (1K)
ee cucTembl 3aLLmTbl UHGOPMaLUKN U obecneveHnto GYHKLMOHMPOBAHMA MHGOPMALMOHHOM CUCTEMBI;

4) onepaTopom J0/IKHO BbITb 06ecneyeHo UCKIOYEHWE HAZeNeHUA O4HOMO AO/IKHOCTHOIO MLA
NOJIHOMOYMAMU (POJIbIO) MO AAMUHUCTPUPOBAHMUIO CUCTEMbBI 3aLUTLI MHGOPMALMU UHPOPMALMOHHOM
CUCTEMbI U MOJIHOMOUYUAMY (PO/Ibio) MO obecneyeHnio GyHKLMOHNPOBAHWUA MHOOPMALIMOHHOMN CUCTEMBI;

5) onepatopom fo/mKeH ObiTb OnpefeseH agMUHUCTPATOP, MMeKLWMn npaBa no nepegade
NONHOMOYMI NO AaAMUHUCTPUPOBAHNIO MHOOPMALLMOHHON CUCTEMbBI M CUCTEMBI 3aLUTbl MHGOPMALLMM
APYrMM  XLAM M OCYLLECTBAAIOWMIA KOHTPO/Ib 33 WCMNO/Ab30BaHMEM MNepesaHHbIX MNOAHOMOYMIM
(cynepsusop).

CopeprkaHue 6asoBoint mepsbl YN A.4:



Mepa 3awmTol Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
yng.a + + +
Ycunenuve YNA4.4 1

ynA.5 HASHAYEHWE MUHUMAJIbBHO HEOEXOAUMBbIX MPAB WU NPUBUETUIA NOJIb3OBATENAM, AOMUHUCTPATOPAM U IMUAM, OBECMEYUBAIOLLNM
OYHKLIMOHUPOBAHUE MHOOPMALIMOHHOW CUCTEMDbI

TpeboBaHusA K peanusaumm YMNO.5: Onepatopom A0MKHO bbiTb 06ecneyeHo HasHaueHWe Npas 1 NPUBUAETUIA NONb30BATENAM U 3aMyCKaeMbIM OT UX UMEHM
npoueccam, agMMHUCTpaTOpam M aunuam, obecneunsaowmm GyHKLMOHUPOBaHNE UHOOPMALMOHHON CUCTEMbI, MUHUMA/IbHO HEOBXOAMMBIX ANA BbINONHEHUSA
MMM CBOMX [O/KHOCTHbIX 06s3aHHOCTEeN (DYHKLMI), M CaHKUMOHMPOBaAHME AOCTyNa K o6beKTam AOCTyna B COOTBETCTBUM C MUHMMANbHO HEobXxoauMMbiMU
npasamu U NPUBUIETUAMM.

OnepaTopom A0NXKHbl OblITb OAHO3HAYHO onpeaeneHbl U 3adUKCUPOBaHbl B OPraHU3aLMOHHO-PACNOPAANTENbHbIX AOKYMEHTaxX No 3alumte UHbopmMauum
(3a40KYMeEHTUPOBaHbI) POSU U (MK) AONKHOCTHbIE 06A3aHHOCTU (DYHKLMM), TaKKe 06BEKTbI 4OCTYNa, B OTHOLWEHMM KOTOPbIX YCTAHOB/IEH HaMMEHbLUWIA YPOBEHb
npusuaernin. loctyn Kk o6beKkTam 40OCTyna ¢ y4eTOM MUHUMANbHO HEOBXOAMMbIX NPaB M NpuBMaerMii obecneynsaeTtcs B cooTsetcTenm ¢ YMA.2.

TpeboBaHuA K ycunenumto YNA.5:

1) onepatopom Ao0/KHO BbITb 0O6ecneyeHo NpesoCTaBNEHME NPAB Y MPUBUAETUI NO JOCTYNY K PYyHKUMAM 6e30nacHOCTM (napameTpam HaCTPOMKK) cpeacTs
3alWMTbl  MHOOPMALMU  UCKAKYUTENBHO aAMMUHUCTPATOPY, HAAENeHHOMY MOJAHOMOUYMAMM MO aAMUHUCTPUPOBAHUIO CUCTEMbI 3alMTbl  MHOpMaunn
(apmuHMcTpaTopy 6e3onacHocTH);

2) 3anpeT npegocrasneHnA pPacClMpPEeEHHbIX Npas U npmsmnermﬁ BHEWHMM NOJ1Ib30BaTENAM (I'IO}'Ib3OBaTe}1FIM, He ABAAOWMMCA BHYTPEHHUMU
I'IOI'Ib3OBaTEII’r'IMI/I).

CopeprkaHue 6asosoit mepbl YNA.5:

Mepa 3aLmThbl Knacc 3awmweHHocTM MHGOPMALLMOHHOM CUCTEMDI
nHpopmaumm

4 3 2 1




yna.s + + +

Ycunerue YNA.5 1

yn[A.6 OrTPAHUYEHWE HEYCMELUHBIX MOMbITOK BXOAA B UHOOPMALMOHHYIO CUCTEMY (AOCTYMA K UH®OPMALIMOHHOW CUCTEME)

TpeboBaHua K peannsauuun YMA.6: B uHPOpMaUMOHHOW cucTeme AO0MKHO BbiTb YCTaHOB/EHO M 3aPUKCUPOBAHO B OPraHM3aLMOHHO-PACNoOPAAUTENbHbIX
OOKyMeHTax onepaTtopa no 3awmTte MHbopmauumn (3a40KYMEHTUPOBAHO) OrpaHNYeHNe KONMYECTBa HeycnellHbIX NOMbITOK BXoAa B MHPOPMALMOHHYIO cUcTeMY
(moctyna K MHbOpPMaLMOHHON cuCTeMe) 3a Mepuos BPeMeHW, YCTaHOB/AEHHbIM OnepaTopom, a TaKe obecrnedeHo 610KMpOBaHWE YCTPOWMCTBA, C KOTOPOro
npeAnpUHUMAlOTCA MOMbITKM A0CTYNa, U (M1M) YYETHOW 3anMcK Nob30BaTeNs NPU NPEBbILEHUN N0b30BaTEIeM OrpaHMYEHMA KOIMYECTBA HeyCneLwHbIX NOMbITOK
BX0Aa B MHPOPMaLMOHHYIO cucTemy (4ocTyna K MUHPOPMaLIMOHHOM cucteme).

OrpaHMYeHne KoMYecTBa HeycnellHbIX NOMbITOK BXoAa B MHGOPMAaLMOHHYIO cucTemy (AocTyna K MHGOPMaLMOHHOW cucTeme) AO0NXKHO obecneuynBaThca B
cooTtBeTcTBUU ¢ NAD .4,

TpeboBaHuA K ycunenuto YNA.6:

1) B MHOOPMALMOHHOW cnucTeme obecneunBaeTca aBToMmaTMyeckoe 610KMPOBaHME YCTPOMCTBA, C KOTOPOro NpeanpMHMMAlOTCA MONbITKU AocTyna, u (uam)
YYeTHOM 3anMcKn NoAb30BaTeNA NPU NPEBbLILEHNM NOb30BATENEM OrpaHUYEHMA KOANYECTBA HeyCMeLlHbIX MONbITOK BX0Aa B MHOPMALMOHHYO cuctemy (gocTtyna
K MHOOPMALMOHHOM CUCTEME) 33 YCTAaHOB/IEHHbIN NEPUOA, BPEMEHU C BO3SMOMKHOCTbIO Pa3b10KMPOBaHMA TONbKO agMUHUCTPATOPOM UM MHBIM IMLOM, UMEHOLLUM
COOTBETCTBYOLME NOJHOMOYMSA (POb);

2) B MHbOPMALMOHHOW cucTeme obecneynBaeTca aBToOMaTMYecKoe yaaneHune nHGopmaumMm ¢ Mo6UAbHOrO TEXHUYECKOro CPeacTBa, BXOAALLEro B COCTaB
MHPOPMALMOHHOM CUCTEMDI, NPU MPEBbLILEHUN AOMNYCTUMOTO YMCAA HEYCMeLHbIX NOMbITOK BXoAa B MHGOPMALMOHHYIO cucTemy (J0CTyna K MHGOPMALMOHHOM
CUCTEME) 3a YCTAHOBNEHHbIV NMepuog, BpeMeHW, OCYLLLECTBAAEMbIX C MOBWUILHOTO YCTPOWCTBa;

3) B MHPOPMALMOHHOM cucTeme obecrneymBaeTcs NPOTUBOAENCTBME aBTOMATU3MPOBAHHOMY Noabopy Naposiei ¢ UCNONb30BaHMEM OAHOKPATHbLIX KOZLOB,
Tpebyowmx BU3yanbHOro pacno3HaBaHuMsA (B TOM YMCe C UCNO/Ib30BaHMeM TexHonorum CAPTCHA).

CopaepkaHue 6asosoi mepbl YMNI.6:

Mepa 3almThbl Knacc 3awmiweHHOCTU MHOPMALLMOHHOW CUCTEMDI
nHbopmaumnm

4 3 2 1




yna.6 + + + +

Ycunenue YMN/A.6 1

ynA.7 NPEAYMNPEXAEHWE MOJIb3OBATENA MPW EMO BXOAE B MHO®OPMALIMOHHYIO CUCTEMY O TOM, YTO B WUHPOPMALMOHHOM CUCTEME
PEAZIN3OBAHbI MEPbI 3AWNTbI MHOPOPMALMKU, N O HEOBXOAUMOCTW COBMOAEHWA MM YCTAHOBJ/IEHHbIX OMEPATOPOM [MPABW/T OBEPABOTKU
NHPOPMAL NN

TpeboBaHua K peanunsaumm YNA.7: B vHpopmaymoHHOM cucteme AonKHO BbiTb 0becneveHo npeaynpexaeHue nosb3oBaTtens B Buae coobuieHmn ("okHa"
npw ero Bxoae B UHGOPMaLLMOHHYIO cUCTeMY (A0 npouecca ayTeEHTUPUKALMM) O TOM, YTO B MHOOPMALMOHHOM CUCTEME Peann3oBaHbl Mepbl 3aLlUTbl MHPOpMaLUK,
a TaKXke 0 ToMm, 4YTo npu paboTe B MHGOPMALIMOHHOW CUCTEME MOJIb30BATENEM AO/IKHbI ObITb COBMOAEHBI YCTAHOB/IEHHbIE ONEPATOPOM MPaBWUIA U OrPaHUYEHMUSA
Ha paboTy ¢ nHdopmaumei.

Bxog, B UHPOPMALMOHHYIO CUCTEMY M NPEAOCTaBAEHWE NONb30BATE/NO BO3MOMXKHOCTM PaboTbl B MHGOPMALIMOHHOM CUCTEME OCYLLECTBAAIOTCA TOAbKO Noc/e
NOATBEPKAEHMA NOb30BaTENEM 03HAKOMIEHUA C NPeaynpexXaeHUeMm.

TpeboBaHuA K ycunenumio YNA.7:

He ycTaHOBAEHbI.

CopeprkaHue 6asoBoit mepbl YNA.7:

Mepa 3awmTol Knacc 3awmieHHOCTM MHPOPMaLMOHHOM CUCTEMDBI
nHpopmauum
4 3 2 1
yna.7
Ycunenuwe YNAO.7

yng.8 OlNOBEWEHWE TMMOJ/Ib3OBATE/IA TMOCJIE YCNEWHOINoO BXOOA B WMH®OPMAUMOHHYKO CUCTEMY O EFO0 MPEALIAYWEM BXOOE B
NHPOPMALIMOHHYIO CUCTEMY

TpeboBaHua K peanusaumm YMNA.8: B nHGopMaLMOHHON cucTeme A0NKHO 6biTb 06ecneveHo nocse yCrnewHoro Bxo4a noab3osatens 8 MHGOPMaLMOHHYIO



cncremy (3aBepLLIEHMﬂ npouecca ayTEHTMd)MKaLI,MVI) onoBeuweHne 3Toro Nosib3oBatenAa 0 Aate U BpeEMEHU npeablayuiero sxoga B VIHd)OpMaLI,MOHHYI-O cncrtemy ot
MMEHMU 3TOro Nos1Ib30BaTeNA.

TpeboBaHuA K ycunenuto YNA.8:

1) B UHPOpMaLMOHHONM cucTeme obecnevymBaeTcs OMOBeLLeHME MOJIb30BATE/A MOC/IE YCNELWHOro BX0o4a B MHOOPMALMOHHYIO CUCTEMY O KOJIMYecTBe
HeycneLHbIX NMOonbITOK BXoAa B MUHPOPMALMOHHYI0 cucTemMy (£0cCTyna K MUHGOPMaLMOHHON cucTeme), 3adMKCMPOBAHHbIX C MOMEHTa NOC/eAHEero ycnewHoro Bxo4a
B MHOOPMALMOHHYIO CUCTEMY;

2) B MHPOPMALMOHHON cucTeme obecneymBaeTcs OMNOBELLEHWE MO/b30BaTeNA MOC/Ae YCNewHoro Bxoda B MHGOPMALMOHHYIO CUCTEMY O KOAMYecTBe
yCMeLWHbIX U (M1K) HeycnewwHbIX NoMNbITOK BX0Aa B MHGOPMALMOHHYO cucTemy (40CTyna K MHGOPMALMOHHOM cucteMe), 3aPpUKCMPOBaHHbIX 33 NEPUOL BPEMEHU He
meHee 7 AHel;

3) B MHd)OpMaLLMOHHOVI cucteme obecneumBaeTcs onoseweHmne nonb3oBaTesid nocne ycnewHoro Bxogda B MHCI)OpMaLI,MOHHYI-O cncremy 06 M3MeHeHuu
CBEAGHMVI, OTHOCALWMNXCA K yquHOVI 3anNncn nonb3oBaTenAa (B TOM 4YuUcne N3ImMeHeHMn npas AOCTYI'Ia), npoun3sseaeHHbIX 3a Nepunos BpemeHn He MeHee 4em C
MOMEHTa nNpeabigyulero ycnewHoro exoaa s MHd)OpMaLI,MOHHyIO cncremy.

CopeprkaHue 6asosoit mepbl YN/.8:

Mepa 3awmThbl Knacc 3awwmueHHOCTM MHGOPMaLMOHHOM cUCTEMBI
nHpopmaumm
4 3 2 1
yna.8

Ycunenve YNAO.8




YNA.9 OrPAHUYEHUE YUCNA NAPANNENbHbIX CEAHCOB AOCTYMA AN1A KAXOOW YYETHOW
3ANUCK NO/Ib3OBATENIA UHOOPMALMOHHOM CUCTEMBbI

TpeboBaHua K peanmsaumm YNA.9: B MHPOpMaUMOHHOM cuUCTemMe AO0MXKHO obecneymBaTbCA
OrpaHUYeHMEe 4Yucia NapaniefibHblX CEaHCOB AOCTyna AN KarKAOW y4yeTHOM 3anmcu Mnosb30BaTens
MHGOPMALNOHHOM CUCTEMBI.

B wuHPopmaumoHHOM cucTeme Ao0/KHA b6biTb  MpeaycmMoTpeHa BO3MOMKHOCTb  334aBaTb
OrPaHWYEHUSs Ha YUCNO NapanienbHbix (0AHOBPEMEHHbIX) ceaHCOB (ceccuit), OCHOBbIBasACb Ha
naeHTndMKaTopax nosb3osaTenel u (Mnun) NPUHaANEKHOCTU K OnpeaeeHHON Posiu.

3HayeHne Yyucna napannenbHbIX CeaHCoB AO0CTyna MOXeT BbiTb 334aHO A8 MHPOPMAaLMOHHOM
CUCTEMbI B LLeIOM, A/1A OTAe/IbHbIX CerMEHTOB MHPOPMAaLMOHHON CUCTEMbI, ANA TPYNN No/Ab30oBaTenel,
OTAEe/IbHbIX MOAb30BaTeNen UAN NX KOMBUHAUUNA.

OrpaHuyeHna ymcna napasnniefibHblX CEaHCOB AOCTyrna PernameHTUPYHOTCA B OpraHM3aLMOHHO-
pacnopaamTesibHbIX JOKYMEHTax onepartopa no 3almrte nHGopmaumu.

TpeboBaHua K ycunenuto YNA.9:

1) B HGOPMaAUMOHHOKN cuUCTemMe ANA NPUBUIETMPOBAHHbIX YYETHbIX 3anuncei (aAMUHUCTPATOPOB)
KO/IMYECTBO NapanienbHblX (04HOBPEMEHHbIX) CEaHCOB (Ceccuit) OT UX MMEHW C pPasHbIX YCTPOWCTB
(cpeAacTB BbIMMCAUTENBHOM TEXHUKM) HE A0KHO NPEBbIWATL CAeAYOWNX 3HAYEHWA:

a) He bonee 2;
6) He 6onee 1;

2) B HOOPMALIMOHHONM CUCTEME B C/lydYae MOMbITKM BXoZa Noj YYeTHOM 3anucblo nosib3oBaTtens
WUAU aAMUHUCTPATOPa, AN KOTOPbIX AOCTUTHYTO MaKCMMasibHOe 3HaYeHUe A0MYyCTUMbIX NapanfienbHbiX
CeaHcoB, NMpu ycnewHon ayTeHTMUKALUK NONb30BaATENS UAM aAMMHUCTPATOpPa AO/IXKHO BbiAaBaTbCA
coobueHne 0 NpeBbIlWeHUM YNCa NapaanesbHbiX CeaHCoB A4O0CTyna, Mecte (MecTax) UX npeablayLiero
BXoZ4a (NpeAblayLLinX BXOAOB) C aKTUBHbIMW CECCUAMM U NPEASTOXKEHUEM OTKAIOYEHUA ITOMN ceccum (3Tux
ceccun);

3) B MHOOPMALMOHHOW CUCTEME [O/KHbI ObiTb NPeayCcMOTPEHbl MPOrpPamMMHO-TEXHMYECKME
CpeacTBa, MO3BO/AIOWME KOHTPOAMPOBATb W  OTOGpaKaTb aAMUHUCTPATOPY YWUCAO  aKTUBHbIX
napannenbHbIX (04HOBPEMEHHbIX) CEAHCOB (Ceccuit) gna KaxKaol y4eTHOM 3anmcK Noib3oBaTenen;

4) B MHOOPMALMOHHOW CUCTemMe AO0/XHbl 6biTb NPeayCMOTPEHbl MPOrpaMMHO-TEXHUYECKME
cpeacTBa, NO3BOIAOLLME OMOBELLATb aMUHUCTPATOPA O MOMbITKAX MNPEBbIWEHUSA YNCNA YCTaHOBAEHHbIX
OOMNYCTUMBIX aKTUBHbIX MapanfiesnbHbiX (OAHOBPEMEHHbIX) CEaHCOB (Ceccuit) ana Kaxpon ydyeTHow
3anucu nosib3oBarens.

CogpeprkaHue 6asosoi mepsbl YN/.9:



Mepa 3awmTbl

Knacc 3awwmueHHoCcTM MHGOPMaLMOHHOM CcUCTEMBI

nHpopmauum
3 2 1
yng.o +
Ycunenue YNA.9 13,3




yna.10 BJIOKMPOBAHUE CEAHCA AOCTYMA B WH®OPMALUMOHHYIO CUCTEMY T[OC/E
YCTAHOB/IEHHOIO BPEMEHW BE3AENCTBMA (HEAKTMBHOCTM) MOJIb3OBATENA WX MO EFO
3AIMPOCY

TpeboBaHua K peanusauun YNA.10: B nHbopmauMOHHON cucTeMe AO/KHO obecrneymBaTbCs
610KMpOBaHME ceaHca AOCTyna NOAb30BaTeNA MOCAe YCTAHOBNEHHOrO ONepaTopoOM BPEMEHM €ro
6e3neicTeuns (HeakTMBHOCTA) B UHOOPMALMOHHOW CUCTEME MM NO 3aNpocCy Nob30oBaTeNs.

BfioKMpoBaHMe ceaHca [OCTyna Monb3oBaTenda B MHOOPMALMOHHYIO cucTeMy obecneymsaet
BpemMeHHoe NpUoCTaHOBAEeHWe pPaboTbl MONb30BaTeNA CO CPEACTBOM BbIYUCAUTENbHON TEXHUKK, C
KOTOPOro OCyLLecTBAAETCA AOCTYN K MHPOPMaAUMOHHOW cucTeme (6e3 BbiIxoga M3 MHGMOPMaLUOHHON
cUcTEMBI).

[na 3abN0KMPOBAHHONO CeaHca AO/MKHO OCYLLECTBAATLCA 6/0KMpOBaHME Ntobbix AeNcTBUI No
AOCTYNy K MHPOPMALMM U YCTPOWUCTBAM OTOBpParKeHUs, KpoMe HeobxoAuMmbIX AN pa3bnoKMpoBaHua
ceaHca.

BnoknpoBaHMe ceaHca f[ocTyna Monb3oBateNd B MHOOPMALMOHHYKO CUCTEMY  OO0J/IKHO
COXPaHATLCA A0 MPOXOXKAEHUA UM NMOBTOPHOW UAEHTUOMKAUMKN U ayTeHTUDUKALMM B COOTBETCTBUMN C
NMAD.1.

Mpasuna n npoueaypbl 610KMPOBaHNA CEaHCOB A0CTyNa PernaMeHTUPYHOTCA B OpraHM3aLUMoHHO-
pacnopaauTeNbHbIX JOKYMEHTax onepaTopa no 3awurte nHbopmaumm.

TpeboBaHuA K ycunenuto YMNA.10:

1) 8 nHbopmauMoHHON cucTeme obecneynsaeTtca 6A0KMPOBaHME ceaHca AOCTyna MNojib3oBaTess
nocne spemeHun 6e3aeiictemA (HEaKTUBHOCTM) NONb30BaTeNA:

a) 4o 15 MuHyT;
6) 80 5 MUHYT;

2) B MHOOPMALMOHHOM CcUCTEME Ha YCTPoMCcTBe OTobpaxkeHua (MOHWUTOpeE) nocie 6AOKUMPOBKU
ceaHca He A0MKHa oTobpayKaTbcA MHPOpPMaUMA ceaHca NoAb3oBaTeNA (B TOM YMC/e MUCMNONb30BaHMe
"XpaHuTensa skpaHa", ralieHne sKpaHa UK UHble Cnocobbl);

3) B UHPpOpPMaUMOHHOM cucTeme obecneunBaeTca 3aBepLUEHNE ceaHca Nosb3oBaTens (Bbixoda U3
CUCTEeMbI) Noc/ie NpeBbIWEHUSA YCTaHOB/NIEHHOTO OnepaTopoM BpemMeHu 6e3aeicTBus (HeaKTMBHOCTH)
no/sib3oBaTess.

CogaeprkaHue 6a3osoi mepol YMNA.10:



Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
yna.10 + + +
Ycunenune YNA.10 13,2 16, 2

YN/A.11 PA3PELLEHME (3ANPET) AEUCTBUIM MONBb3OBATENEN, PASPELLEHHBIX 40 UAEHTUGUKALNK U AYTEHTUGUKALLIUN

TpeboBaHua K peanunsaumm YNA.11: Onepatopom gonxKeH bbiTb YCTAHOBAEH NepeyeHb AENCTBMIA NOb30BaTeNel, pa3pelleHHbX 40 NPOXOXKAEHUA UMM
npoueayp MAeHTUPUKALUN U ayTEHTUDMKALMMK, U 3anNpeT AeUCTBMIA NONb30BaTEeN, He BK/IIOUYEHHbIX B NepeyeHb paspelleHHbIX 4eNCTBUM, 40 NPOXOXKAEHMA UMK
npoueayp naeHTMGUKaunm n ayTeHTUdGUKaLnmn.

PaspelwleHne AeUCTBMI Nosib3oBaTenell A0 MPOXOXKAEHMA UMW Npoueayp UAEHTMOUKAUMM M ayTeHTUOMKAUMM OCYLLECTBAAETCA, B TOM uucae, npu
npeAocTaBNeHNN NOJIb30BaTENAM A0CTyNa K 06lieaocTynHol nHdopmaumm (Beb-caMtam, nopTanam, MHbIM 0bLL,EeA0CTYNHbIM pecypcam). TakkKe agMUHUCTpaTopyY
paspellaloTcs  AelcTBMA B 0OX0Z YCTAaHOBJ/IEHHbIX Mpoueayp WAeHTUOMKAUMM W ayTeHTUdUKauuKM, Heobxoaumble TOMbKO A/ BOCCTAHOB/IEHWSA
bYHKLMOHMPOBaHMA MHOOPMALMOHHOW CUCTEMbI B C/lydae cboeB B paboTe Un BbIXOLE U3 CTPOA OTAE/bHbIX TEXHUYECKUX CPeaCTB (YCTPOWCTB).

Mpasuia v npoueaypbl onpeaeneHUa AeUCcTBUA NoJsib3oBaTesell, paspeLleHHbIX A0 MPOXOXAEHUA UMK npoueayp naeHTudUKaumm u ayteHTUdMKaumm,
pernameHTUpYOTCA B OpraHM3aLMOHHO-PacnopsaaMTebHbIX LOKYMEHTaX ornepaTopa Mo 3awmute nHGopmaumm.

TpeboBaHuA K ycunenumio YNA.11:

He ycTaHOBAEHbI.

CopeprkaHue 6asoBoit mepbl YNA.11:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmaumm

4 3 2 1

yna.11 + + + +




Ycunenune YNAQ.11

YNA.12 NOAAEPKA WM COXPAHEHWE ATPUBYTOB BE3OMACHOCTM (METOK BE3OMACHOCTW), CBA3AHHbLIX C MH®OPMAUMEN B MPOLLECCE EE
XPAHEHUA N OBPABOTKU

TpeboBaHuAa K peanusaumm YMNA.12: B nHGOpMaLMOHHON cucTeMe A0MKHbI obecneumsBaTbca noafeprkka (0bHoBAeHWe, Ha3HayeHne, M3MeHeHUe) U
coxpaHeHue aTpnbyToB 6esonacHOCTN (MeToK 6e30nacHOCTU), YCTaHOB/IEHHbIX ONEPATOPOM, CBSA3aHHbIX C MHPOPMaLIMEN B NPOLLECCE ee XpaHeHUs N 06paboTKu.

ATpnbyTbl 6e3onacHoctM (MeTKM 6e3onacHocTM) NpeacTaBnAaoT coboit cBOMCTBA (XapaKTEPUCTUKM) 0O6BEKTOB M (MaKM) cybbeKToB AocTyna, KoTopble
NCMONb3YIOTCA ANA KOHTPOAA A0CTyNna cybbeKToB K 06beKTam A0CTyNa U ynpaBaeHUsa MHPOPMaALMOHHBIMU MOTOKAMM.

MpaBuaa M npoueaypbl NOAAEPNKKM U COXPAHEHMA aTpPUOYTOB HE30MNaCHOCTM pPernamMmeHTUPYIOTCA B OPraHM3aLMOHHO-PACNoPAANTENbHbBIX AOKYMEHTaX
onepaTtopa no 3awmTe MHbopmaLuun.

TpeboBaHuA K ycunenuto YNA.12:

1) B wuHdoOpmaUMOHHOW cucTeme obecneynmBaeTca AMHAMMYECKoe W3MeHeHue aTpubytoB 6e30macHOCTM B COOTBETCTBUM C  OpraHW3auMOHHO-
pacnopaamMTenbHbIMM AOKYMEHTaMM MO 3aWmuTe MHbOpMaLMK onepaTopa B 3aBUCMMOCTM OT npouecca 06paboTkm nHdopmaumm (bopmupoBaHue, obbeguHeHue,
pasgeneHve MHGOPMaLMOHHBIX PECYpCoB);

2) B MHOOPMALMOHHOM cUCTEME AONyCKaeTca M3MeHeHne aTpubyTos 6e30NacHOCTM TOIbKO aBTOPM30BaHHbLIMKM NOb30BATENAM MAN NPOLLECCaMU;

3) B MHOOPMALMOHHOI cncTeMe obecneymBaeTcd aBTOMATU3MPOBAHHbIA KOHTPOb CBA3M aTpMByTOB 6e30nacHOCTU ¢ MHbopMmaLmeit;

4) B MHPOPMAUMOHHOM cucTeme obecneynBaeTca BO3MOXKHOCTb OTOBpaXKeHUA nonb3osaTtenam B yagobountaemom Buae atpnbytos 6es3onacHoCTM (MeToK
6€e30MacHOCTM) 418 KaxA0oro n3 o6beKkToB focTyna (oTobparkeHne aTpubyToB 6€30MacHOCTM Ha 3KpPaHe MOHUTOPa U (MaKn) Npu BbiBOoAE MHPOPMALMM HA NeYaTb Ha

npuHTEpe).

CopeprkaHue 6asosoit mepbl YNA.12:

Mepa 3almThbl Knacc 3awmiweHHOCTU MHOPMALLMOHHOW CUCTEMDI
nHbopmaumm

4 3 2 1




yna.12

Yeunenune YNA.12




yna.13 PEAMU3AUMA SAWMWEHHOIO YAOANEHHOIO AOOCTYMNA CYBBEKTOB AOCTYNA K
OBBEKTAM AOOCTYNA YEPE3 BHEWWHME NHOPOPMALMOHHO-TEITEKOMMYHUKALWMOHHBIE CETU

TpebosaHua K peannsaunm YMNA.13: Onepatopom AomKHA obecneymBaTbea 3aWwmTa MHGopMaLmm
npuv Aoctyne nosib3oBaTesielt (MPoueccoB 3amyCKaemblX OT MMEHW MoJsib3oBaTenei) U (Man) MHbIX
cybbeKkToB AocTyna K ob6beKtam aoctyna WMHPOPMAUMOHHOM cucTembl 4vepe3 WHGOPMALUOHHO-
TEeNIeKOMMYHMKALUMOHHbIE CETU, B TOM YMC/e CeTU CBA3M 0OLero mnosib3oBaHUsA, C UCMNO/b30BaHUEM
CTAUMOHapPHbIX U (MAN) MOBUNBHBIX TEXHUYECKUX CPeACcTB (3aWmTa yaaneHHoro 4ocTtyna).

3aluTa yaaneHHoro Aoctyna Ao/ixKHa obecneunBaTbcs Npu BCex BUAax Aoctyna (becnposoaHoM,
NpPoOBOAHOM (KOMMYTUPYEMbIN), LUMPOKOMOJIOCHbIN U MHbIE BUAbI AOCTYNa) U BKAKOYAET:

YyCTaHOB/IeHWE (B TOM uYMCNne OOKYMEHTa/bHOE) BUAOB AOCTyMNa, paspelleHHbIX AN yAaNeHHOro
A0CTyNa K 06bekTam gocTyna MHGOPMALMOHHOW CUCTEMDbI;

OrpaHUYeHMe Ha UCMNOb30BaHUE YyAa/IeHHOro AOCTYNa B COOTBETCTBMM C 3a4a4amm (GyHKLMAMN)
MHOOPMALMOHHOM CUCTEMBI, O1A PELUEHUA KOTOPbIX TaKoOM A0CTyn Heobxoaum, U npepocTaBfieHue
YAANEHHOro A0CTYNa ANA KaX40ro paspeLweHHOro Bu4a yaaneHHoro goctyna B coorsertctaum ¢ YIM4.2;

npeaocTaBaeHme yAaAeHHOro A40CTyna TO/IbKO TEM M0/1b30BaTeIAM, KOTOPbIM OH Heobxoaum Ans
BbIMNO/IHEHWNA YCTAHOB/IEHHbIX AO/IKHOCTHbIX 06513aHHOCTEN (PYHKUNI);

MOHUTOPUHT N KOHTPOJIb YAaNEHHOIoO A0CTyna Ha npeameT BbliABNEHNA HECAHKUNOHUNPOBAHHOIO
yAaneHHOro AocCTtyna K obbeKTam A0CTyna MHd)OpMaLLMOHHOVI cncrembl,;

KOHTPONb YyAaseHHOro AocTyna nonb3oBaTenei (NpoueccoB 3anycKaembiX OT  MMEHU
nosnb3oBatenen) K obbekTam Aoctyna MHPOPMALIMOHHOM CUCTEMbl A0 Havyana MHPOPMALIMOHHOrO
B3aMMOAENCTBUA C MHPOPMALIMOHHOM cucTemoit (Nnepegaum sawmLaemon nHpopmaumm).

Mpasuna ©  npoueaypbl MNPUMEHEHWUA  YAAJIEHHOrO  AOCTyna  pernaMeHTUMpyloTca B
OpraHM3aLMOHHO-PaACNOPAAMTE/NbHBIX JOKYMEHTaxX ornepaTopa no 3awmrte nHpopmauuu.

TpeboBaHuAa K ycunenuto YMA.13:

1) B MHOOPMALMOHHOW cUCTEME A1 MOHUTOPUHIA U KOHTPOAA YAa/NeHHOro AOCTyna AO0J/KHbI
NPMMEHATLCA aBTOMATUM3UPOBaHHbIE CPEeACTBa (4OMNOMHUTE/bHbIE NPOrpamMmHbie WAM NPOrPamMHO-
TEXHUYECKME CPeacTBa);

2) B MHPOPMAUMOHHOM CUCTEME WMCMNO/b3YeTCA OrpaHWyYeHHoe (MWHMMaANbHO Heobxoaumoe)
KOJIMYECTBO TOUYEK MOAKAOUYEHUNA K MHPOPMALMOHHOW CUCTEME NPU OpraHU3aLuK yaaneHHoro Aoctyna
K 06beKkTam A0CTyna MHPOPMALLMOHHOM CUCTEMDI;

3) B UHPOPMALMOHHOM CUCTEME MUCK/IOHAETCA YAANEHHbIN AOCTYN OT UMEHU NPUBUIETMPOBAHHbIX
YUYeTHbIX 3anuceir (agMUHUCTPATOPOB) ANA ALMUHWUCTPUPOBAHMA MHOOPMALMOHHOW CUCTEMbI U ee
CUCTEMDbI 3aLWNUTbl MHGOPMaLUK;

4) B MHGOPMALMOHHOM cUCTEME NPU yOaNeHHOM f[ocTyne obecrneyvBaeTca MNpPUMEHeHue B
COOTBETCTBMM C 3aKOHOAATENLCTBOM Poccuiickon depepaumm Kpuntorpadpuyeckmx MeToLoB 3alMTbl
nHpopmaymu;

5) B “HGOpPMaUMOHHOMN cucTeme o6ecnevynmBaeTca MOHUTOPUHE U KOHTPO/b YAa/NeHHOro AocTyna
Ha npeamMeT BbifB/IEHUA YCTAaHOB/IEHWUA HECAHKUMOHMPOBAHHOIO COEAMHEHUSA TEXHWYECKUX CPeacTB
(ycTpolicTB) C MHDOPMAUMOHHOM CUCTEMO;

6) B VIHd)OpMaLI,VIOHHOI‘/JI cuncreme  Oo0J1KeH obecneunBaTtbea 3anpeT yaaneHHoro paoctyna cC



MCMONb30BaHMEM CETEBbIX TEXHO/IOMMIA M NPOTOKO/OB, ONpeaeneHHbIX onepaTtopom Mo pesy/braTtam
aHa/nn3a 3alWmLLLEeHHOCTU B cooTBeTcTBMM ¢ AH3.1 Kak Hebe3onacHbIX.

CopeprkaHue 6asoson mepbl YN.13:



Mepa 3awmTbl

Knacc 3awmiueHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
yna.13 + + +
Ycunenune YNAQ.13 2,3 2,3,5 1,2,3,5




YNA.14 PETNAMEHTALUMA U KOHTPO/Ib MCMNO/Ib3OBAHUA B MHOOPMALIMOHHOMN CUCTEME
TEXHO/IOTMW BECMPOBOAHOIO AOCTYNA

TpebosaHua K peanmsaummn YMNA.14: OnepaTopom A0/KHbI obecrneuymBaTbCA pernameHTaumsa u
KOHTPO/Ib WCMO/b30BaHUA B WMHOOPMALMOHHOM CcuUCTeme TexHosormn 6ecnpoBogHOro A[octyna
nosib3oBatesieli K 06beKTam A[ocTyna (CTaHAapTbl KOPOTKOBOJIHOBOW PagMOCBS3M, CMYTHUKOBOW M
MaKeTHOM pPaaMoCBA3M), HanpaBaeHHble Ha 3alnTy MHGOPMaLMM B UHGOPMALMOHHON cucTeme.

PernameHTaumsa M KOHTPO/Ib MCMOJ/Ib30BaHMA TEXHONOMMI 6ecnpoBOAHOr0 A0CTyMNa AONXHbI
BK/IOYaTh:

OrpaHUYeHMe Ha NCMNOJIb30BaHNE TEXHOIOMMIM BecnpoBoaHOro AocTyna (becnpoBogHol Nepeaayn
OaHHbIX, 6ecnpoBogHOro noaKatodeHna obopyaoBaHMA K ceTn, 6ecnpoBOAHOrO MNOAK/OYEHUS
YCTPOMCTB K CPEeACTBY BbIYMCAUTENIbHOW TEXHUKU) B COOTBETCTBMM C 3adadyamu  (PyHKumsmu)
MHOOPMALMOHHOM CUCTEMBI, O] PELIEHWUS KOTOPbIX TaKoW A0CTyn Heobxogum, M npegocTaB/ieHue
b6ecnpoBogHoOro Aoctyna B cootsetcTemu ¢ YMNA.2;

npegocTaB/eHne TeXHOA0MMI 6ecnpoBOAHOMO AOCTYNa TO/IbKO TEM MO/1b30BATENAM, KOTOPbIM OH
Heobxo4Mm A1 BbINOJIHEHWA YCTAaHOBEHHbIX AO/IXKHOCTHbIX 06a3aHHOCTEN (PYHKUMIA);

MOHUTOPUHI U KOHTPO/Ib MPUMEHEHMS TexHonoruii 6ecnpoBogHOro AoCTyna Ha npeamer
BbIAB/NEHNA HECAaHKLMOHMPOBAHHOIO MCMO/b30BaHUA TEXHONOMUI BecnpoBoAHOro A4oCTyna K o6beKkTam
A0CTyna MHPOPMaLMOHHOM CUCTEMDbI;

KOHTpONb 6ecnpoBoAHOro [AocTyna Monb3oBaTesiel (NPOLLeCCOB 3aMyCKAaemMblX OT  MMEHU
nosib3oBatesieil) K 06beKkTam AocTyna MHPOPMAUMOHHOM cucTeMbl A0 Havana MHOGOPMALMOHHOIO
B3aMMOAeNCTBMA C MHGOPMALMOHHOMN CUCTEMON.

Mpasuaa 1 npoueaypbl NPUMEHEHNA TEXHONOMMK BecnpoBOAHOro A0CTyNa periameHTUpPYIoTCs B
OpraHM3aLMOHHO-PaCcNoPAANTENbHbIX AOKYMEHTaX onepaTopa no 3awmute MHbopmaLmu.

TpeboBaHuAa K ycunenuto YMA.14:

1) B wWHPOpMaUMOHHOM cucTeme obecneumBaeTcs ayTeHTUPUKALMA MNOAKAHOYAEMBIX C
MCNO/Ib30BaHNEM TEXHONOMMI BecnpoBoAHOro A0CTyNa YCTPOMCTB B cooTBeTCTBMM C UAD.2;

2) B WHPOpMaUMOHHOM cucTemMe obecneynBaeTca MOHUTOPUHT Touyek 6GecnpoBoAHOro
NOAK/IOYEHNA  YCTPOWCTB K MHOOPMALMOHHOM  cUCTeMe  Ha  NpeameT  BblABAEHUA
HeCaHKLMOHNPOBaHHOro 6ecnpoBoAHONO NOAKNOYEHMSA YCTPOWCTB;

3) B UHPOPMALMOHHOM CUCTEME MCKAKOYAETCA BO3MOMKHOCTb M3MEHEHMA NOJ/b30BaTeNeM ToueK
6ecnpoBoAHOro A0CTyNna MHPOPMALMOHHOMN CUCTEMDI;

4) onepatopom o0fo/KeH ObiTb nNpeaycMoOTpeH 3anpeT becnpoBogHOro Aoctyna K
MHGOPMALMOHHOWM CUCTEME M3-3a NPEAENIOB KOHTPOIMPYEMOW 30HbI;

5) B MHGOpPMaUMOHHOM cucTeme A0/KeH bbiTb 3anpeuieH 6ecnpoBOAHbIA AOCTYN OT MMEHU
NPMBMAETMPOBAHHbLIX  Y4Y4eTHbIX  3anucei  (aAMMHUCTPATOPOB) A48  AaAMMHUCTPUPOBAHMA
NHPOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLLUTbI MHPOPMALMUK;

6) B MHOOPMALMOHHOW CUCTEME WCKAOYAETCA BO3MOMKHOCTb WM3MEHEHUA MNOJ/b30BaTeNeEM
YCTPOMCTB 1 HAaCTpOeK 6ecnpoBoOAHOIo AOCTyNa;

7) onepatopom obecneunBaeTca onpegeneHue MeCTOHAXOXKAEeHUA HeCaHKLMOHUPOBAHHOIO
6ecnpoBoOAHOro YCTPOMCTBA;



8) onepaTopom obecneumsaetca 610KMpoBaHME GYHKLMOHUPOBAHUA HECAaHKLMOHWPOBAHHOIO
6ecnpoBoOAHOrO YCTPOMCTBA.

CopeprkaHue 6asoson mepol YMNA.14:



Mepa 3awmTbl

Knacc 3awmiueHHoCcTU MHPOPMaLMOHHOW CUCTEMbI

nHpopmauum
3 2 1
yna.14 + + +
Ycunenune YNAQ.14 1 1,3 1,3,4,5




YNA.15 PEFNAMEHTAUMA U KOHTPO/Ib MCMNOJ/Ib30BAHUA B MHOOPMALIMOHHOMN CUCTEME
MOBW/1IbHbIX TEXHUYECKMX CPEACTB

TpeboBaHua K peanmsaummn YMNA.15: OnepaTtopom A0MKHbI obecrneynmBaTbCA pernameHTauma u
KOHTPO/Ib  WUCMNO/Ib30BAaHUA B MHPOPMALMOHHON CUCTEME MOOUNbHBIX TEXHUYECKMX CPEeAcTs,
HanpaB/ieHHble Ha 3aWMTy MHGOPMALNKN B MHGOPMALLMOHHOM CUCTEME.

B KayectBe MOB6UNbHbIX TEXHUYECKUX CPEACTB PacCMaTPMBAKOTCA CbeMHbIE MALUMHHbIE HOCUMTEAN
MHpopmaumn (PpAali-HaKoNUTENN, BHEWHWE HAKOMUTEIM Ha MKEeCTKUX OUCKaX M UHble YCTPOMCTBA),
NOPTaTUBHbIE BbIYMUCAUTE/IbHbIE YCTPOMCTBA WM YCTPOMCTBA CBA3M C BO3MOMKHOCTbIO 06pPaboTKM
UHPopMaummn  (HoyTObyKM, HeTOyKM, nNAaHWeTbl, CcoToBble TenepoHbl, UMPPOBbIE Kamepbl,
3BYKO3aMnucblBatoLLMe YCTPOMCTBA U UHble YCTPOWCTBA).

PernameHTauma u KOHTPO/Ib UCNOJ1b30BaHUA MOOUNbHbBIX TEXHUYECKUX cpeacts  A0/1KHbI
BK/1KO4ATb:

yCTaHOBAEHWe (B TOM uUMCie AOKYMeHTanbHOe) BMAOB Aoctyna (becnpoBoaHO, NPOBOAHOM
(KoMMYTUpPYyEMbIN), LUMPOKOMOIOCHBIN U MHblE BUAbI AOCTYNA), pa3peLlleHHbIX 40 A0oCTyna K 06beKkTam
A0CTyna MHPOPMaLMOHHON CUCTEMBI C UCMO/b30BaHMEM MOBUIbHbLIX TEXHUYECKUX CPEACTB, BXOAALLMX
B COCTaB MHGOPMALIMOHHOMN CUCTEMDbI;

MCMOJIb30BaHWe B cocTaBe WMHGPOPMALUMOHHOM CUCTEMbI AAA A0CTyna K obbekTam AocTyna
MOOMABHBIX TEXHUYECKUX CPeacTB (CNy»KebHbIX MOOWUbHbIX TEXHUYECKUX CPeAcTB), B KOTOPbIX
peannsoBaHbl Mepbl 3aLWnTbl MHPopmauum B cooteeTcTemn ¢ 3UC.30;

orpaHMyeHMe Ha UCNO/Ib30BaHNE MODUIbHbBIX TEXHUYECKUX CPEACTB B COOTBETCTBMM C 334a4amu
(byHKUMAMM) MHPOPMALMOHHOM CUCTEMDI, A1A PELIEHUA KOTOPbIX WMCMONAb30BAHWE TAKUX CPeacTB
Heobxo4MMO, M NpefocTaB/fieHne AOCTyMa C UCMNO/Ib30BaHMEM MOOWIbHBIX TEXHUYECKUX CPeacTB B
cootseTcTBuuK ¢ YN AO.2;

MOHUTOPUHT U KOHTPO/Ib MPUMEHEHMA MOBUNbHbBIX TEXHUYECKUX CPeACTB Ha NpeaMeT BblfBNEHUA
HECaHKLMOHWPOBAHHOIO UCNO/b30BaHUA MOBUAbHBIX TEXHUYECKMX CPeACTB 418 A0CTyna K o6beKkTam
A0CTYyNa MHPOPMALMOHHOMN CUCTEMBI;

3anpeT BO3MOMHOCTM 3amnycka 6e3 KomaHAabl Nonb3oBatens B WHOOPMALMOHHOW cucTeme
nporpamMmHoro obecneyeHua (NPorpamMmHOro Koga), MCNONb3yEMOro AAa B3aMMOAEWCTBUA C
MOBUNBbHBIM TEXHUYECKUM CPeaCTBOM.

Mpasuna u npoueaypbl NPUMEHEHUA MODOWUABHBIX TEXHUYECKMX CPeACTB, BKAOYAaA MpoLueaypbl
BblJa4M W BO3BpaTa MOOWNbHbIX TEXHWYECKMX CPEACTB, a TaKXKe WX Nepefayym Ha TeXHUYecKoe
obcnyxusaHue (npouepypa [osKHa obecrneunBaTb yAaseHWe WAW HeZOCTYMHOCTb MHdopmauum),
pernameHTUpPYIOTCA B OPraHW3aLMOHHO-PACNoOPAANTENbHBIX [AOKYMEHTax onepatopa Mo 3awure
MHbopMauuu.

TpeboBaHuAa K ycunenuto YMA.15:

1) onepatopom obecneumBaeTca 3anpeT WMCNONAb30BAHWA B WHOOPMALMOHHON cUCTEME, He
BXOOALMX B €e COCTaB (HaxoAAawmxcA B JIMYHOM WMCMNO/b30BAHWMM) CbEMHbIX MALIMHHbIX HOCUTENewn
nHpopmaymu;

2) onepatopom obecneunBaeTca 3anpeTt ncnosib3oBaHMA B VIHd)OpMaLl,VIOHHOVI CNcTteme CbeMHbIX
MALUMHHbIX HOocuTenemn MHd)OpMaLI,MM, AnAa  KOTOopbIX HE onpegeneH saageney, (I'|Ol1b3OBaTe}1b,
OpraHu3sauunA, OTBETCTBEHHbIE 3a MPUHATNE MepP 3aLlNTbI VIHCI)OpMaLI,VIM),'

3) onepatopom obecneymBaeTcA (B COOTBETCTBMM C npoueaypamu, 3adUKCUPOBAHHbIMU B



OpPraHM3aLMOHHO-PaACNoOPASUTENbHBIX LOKYMEHTaX) OYMCTKA MalUMHHOMO Hocutena uHdopmaumm
MOBWMNBHOTO TEXHMYECKOro CPeacTBa, NepeycTaHOBKA MPOrpammHoro obecrneyeHuss M BbINOJHEHWUE
MHbIX Mep Mo 3almTe MHGOPMaLMM MOBUIbHBIX TEXHUYECKMX CPencTB, Mocae MX UCMO/Ib30BaHUA 3a
npegenamm KOHTPOIMPYEMOW 30HbI;

4) onepatopom obecrneumBaeTca nNpenoCTaBieHMe [0CTyna C WMCNOJ/b30BaHWEM MOBU/bHbBIX
TEXHUYECKMX CPeacTB K obbeKkTam foctyna MHPOPMALMOHHON CUCTEMbI TONIBKO TEM MOJ/Ib30BATENAM,
KOTOPbIM OH HEOHXOAMM 415 BbIMOIHEHWUA YCTAHOB/IEHHbIX AO/IKHOCTHbIX 06513aHHOCTEN (PYyHKLMIA);

5) B wuHbOOpPMAUMOHHON cucTeme obecneynmBaeTcs 3anpeT WCNoJb30BaHWUA MOBMUbHBIX
TEXHWYECKMX CPEACTB, Ha KOTopble B MHGOPMALMOHHON CMCTEME MOMKET bbiTb OCYLLECTB/IEHa 3anucb
MHopMaumm (NepesanmncbiBaembiX CbeMHbIX MaLUMHHbIX HOCUTeNen MHGopmaummn).

CopeprkaHue 6asosont mepbl YMNA.15:



Mepa 3awmTbl

Knacc 3awmiieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
yna.15 + + +
Ycunenue YNAQ.15 1,2 1,2




YNA.16  YNPABJIEHWE B3AMMOAEWCTBMEM C  WMH®OPMALIMOHHbIMU  CUCTEMAMMU
CTOPOHHMX OPTAHM3ALMW (BHELLHWUE MHOOPMALIMOHHBIE CUCTEMDbI)

TpeboBaHua K peanmsaumm YMNO.16: Onepatopom A[omKHO bObiTb obecneyeHO ynpasBneHwe
B3aMMOAENCTBMEM C BHELWHUMU MHOPOPMALMOHHBIMU CUCTEMAMM, BKAKOYAOWMMU MHPOPMALMOHHbIE
CUCTEMbI U BbIMUCAUTESIbHbIE PECYPCbl (MOLLHOCTM) YNONHOMOYEHHbIX UL, MHOOPMALMOHHbIE CUCTEMBI,
C KOTOPbIMM YCTAHOBNEHO MHGOPMAUMOHHOE B3aMMOLENCTBME HA OCHOBAHMM 3aKNHOYEHHOTO A0r0BOpPa
(cornaweHun), a TakKe € UHbIMU MHGOPMALMOHHBIMU CUCTEMAMU, MHOOPMALMOHHOE B3aMMOLeNCTBME
C KOTOPbIMW HEOBXOAMMO ANA GYHKULNMOHMPOBAHNA UHHOPMALLMOHHOM CUCTEMDI.

yl'lpaBHEHMG B3aMMOAeﬁCTBMeM C BHEWHMMMU MH(bOpMaLI,MOHHbIMM cmctemamm . OONKHO
BK/1KO4ATb:

npegocraBieHMe  AocTyna K MHOOPMAUMOHHOM  cUCTEME  TO/IbKO  aBTOPM30BAHHbLIM
(ynonHomoueHHbIM) nonb3oBaTenam B cootsetcTeum ¢ YMA.2;

onpegeneHue TUMNOB MPUKIALHOIO NPOrpamMmmMHoOro obecnevyeHnss MHPOPMALMOHHOM CUCTEMDI, K
KOTOPbIM paspelleH AOCTyn aBTOPM30BaHHbIM (YMNOJHOMOYEHHbIM) MO/b30BATENAM W3 BHELIHUX
MHPOPMALMOHHbBIX CUCTEM;

onpeaefieHne CUCTEMHbIX YUYETHbIX 3aMMceid, MCNOJIb3yeMbIX B pamMKax AaHHOro B3aMMOAENCTBUSA;

onpegeneHune nopAagKa npeanocrtasaeHnA AoCTyna K MHd)OpMaLLMOHHOVI cncreme
dBTOPU30BAHHbIMMU (YI'IOJ'IHOMOHEHHbIM) NoNb30BaATENAMMU U3 BHELWIHUX MH(I)OpMaLI,MOHHbIX CucTem;

onpeaeneHne nopsaka ob6paboTKKU, XpaHeHMA W nepefayun MHPOPMALUM C WUCMONb30BAHUEM
BHELHNX MHPOPMALLMOHHbIX CUCTEM.

YnpaBneHve B3aMMOLENCTBMEM C BHEWHUMW MHPOPMALMOHHBIMM CUCTEMAMU B LLenax
MEMKBEAOMCTBEHHOTO  3N1EKTPOHHOIO  B3aMMOZLEMNCTBMA,  MCMNONHEHUA  TOCYAAPCTBEHHbIX U
MYHUUMMNANbHbIX PYHKUMIA, dopMUpPOBaHUA 6a30BbIX rOCYyAapCTBEHHbIX MHPOPMALMOHHbBIX Pecypcos
OCYLLECTBAIAETCA B TOM YMC/E C UCMOIb30BAaHMEM €4ANHON CUCTEMbI MAEHTUDUKALMN U ayTEHTUDUKAL MM,
CO34aHHOM B COOTBETCTBUM C nocTaHoBneHWem [MpaBuTenbcTBa Poccuitckolt Pepepaunn ot 28 HoAGPS
2011 r. N 977.

MpaBuna M npoueaypbl ynpaBieHUA B3aUMOLEWCTBMEM C BHEWHUMMWU MHPOPMALMOHHLIMM
cMCTEMaMM PerfameHTUPYIOTCA B OpPraHM3aLMOHHO-pacnopsaaUTeNbHbIX AOKYMEHTax onepatopa no
3awmTe nHdopmaumu.

TpeboBaHuA K ycunenuto YMNA.16:

1) onepaTop npeAocTaBAAeT [OCTyn K  MHOOPMALMOHHOW CUCTEeMe aBTOPW30BAHHbLIM
(ynonHoMoO4YeHHbIM) NO/Ib30BaTENAM BHELWHUX MHPOPMALMNOHHBIX CUCTEM MAK pa3peluaeT 06paboTKy,
XpaHeHWe M nepegayvy MHPOPMALMKM C UCMOSIb30BAHMEM BHELWHEe MHPOPMALLMOHHOM CUCTEMbI NpU
BbINOJIHEHUW CNeAYIOLLMX YCIOBUIA:

a) Npu HanuumKu aorosopa (cornaweHus) o6 MHGOPMaLMOHHOM B3aMMOLENCTBUM C ONEpPaTOPOM
(o6nagaTtenem, Bnagenouem) BHewHen MHGOPMALMOHHOW CUCTEMDI;

6) NpuM HaNUMuMM NOATBEP)KAEHWA BbINOAHEHMA BO BHEWHeN MHPOPMALMOHHOW cucTeEmMeE
npeabaBAeHHbIX K Hel TpeboBaHMM O 3awmute MHOOPMAUMM (HanMume aTTectaTa COOTBETCTBUA
TpeboBaHMAM No 6e30nacHOCTM MHGOPMALMM UAU UHOTO MOATBEPKAEHMSA).

CogaeprkaHue 6asoson mepbl YMNA.16:


consultantplus://offline/ref=F5E06529D60FEBD3DE1FD48F65446402D9672985B649ACBFE6CD2D10036D53101E249E9F93F961F81D430A8F8Cs2c3M

Mepa 3awmTbl Knacc 3almieHHoCcTM MHPOPMaLLMOHHOM cUcTeMBI
nHpopmauum
4 3 2 1
yna.16 + + + +
Ycunenne YNA.16 1a 13,16 13,16 1a, 16

yN[A.17 OGECNEYEHUE JOBEPEHHOWM 3ATPY3KW CPEACTB BbIYUCUTE/IBHOW TEXHUKU

TpeboBaHua K peanusauym YMNA.17: B MHPOPMALMOHHOW cuCTEME [OO0MKHO obecneumBaTbCA WCKAOYEHWE HECAHKUMOHMPOBAHHOIO AocTyna K
NPOrpaMmmHbIM 1 (MK) TEXHUYECKMM Pecypcam CPeacTBa BblUMCIUTENbHOM TEXHUKM MHOOPMALLMOHHOM CUCTEMBI Ha 3Tane ero 3arpyskKu.

[loBepeHHasn 3arpysKa 4o/KHA obecneynBath:

6710KMPOBaHME MOMbITOK HECAHKLMOHNPOBAHHOM 3arpy3Kn HeLTaTHOM onepaLMoHHOM cucTemMsl (cpeabl) AN HeQOCTYNHOCTb MHPOPMALIMOHHBIX PECYPCOB
ONA YTEHUA UM MoandUKaLMK B Clydae 3arpy3Ky HeWTaTHOM onepaLMOHHOM CUCTEMBI;

KOHTPOJIb 40CTYyNa No/b30BaTeNel K NPOoLUEeccy 3arpy3Ku onepaumoHHo cUcTeMbl;
KOHTPO/1b LLEeJIOCTHOCTU MPOrPamMmMHOro obecrneyeHnn 1 annapaTHbIX KOMNOHEHTOB CPEACTB BblMMCANTENbHOM TEXHUKM,

B MHPOPMALMOHHOW cuUCTEME MNPUMEHAETCA AOBEPEHHAaA 3arpy3ka Ha pasHbiX YPOBHAX (ypoBHA 6a30BOM cMCTeMbl BBOAA-BbIBOAA, YPOBHA NAaThbl
pacwmpeHnn 1 ypoBHsA 3arpy30o4yHoi 3anucu).

Mpasuna v npouenypsbl obecneyeHns LOBEPEHHOW 3arpy3Kn CPEeACTB BbIYMCIUTENbHOM TEXHUKM PErNaMeHTUPYIOTCA B OPraHU3aLMOHHO-PacnopaanTeIbHbIX
[OKYMEHTax ornepaTopa no 3awute MHPopmauuu.

TpeboBaHuA K ycunenumio YNA.17:
1) B MHGOPMALMOHHOM CUCTEME A0MKHA OCYLLECTBAATLCA AOBEPEHHAA 3arpy3Ka ypoBHA 6a30B0OI cMcTeMbl BBOAA-BbIBOAA N YPOBHA NAATbl pacluMpeHus;

2) B MHGOPMALMOHHOM cUCTEME A0/XKHA OCYLLECTBAATLCA AOBEPEHHas 3arpysKa ypoBHA 6a30B0OI cMCTeMbl BBOAA-BbIBOAA WM YPOBHA NAaTbl paclunmpeHus,
peann3oBaHHble Ha OCHOBE NPOrpaMmmMHO-annapaTHOro MoAys;

3) B MHOOPMALMOHHOM CUCTEME A0/1KHA OCYLLECTBAATLCA AOBEPEHHan 3arpy3ka NporpammMmHoro obecneyeHns TeNeKOMMYHUKALMOHHOro o6opyaoBaHus;



CopeprkaHue 6asosoit mepbl YNA.17:

Mepa 3awmTbl

Knacc 3awmueHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2
yna.17 +
Yeunenune YNA.17 1




3.3. OTPAHUYEHWE MPOrPAMMHOW CPEAbI (OMC)

Onc.1 YNPABNEHME 3AMYCKOM (OBPAWEHMAMWU) KOMMNOHEHTOB MNPOrPAMMHOIO
OBECMEYEHMA, B TOM YMCNE ONPEAENEHWE 3AMYCKAEMbIX KOMMOHEHTOB, HACTPOMKA
NMAPAMETPOB  3AMYCKA  KOMIMOHEHTOB, KOHTPOJ/Ib 3A 3ANYCKOM  KOMIOHEHTOB
MPOrPAMMHOIO OBECIMNEYEHWNA

TpeboBaHua K peanusaumm OIC.1: Onepatopom [0O/MKHbI ObiTb peann3oBaHbl caeaylowme
dYHKLUMM MO ynpasBaeHUto 3anyckom (obpallleHaAMIn) KOMNOHEHTOB NPOrpaMMHoOro obecneyeHus:

onpeaeneHune nepeyHa (CNMCcKa) KOMNOHEHTOB NporpamMmmMmHoro obecrneveHus (dannos, 06bLEKTOB
6a3 AaHHbIX, XPaHUMbIX MPOLEAYP M UHbIX KOMMNOHEHTOB), 3aMyCKaemMblX aBTOMaTMUYECKM NpU 3arpyske
onepaLMoHHON CUCTEMbI CPEeACTBA BbIUMC/IUTENIbHOM TEXHUKMY;

paspelleHMe 3anycka KOMMNOHEHTOB MNpPOrpamMMHOro obecneyeHun, BKAKOUYEHHbIX B MepedyeHb
(cnucok) nporpammHoro obecrneyeHuns, 3anyckaemMoro aBTOMAaTUYECKW NPW 3arpyske onepauyoHHOM
CUCTEMbI CPEACTBA BbIYMC/IUTEIbHON TEXHUKU;

orpaHn4vyeHune 3anyCcka KOMMNOHEHTOB MPOrpamMmmHOro obecneyeHna OT UMeEHHU AdAMUHUCTPATOPOB
6e30MacHOCTM (Hanmpumep, paspelleHWe TaKoro 3anycka TOJIbKO /18 MpOorpaMmHOro obecrneyeHus
CPeACTB 3aWmTbl MHPOPMALMU: CEHCOPbl CUCTEM OOHApPyXKEHUA BTOPXKEHUN, areHTbl CUCTEM
MOHMUTOPUHTA COBbITMIA MHPOPMaLMOHHOK 6e30MacHOCTH, CpeCcTBa aHTUBMPYCHOM 3aLLUTbI);

HacTpoWKa NapamMeTpPoB 3aMycKka KOMMOHEHTOB MPOrpaMMHOro obecneyeHuUa OT MMEHMU YYeTHOW
3anucM agMmHucTpaTopa 6e30nacHOCTM TakMM 06pa3om, 4Tobbl TEKYLWMIA MOAb30BaTeNb CpeacTBa
BbIYUCAUTENBbHON TEXHUKN HE MOT MOAYYUTb Yepes AaHHble KOMMOHEHTbI AOCTYN K 06beKkTam A0cTyna,
Ha AOCTYN K KOTOPbIM Y HEro HeT npas B cooTBeTcTBuM ¢ YMA.2;

KOHTPONb 33 3aMyCcKOM KOMMOHEHTOB MpOrpaMmHOro obecneyeHus, obecneuynBaroLLnNin
BbIIB/IEHNE KOMMOHEHTOB NPOrpaMmHOro obecrneyvyeHua, He BKAKOYEHHbIX B nepedyeHb (CNMCOoK)
KOMMOHEHTOB, 3anyCKaemMbIX aBTOMATMYECKM MpPU 3arpyske onepauyoHHOM CUCTeMbl CpPeacTBa
BbIYUCAUTENBHON TEXHUKN.

MpaBuna u Npoueaypbl yNpaBAeHWsa 3anyCKom NporpaMmmHoro obecneyeHuns (B TOM yucae CNmcku
nporpammHoro obecnevyeHuns, orpaHUYeHUn 3anycKa, NnapameTpbl 3aMycka KOMMNOHEHTOB NPOrPamMmMHOro
obecneyeHnn) pernameHTUMPYIOTCA B OPraHM3auMOHHO-PACNOPALUTENbHBIX AOKYMEHTaxX onepaTopa no
3alwmTe nHdopmaumu.

TpeboBaHua K ycuneHuto ONC.1:

1) B "HGOPMaLMOHHOI cucTeme obecneymBaeTca paspelleHne 3anycka TONbKO TeX NPOrPamMMHbIX
KOMMNOHEHTOB, KOTOPble ABHO pa3peLLeHbl agMMHUCTPATOPOM 6e30MNacHOCTH;

2) B MHGOPMaLMOHHOM cnucTeme obecrneymBaeTca UCNOb30BaHWE CPeaCcTB aBTOMaTU3MPOBAHHOIO
KOHTPOASA NnepeyHs (CMcKa) KOMNOHEHTOB MPOrpamMmmMHOro obecneyeHms, 3anyckaemoro aBToMaTU4ecku
Npu 3arpy3ke onepaLMoHHON CUCTEMbI CPEACTBA BbIYUCINTENbHON TEXHUKM;

3) B WHPOpPMAUMOHHOW cucTeme o6ecrneynmBaeTcs WCMNO/b30BaHNE aBTOMATU3MPOBAHHbIX
MeXaHW3MOB ynpaBieHnA 3anyckom (0bpalLeHNAMM) KOMMNOHEHTOB NPOrpaMmmHoro obecnedyeHus;

4) B wHPOpMauMOHHON cucTeme obecneynmBaeTca YynpasBiaeHMEe YAaJEeHHbIM  3anyCcKom
KOMMNOHEHTOB NporpaMmmHoro obecnedyeHusa (Hanpumep, 3anpeT 3anycka KOMMNOHEHTOB NPOrPamMmMHOro
obecneyeHna Ha OAHOM CpPeACTBE BbIUMCAWUTENbHOW TEXHWKM KOMaHAOW C Apyroro cpeacTsa
BbIYUCAUTENBHON TEXHUKMN);



5) B uHGOpMaUMOHHOI cucTeme obecneymBaeTcs ynpasaeHMe BpeEMeEHEM 3aMnycKa U 3aBepLueHns
paboTbl KOMMOHEHTOB MporpammHoro obecnedyeHus (Hanpumep, OrpaHUMYeHMe 3anycka TONbKO B
TeyeHue paboyero AHA);

6) B uHPoOpMauUMOHHON cucTeme obecneymBaeTca KOHTPO/b LENOCTHOCTU (cOoCToAHMA)
3amMycKaemblx KOMMOHEHTOB NPOrpPaMmMHOro obecneyeHus (¢annos (B TOM YMcie KOHPUIYPaALMOHHbIX),
06beKTOB 6a3 AaHHbIX, NogKAYaEMbIX BUbAMOTEK U Ap.) B cooTBeTcTBMM ¢ OLLI.1;

7) B WHOOPMAUMOHHON cucTeme ob6ecneynBaeTcss KOHTPO/b OOHOBAEHMA 3amnyCKaeMbixX
KOMMOHEHTOB NPOrpPaMmMHOro obecneyeHus;

8) B HPOPMaUMOHHOM cucTeme obecneynBaeTca perncTpaumsa cobbITUI, CBA3AHHbIX C KOHTPONEM
COCTOSIHMA W 06HOBNIEHMEM 3aNYyCKAaeMbIX KOMMOHEHTOB NPOrPamMMHOTo obecneyeHus;

9) B WHPOpPMALMOHHOM cucTeme obecneumBaetca 3anpeT (61OKMpoBaHWE) 3amnycka
onpeaeneHHbIX OMepaTopoM KOMMOHEHTOB MPOrpamMMHOro obecrneyeHua, He npolweawmx
ayTeHTUdPUKaLuio B COOTBETCTBMU ¢ UAD.7.

CopeprkaHue 6asosoit mepbl OMNC.1:



Mepa 3awmTbl
nHpopmauum

Knacc 3awwmueHHOCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

onc.1

Ycunenume OMMC.1

1,2,3




ONC.2 YNPABJIEHUE YCTAHOBKOW (MHCTANNAUMEN) KOMIMOHEHTOB MNPOrPAMMHOIO
OBECIMNEYEHMA, B TOM YUCNE ONPEAENEHME KOMIOHEHTOB, NOAJEXALWNMX YCTAHOBKE,
HACTPOMKA MNAPAMETPOB YCTAHOBKM KOMIMOHEHTOB, KOHTPO/Ib 3A YCTAHOBKOW
KOMIMOHEHTOB NPOrPAMMHOIO OBECMNEYEHUA

TpeboBaHua K peanusaumm OI1C.2: OnepaTtopom AO/MKHbI ObiTb peann3oBaHbl caeaylowme
OYHKUMKM MO yNpaBAeHUI0 YCTaHOBKOW (MHCTannsumein) KOMMOHEHTOB MPOrpammMHoro obecneyeHus
MHGOPMALNOHHOM CUCTEMBI:

onpeaeneHne KOMMOHEHTOB MNporpammHoOro obecrnieyeHuna (coctaBa M KoHdurypauumu),
NoA/IeKaLLMX YCTaHOBKE B MHGOPMALMOHHOM CUCTEME NOC/E 3arpy3KM ONepaLMoHHONW CUCTEMDbI;

HaCTpoliKa napameTpos YCTaHOBKM KOMMOHEHTOB NPOrpaMmHOro obecneyeHus,
obecneunBalroLan MUCKAOYEHME YCTAHOBKM (eCaM  OCyW,ecTBMMO) KOMMOHEHTOB MPOrpPaMMmMHOro
obecneyeHnsn, UCNONb30OBaHME KOTOPbIX He TpebyeTca Ana peannsaumm MHPOPMaLMOHHOM TEXHONOMMM
MHPOPMALMOHHON CcUCTEMbI (Hampumep, NP 3anycke YCTaHOBLLMKA MOXHO BblOpaTb UAK He BblbpaTb
onpefeneHHble ONuUU U, TeM CaMbIM, PaspelnTb WUAM 3aNPeTUTb YCTAHOBKY COOTBETCTBYHOLLMX
KOMMOHEHTOB NPorpaMmmHoro obecneyeHus);

BblI6Op KOHOUrypauuM yCTaHaBAMBAEMbIX KOMMOHEHTOB MporpammHoro obecnedeHus (B Tom
yncae KoHdUrypaLummn, npeaycMaTpusatolLmMe BKAOYEHNE B AOMEH, MW HEBK/OYEHME B AOMEH);

KOHTPO/Ib 33 YCTAHOBKOM KOMMOHEHTOB MporpaMmmHoro obecnedyeHus (COCTaB KOMMOHEHTOB,
napameTpbl YCTaHOBKW, KOHOUIYPaLMA KOMMNOHEHTOB);

onpeaeneHne U MNPUMEHEHME NAPAMETPOB  HACTPOMKM  KOMMOHEHTOB  MPOrPaMMHOrO
obecneyeHun, BKAOYAA NPOrPaMMHble KOMMNOHEHTbI CPEeACTB 3aLUnUTbl MHOPMaLUKM, 0becnevnBatoLLMX
peanusaumio  mep 3awmTbl  MHGOPMaLMM, a TaK¥Ke YCTpaHeHMe BO3MOMKHbIX YA3BMMOCTEN
MHGOPMALNOHHOM CUCTEMBI, NPUBOLALLMX K BO3SHUKHOBEHMIO Yrpo3 6e30nacHOCTM MHpopMaLmu.

Mpasuaa 1 npoueaypbl yNpaBAeHUA YCTaHOBKOM (MHCTannsAuMen) KOMNOHEHTOB MPOrpaMmmHOro
obecrnieyeHna (B TOM 4uC/ie yNpaB/ieHUA COCTaBOM W KOHbUrypaumein noanexalmx yCTaHOBKe
KOMMNOHEHTOB NpOrpammHoro obecnedyeHus, napameTpamy YCTaHOBKWM, NapameTpammn HacTPOMKM
KOMMNOHEHTOB nporpammHoro obecneyeHunsn) pernameHTUpyoTca B OpraHn3aumoHHo-
pacnopaamTesibHbIX AOKYMEHTax onepatopa no 3almrte MHGOPMaUMM C YY4ETOM 3SKCMayaTauMOHHOW
AOKYMEHTaUMM.

TpeboBaHua K ycuneHuto ONC.2:

1) B MHd)OpMaLl,MOHHOVI cucreme OONTXKHO obecneunmBaTbCa  UCNO/Nb30BaHME cpeacts
dBTOMaTU3aUnn AnAa npunmeHeHMA U KOHTPOA MapamMeTpoB HaCTpOﬁKM KOMMOHEHTOB NPOrpammHOro
O6ECI‘IELIEHMFI, BINAOWNX Ha 6e3onacHOCTb MHd)OpMaLI,MM,'

2) B MHGOPMALIMOHHOM CUCTEME AO/KHbI BbITb PEaNM30BaHbl aBTOMATU3NPOBAHHbIE MEXaHU3MbI
pearMpoBaHMsi Ha HECaHKUMOHMPOBAHHOE W3MEHEHWEe MapaMeTpPoB HaCTPOWKM KOMMOHEHTOB
nporpaMmHoro obecneyeHus, BAUAIOWMX HA 6e30nmacHocTb MHpOpMaLuK, npesycmaTpuBatoLme
6/710KMpOBaHMe AOCTYNa K CPEACTBY BbIUMCAUTENbHON TEXHUKU U (MK) MHPOPMALMKM, aBTOMATUYECKOE
BOCCTAaHOB/IEHWE  MapamMeTPOB  HaCTPOWMKMK wnu - apyrue  aencrtsms, npenATcTeyloLwme
HECaHKLMOHUPOBAHHOMY AOCTYyNMy K MHOOPMALMM, KOTOPbIM MOXKET ObiTb MNoJyyeH BCAeAcTBUE
HEeCaHKLMOHNPOBAHHOIO M3MEHEHMS NapPaMeTPOB HAaCTPOMKMY;

3) B VIHCI)OpME]LI,VIOHHOVI cucreme OONXKHO obecneunmBaTbCca  UCNO/Nb30BaHMeE cpeacts
dBTOMaTU3aUnn onAa UHCTaNNAUUN U LEHTPA/IN30BAHHOIO yrnpaBaeHNA npoueccamMmn MHCTannAaummn, B TOm
ynucne C npuMeHeEHNEM NaKETOB COOTBETCTBYHOLWUNX LI,VICTpM6yTMBOB nporpammHoro obecneveHus.



CopeprkaHue 6asosoit mepbl OMNC.2:



Mepa 3awmTol Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
onc.2 + +
Ycunenue ONC.2 1

OnNC.3 YCTAHOBKA (MHCTANNAUWMA) TOSIbKO PA3PELLEHHOIO K UCMOJ/1Ib3OBAHUIO MPOTPAMMHOTIO OBECMNEYEHMA U (M) EFTO KOMIMMOHEHTOB

TpeboBaHua K peanusaumm OMC.3: Onepatopom AO/MKHa ObiTb obecneyeHa YCTaHOBKA (MHCTANNAUMA) TONbKO Pa3pelleHHOTo K WMCMNO/Ab30BaHUIO B
MHPOPMaLMOHHOM cucTeME NPOorpaMmmHoro obecrnedyeHms u (MM) ero KOMNOHEHTOB.

YcTaHoBKa (MHCTannAauma) B MHGOPMALMOHHOW cucTeme MporpammHoro obecnedyeHusa (Buaa, TMMa, Knacca nporpammHoro obecneyenus) u (uau) ero
KOMMOHEHTOB OCYLLECTBNASAETCA C YYETOM NepeyHs NporpamMmHoro obecnedyeHus u (MnM) ero KOMMNOHEHTOB, Pa3peLlleHHbIX ornepaTopom K ycTaHoBKe ("6enbil
cnuncok"), u (nnm) nepeyHem nporpammHoro obecneyeHus v (MM) ero KOMMNOHEHTOB, 3aMpeLleHHbIX ONepaToOPoOM K ycTaHOBKe ("yepHblii cnucokK"). YKasaHHble
nepeyYyHu NporpammHoro obecneyeHus u (M1M) ero KOMNOHEHTOB pPa3pabaTbiBalOTCA ONepaTopom AN MHPOPMALMOHHOW CUCTEMbI B LLEIOM WAU ONS BCEX ee
CErMEHTOB WM YCTPOWCTB B OTAE/bHOCTU M QUKCUMPYIOTCS B OPraHM3aLMOHHO-PacnopsaanTebHOW [AOKYMEHTaUMKM orepaTopa Mo 3awuTte WHpopmauum
(morymeHTUpytoTCA).

YcTaHoBKa (MHCTannaums) B MHGOPMALLMOHHOM cUCTEME NPOrPAMMHOro obecnevyeHns u (Uan) ero KOMMNOHEHTOB AOJIXKHA OCYLLECTBAATLCA TOIbKO OT UMEHM
agMUHUCTpaTopa B cooTeeTcTBmM ¢ YIA.5.

Onepatopom AoKeH obecneunBaTbCA NMEPUOANYECKMIA KOHTPOAb YCTAHOBAEHHOMO (MHCTaNAMPOBAHHOMO) B MHGOPMALMOHHOW CUCTEME MPOrPaMmHOro
obecneyeHnn Ha NpegMeT COOTBETCTBMA €ro NepeyHio NPorpaMmmHoro obecneyeHms, paspeLeHHOMY K YCTaHOBKE B MHOPMALMOHHOWM CUCTEME B COOTBETCTBUM C
AH3.4, a TaK}Ke Ha NpeAaMeT OTCYTCTBUA NPOrpammMHOro obecneyeHuns, 3anpeLLeHHOro onepaTopom K yCTaHOBKe.

TpeboBaHuA K ycunenuto OMNC.3:

He YCTaHOB/IEHDI.

CopeprkaHue 6asosoi mepsbl OMC.3:

Mepa 3aLuTbl Knacc 3awwmueHHocTM MHGOPMaLMOHHOM CcUCTEMBI




nHpopmauum 4 3 2 1

oric.3 + + + +

Ycunenune OMC.3

Onc.4 YNPABNEHWUE BPEMEHHbIMW ®AUNAMM, B TOM YUC/IE 3ANPET, PASPELLEHWE, NEPEHAMPABJIEHUE 3AMUCK, YOAANEHUE BPEMEHHbIX ®AN/10B

TpeboBaHua K peanusauum OMC.4: B MHPOPMALMOHHOM cUCTEME OOJIKHO OCYLLECTBAATLCA yNpaB/ieHUe BpemeHHbiMmK daliiamu, B TOM 4ucie 3anper,
pa3pelleHmne, NnepeHanpaBAeHMe 3anucK, yaaaeHme BpeMeHHblx ¢panios.

YnpaBieHue BpeMeHHbIMK dpannammu A0MKHO obecrneymBaTb nepexsaT 3annucu BpeMeHHon nHdopmaummn B dpalinbl Ha CUCTeMHOM (3arpy3oYyHom) pasgene

MaLUMHHOro HocuTens nHGopMaunn CpeacTBa BblYUCAUTENLHON TEXHUKMU U ee NepeHanpaBieHMe B ONepaTUBHYIO NamaTb U (MK) B Apyroi pasaen MalnHHOro
HoCMTeNA MHPOPMALMM C MOCNEAYIOLLEN OYMCTKON (CTUpaHMeEM).

Onepatopom pJo/XeH 6biTb onpegeneH M 3adUKCMPOBAH B OPraHM3aUMOHHO-PACNOPAAUTENbHON AOKYMEHTauMM no 3awute WHpopmauum
(3a0KyMeHTMpOBaH) NOPAAOK OYMCTKM (CTUPAHMA) BpeMeHHbIX $aiinos.

TpeboBaHuA K ycunenuto OMNC.4:

1) B MHGOPMALMOHHON cUCTEME A,0KHbI OCYLLECTBAATLCA:

a) KOHTPOJIb AOCTYNa K BpemMeHHbIM dainam;

6) yaaneHue BpemeHHbIX $GaioB No 3aBepLIeEHMM ceaHca paboTbl C HUMM.

CopeprkaHue 6aszosoit mepbl OMNC.4:

Mepa 3awmThbl Knacc 3awwmueHHOCTM MHGOPMaLMOHHOM CUCTEMDI
nHpopmaumm
4 3 2 1
onc.4

Ycunenue OMC.4




3.4. 3ALUMTA MALLMHHBIX HOCUTENEN MHOOPMALINU (3HN)
3HW.1 YYET MALLUMHHbIX HOCUTENIEN MIHOOPMALMN

TpeboBaHua K peanmsaumm 3HW.1: OnepaTopom A[o0/xKeH ObiTb obecnevyeH yyeT MalUMHHbIX
HocuTenen MHbopmaLMK, UCMOJb3yeMbIX B MHPOPMALMOHHOM cucTeme ANA XpaHeHMAa M ob6paboTKu
nHbopmauuu.

YueTy nognexar:

CbeéMHblEe MaWMNHHbIE HOCUTENUN MH(I)OpMaLI,MM (C])ﬂaLLI-HaI-(OI'IMTe}'IM, BHELWHWE HAKOMUTE/IN Ha
HKECTKUX ANCKaX N UHble yCTpOl\aCTBa);

NMOPTATUBHbIE BbIYUCAUTENBHbBIE YCTPOWCTBA, MMEIOLME BCTPOEHHbIE HOCUTENU WHPOPMaLUK
(HOyTBYKKM, HeTBbyku, nnaHweTbl, coToBble TenedpoHbl, LMdPOBbIE Kamepbl, 3BYKO3anucbiBalollme
YCTPOWCTBA U MHbIe aHaorMMYHble MO GYHKLMOHAIbHOCTU YCTPOMCTBA);

MaLlMHHble HOCUTENN MHGOPMALMK, BCTPOEHHbIE B KOPMYC CPeACTB BblYMCAUTENbHON TEXHUKU
(HaKONMUTENIM Ha YKECTKUX AMCKaX).

YYyeT MaWMUHHbIX HocuTenen MHGOpPMaLMU BKIKOYAET NPUCBOEHUE PErUCTPaALMOHHBLIX (YYETHbIX)
HOMEepoB  HOocuTenaM. B KayecTBe  PErvcTPauMOHHbIX  HOMEPOB  MOTYT  MCNOJ/b30BaTbCA
NOEHTUOMKAUMOHHbIE (CepuitHble) HOMEPa MaLLMHHbIX HOCUTENEW, NPUCBOEHHbIX MPOU3BOAUTENAMM
3TUX MaALUMHHbIX HOCUTeNei MHPOPMALUN, HOMEPA UHBEHTAPHOrO y4eTa, B TOM YMC/e UHBEHTApHble
HOMepa TEXHUYECKUX CPEACTB, UMEIOLWMX BCTPOEHHbIE HOCUTENIM MHDOPMALUK, U UHbIE HOMEpPA.

YYyeT CbeMHbIX MALIMHHbBIX HOCUTENEeW WMHPOPMALMWM BeAEeTCA B KypHanax ydeTa MaLIMHHbIX
HocuTenen nHbopmaumuu.

YyeT BCTPOEHHbIX B MNOPTAaTMBHblE MWAW CTaLMOHAPHble TEXHWYECKMEe CPeacTBa MalLMHHbIX
HocuTenein MHGOPMALMM MOXKET BECTUCb B YKYpPHasax MaTepuasibHO-TEXHMYECKOro y4yeTa B COCTaBe
COOTBETCTBYHOLMX TEXHUYECKMX CpeacTB. [pu MUCNONb30BaHUM B COCTaBe OOHOTO TEXHWYECKOro
cpeacTsa MHPOPMALMOHHOM CUCTEMbI HECKOJIbKUX BCTPOEHHbIX MalUMHHbIX HOCMTesnen MHbopmaLmu,
KOHCTPYKTMBHO O6beAMHEHHbIX B eAMHbIA pecypc Ana XpaHeHus wuHbopmaumu, AonycKaeTcs
NpPUCBOEHME PErUCTPALMOHHOIO HOMEPA TEXHUYECKOMY CPEACTBY B LLE/IOM.

PerncrtpaunoHHble AN MHble HOMepa noAjeXaT 3aHeCeHWUID B KYPHasbl yyeTa MaLUMHHbIX
HocuTenemn VIHCI)OpMaLI,VIM NN XKYpPHanbl maTepnasibHO-TEXHNYECKOro y4yeTta C YKasaHMeM NoJ1b30BaTENA
nnun rpynnbl nonb3oBaTesnen, KOTOpPbIM pa3pelweH A0CTYyNn K MallMHHbIM HOCUTENAM MH¢OpMaLI,MM.

PasgenbHOMy ydeTy B »KypHanax ydeTa noa/iekaT CbemHble (B TOM 4uc/ie MopTaTUBHbIE)
nepesanucbiBaemble MallnHHble HocuTenun uHdopmaunu (bA3LW-HAKONUTENN, CbEMHbIE XecCTKue
ONCKN).

TpeboBaHuA K ycuneHuto 3HN.1:

1) onepaTtopom obecneymBaeTcs MapKMPOBKA MALLUMHHbIX HOCUTeNel MHGOPMALMM (TEXHUYECKUX
CPeACTB), 4OMONHUTENBHO BK/IHOYAIOLWAA:

a) MHbOpPMaUMIO O BO3MOMKHOCTM WCMOAb30BAHWA MALLUMHHOMO HOCUTENA WHPOPMALUKN BHE
MHPOPMALMOHHOM CUCTEMDI;

6) WHPOPMALMIO O BO3MONKHOCTM WCNO/Ib30BAHMA MALUMHHOMO HOCUTENA MHPoOpmMaLMK 33
npesenamm KOHTPOIMPYEMOM 30HbI (KOHKPETHBIX MOMELLLEHWI);



B) aTpmubyTbl 6€30NacHOCTM, YKasblBaloLWMe Ha BO3MOMKHOCTb MCMO/Ib30BAHUA 3TUX MaLUMHHbIX
HocuTenen nHpopmaumnm ana obpaboTKM (XpaHeHUs1) COOTBETCTBYIOLMX BUAOB MHPOpMaLMK;

2) onepaTtopom obecneynBaeTca MapKMpPOBKA MaLLUMHHbIX HocuTenein nHdopmMmaLmm (TEXHUYECKNX
CPeAcTB), AOMNONHUTENIbHO BKAOYAIOLWAA HEOTTOPraemyto LMdpoByo MeTKy HocuTens MHbopmauumn ans
obecneyeHns BO3MOXHOCTM pacrno3HaBaHua (MAeHTUUKALMM) HOCUTENS B CUCTEMAX YMNpPaB/ieHUs
JocTynom;

3) onepatopom obecneunmBaTbcA MapKMPOBKA MaLUMHHBIX HOCUTENeN MHPOPMALMKN (TEXHNYECKMX
CPeACTB),  OOMOJHWUTENbHO  BK/IOYAIOWAA  WCMNO/b30BaHME  MEXaHW3MOB  pacrno3HaBaHWA
(MaeHTUPUKaALMKM) HOCUTENA MHPOPMALMK NO €r0 YHUKANbHBIM PU3MUYECKMM XapPaKTEPUCTUKAM.

CopeprkaHue 6asoBon mepbl 3HN.1:



Mepa 3awmTbl

Knacc 3awwmueHHOCTU MHGOPMaLMOHHOM CUCTEMBI

nHpopmauum
3 2 1
3HN.1 + + +
Ycunenue 3HN.1 1a 1a, 16




3HW.2 YIMPABJIEHUE AOCTYINOM K MALWLWNHHBIM HOCUTEIAM NHOOPMAL NN

TpeboBaHua K peanmsaumm 3HW.2: OnepaTopom A[0/KHbI OblTb peasiM30BaHbl caeaytowme
GYHKUMM MO ynpaBAeHMIO AOCTYNOM K MALUMHHbIM HOCUTENAM WHGOPMaLMK, UCMOJSIb3yeEMbIM B
MHGOPMALNOHHOM CUCTEME:

onpeageneHne AONXKHOCTHbIX nnl, MMerwmnx d)MBMLIeCKMVI AOCTyn K MalWMHHbIM HOCUTENAM
MHq)OpMaLI,MM, a MMEHHO K chegyroLWwnm:

CbeEMHbIM MAWMNHHbBIM HOCUTENAM MH(I)OpMaLI,VIVI ((bﬂaLIJ-HaKOFIMTEI'IM, BHELWHWE HAKOMUTE/IU Ha
HKECTKUX ANCKaX U UHble yCTpOl\aCTBa);

NMOPTATUBHBIM BbIMUCAUTENBHBIM YCTPOMCTBAM, MMEIOLMM BCTPOEHHbIE HOCUTENN MHopmaumm
(HOyTBYKKM, HeTBbyku, nnaHweTbl, coToBble TenedpoHbl, UMdPOBbIE Kamepbl, 3BYKO3anucbialollme
YCTPOWCTBA U MHble aHaNorM4Hble No GyHKLMOHANIBHOCTU YCTPOMCTBA);

MaLWMWHHBIM HOCUTENSM WHPOPMaUMK, CTAaUMOHAPHO YCTaHaB/AMBAaEeMbIM B KOPMyCc CPeacTB
BbIYMCAUTENIbHOM TEXHUKM (HanpUMep, HaKOMUTENN Ha KEeCTKUX ANCKaXx);

npeaocTasneHne GpuU3MYecKoro AO0CTyna K MalUMHHbIM HOCUTENAM WHOOPMaUMU TOJIbKO Tem
IML,AM, KOTOPbIM OH HEOBXOAMM A9 BbINONHEHMA CBOUX AO/KHOCTHBIX 06A3aHHOCTEN (DYHKLMI);

Mpasuna v npoueaypbl 4OCTYNa K MaWWHHBIM HOCUTENAM WMHPOPMaUMK pernameHTUPYLoTCa B
OpPraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumm.

TpebosaHua K ycuneHuio 3HN.2:

1) npumeHeHne aBTOMaTU3NPOBAHHOM CUCTEMbI KOHTPOIA PU3MYECKOro A0CTyna B NOMeELLeHUs, B
KOTOPbIX OCYLLECTBASAETCA XPaHEHUE MALUUHHbIX HocuTenei MHpopmaumm;

2) oneuaTbiBaHWe Kopnyca CPeacTBA BbIYMCAUTENbHOW TEXHWKW, B KOTOPOM CTaLMOHaPHO
YCTaHOB/IEH MaLUNHHBIN HOCUTENb MHPOPMaLNK;

3) B MHOOPMALMOHHOW cUCTEME [O/MKHO 0b6ecneymBatbCa MNPUMEHEHWE MNPOrPaMMHbIX
(NporpamMMHO-TEXHUYECKUX) aBTOMATU3MPOBAHHbLIX CPEACTB YNpaBAeHUA OU3MYECKMM AOCTYNOM K
MaLUMHHbBIM HOCUTENAM MHbOPMALLMK;

4) KOHTPOAb PU3MYECKOro A0CTyNa ANL, K MAaWMHHbIM HOCUTENAM MHGOPMALMK B COOTBETCTBUM C
aTpubyTammn 6€30MacHOCTM, YCTAaHOBAEHHbIMW AJ/1A 3TUX HOCUTENEN.

CopnepkaHue 6aszoson mepbl 3HN.2:



Mepa 3awmThbl Knacc 3awwmuweHHOCTU MHGOPMaLMOHHOM cUCTEMbI
nHpopmauum

4 3 2 1

3HW.2 + + + +

Ycunenue 3HN.2

3HW.3 KOHTPO/1b MEPEMELLEHMA MALUMHHBIX HOCUTENEN MHOOPMALLMW 3A MPEAENBI KOHTPO/IMPYEMOW 30HbI

TpeboBaHua K peanusauym 3HW.3: OnepaTopom [o0MKEH 06ecneymMBaTbCs KOHTPO/b MNEPEMELLEHMA WMCMNOAb3yeMblX B WMHPOPMAUMOHHON cucTeme
MaLUWHHBIX HocuTenel uMHbopPMauMM 3a Npeaenbl KOHTPO/IMPYEMOW 30Hbl. [Py KOHTpOJie NepemeLLeHUs MALWMHHbIX HOoCcuTenen MHPOpMaLMK LOKHbI
OCYLEeCTBAATLCA:

onpeageneHmne JONXKHOCTHbIX 1L, UMEKLWKNX NpaBa Ha nepemelleHne MmallMHHbIX HocuTenen VIH¢OpMaLI,MVI 3a npeaensl KOHTpO/'IMpy@MOVI 30HbI;

npeaocTaBAeHWe MpaBa Ha NepemeleHne MaWWHHBIX HocuTenel MHPopmaumm 3a npeaenbl KOHTPOJIMPYEMOWM 30HbI TOIbKO TEM JIMLAM, KOTOPbIM OHO
HeobXxoAMMO A1 BbINOJAHEHMA CBOUX AO/IKHOCTHbIX 063aHHOCTEN (DYHKUMIA);

yyeT nepemeLLaembix MalIMHHbIX HOCcUTenen MHpopmaLmm B cootseTcTamm ¢ 3HN.1;
nepuvogmyeckas NpoBepKa HaMUuNA MaLlIMHHbIX HOCcuTenen nHbopmauun.

MpaBuna M npoueaypbl KOHTPOAA MNEPEeMELLEHUA MaLIMHHBLIX HOocuTenen MHOOPMaUMM PErnaMeHTMPYIOTCA B OPraHM3auMOHHO-PacnopaAaUTENbHbIX
[OKYMEHTax ornepaTopa no 3awute MHPopmauuu.

TpeboBaHuA K ycuneHumto 3HN.3:

1) onepaTopom MHPOPMALMOHHOW CUCTEMbI ONpPeaenaAtoTca 3a4aun (Buabl AeATeNbHOCTU, GYHKLMM), ANA peleHna KoTopbix HeobxoaMmo nepemelleHne
MaLLMHHbIX HoCcuTenel MHopmMaLuun 3a Npeaebl KOHTPOAUPYEMOM 30HbI;

2) npMmMeHeHMe B COOTBETCTBMM C 3aKoHOAaTenbCctBoM Poccuitickoit ®Pegepaunmn Kpuntorpaduyeckux MeToAoB 3almTbl MHGOPMaUMKU, XPaHUMOM Ha
HocuTene, NP NepemeLl,eHMM MaLlMHHbIX HocuTenen MHGopPMaL MK 3a Npeaebl KOHTPOIMPYEMOW 30HbI;

3) onepaTtopom onpeaenaetTca 40/1KHOCTHOe LU0, OTBETCTBEHHOE 3a NepemelleHne MallnHHbIX HocuTenemn MH(I)OpMaLJ,VIM;



4) onepatopom MHGOPMALIMOHHOW CUCTEMBI OCYLLECTBAAETCA Nepuoanyeckas NpoBepKa MallMHHbIX HoCcuTeNen MHbopMaL MK Noc/ie UX BO3BpaTa B Npeaesnsl
KOHTPOJIMPYEMOWA 30HbI.

CopaepaHue 6aszoson mepbl 3HN.3:

Mepa 3awwmThbl Knacc 3awwmuweHHOCTM MHGOPMaLMOHHOM cUCTEMBI
nHpopmauum
4 3 2 1
3HN.3

Ycnnenune 3HU.3




3HN.4 WCKIKOYEHME BO3MOXHOCTM HECAHKUMOHWMPOBAHHOIO O3HAKOMJIEHMA C
COLEPYAHUEM WHO®OPMALMK, XPAHALWENCA HA MALIMHHBIX HOCUTENAX, W  (M/N)
MCNO/Ib30BAHUA HOCUTENIEM UHOOPMALMN B UHBIX UHOOPMALIMOHHbBIX CUCTEMAX

TpeboBaHua K peanmsaumm 3HW.4: Onepatopom A0/IKHO obecrneuymBaTbCA UCKAOYEHUE
BO3MOXHOCTU HECAaHKLMOHMPOBAHHOIO O3HAKOMIEHUA C coaepKaHnem MHGopMaLMK, XpaHsLenca Ha
MaLUNHHbIX HOCUTENsX, U (Man) Mcnonb3oBaHMA HocutTenem UHGOPMaLUKM B UHbIX MHHOPMALMOHHbIX
CUCTEMAX.

UckntoueHue BO3MOXHOCTU HeCaHKUMNOHNPOBaAHHOIO O3HakKomneHunA C coaepXaHnem
MHd)OpMaLI,MM, XpaHHU.LEVICH Ha MaWWHHbLIX HOCUTENAX, U (MIIM) NCNo/Ib30BaHMA HoCcUTenemn MHd)OpMaLI,VIM
B UHbIX MHd)OpMaLI,MOHHbIX Cncremax JOoNKHO npeagycmaTtpumBaTthb:

onpeaeneHne TUMNOB MalUMHHbIX HOcuTenelr uHbOpMaLMM, NoANeXKalWmux XpPaHeHU B
nomeLleHUsX, cneumanbHO NpeaHasHayeHHbIX ANA XpaHeHUs MallUHHbIX HocuTenen WHbopmauun
(XpaHuAULLe MaLLMHHBIX HOocUTeNel uHdopmauum);

®OU3NYECKUIA KOHTPOSIb M XPAaHEHWE MaLUMHHbBIX HOocuUTenel WHOOPMALMM B MOMELLEHUSAX,
cneuManbHO MnpefAHasHayeHHbIX A1 XPaHEeHWs MaLWWHHBIX HocuTenel WHpopmaumm (XxpaHuauuie
MaLUMHHbIX HOCUTenel nHpopmauun);

3alMTa MaLUMHHbBIX HOCUTeNel WMHPOPMAUMWU [0 YHUUTONKEHMA (CTUpaHWA) C HUX HAAHHbIX U
OCTaTO4YHON MHPopmaumm (MHGOPMaLMU, KOTOPYHO MOYKHO BOCCTAHOBUTbL MOCAE YAANEHUA C MOMOLLBIO
HeWTaTHbIX CPeaCTB M METOAOB) C MCNO/b30BAHMEM CPEACTB CTUPAHMA AAHHbIX W OCTAaTOYHOWM
nHpopmaymu.

MpaBuna v npoueaypbl ynpaBaeHUsA, HanpaBieHHble HA WCKIOYEHME HECAHKLUMOHWMPOBAHHOIMO
O03HAaKOMJ/IEHMS C COAEepXKaHMeM WHOOPMaLUKM, XPaHALWENCA Ha MaWWHHLIX HocuTensax, u (uawm)
NCNo/b30BaHMA HocuTenel MHGOPMaUUM B UHbIX MHPOPMALIMOHHDBIX CUCTEMAX, PEFNAMEHTUPYIOTCA B
OpraHU3aLLMOHHO-PaACNOPAANTENbHBIX JOKYMEHTaX onepaTopa no 3awuTe nHbopmaumm.

TpeboBaHuAa K ycuneHuto 3HN.4:

1) onepaTopom J[O/IKHbI MPUMEHATLCA CPEACTBA KOHTPO/A CbEeMHbIX MALUMHHbIX HOCUTEnel
UHbopmauuu;

2) onepaTopoM [AOMXKHbI MPUMEHATLCA B COOTBETCTBMM C 3aKOHOZATENbCTBOM PoccuiicKoi
degepaunn  Kpuntorpapuyeckme MeToabl 3alWMTbl MHPOPMaLMK, XPaAHALLENCA Ha MaLUMHHBIX
HoCUTensax;

3) onepaTopom fonkeH ObiTb onpefeneH MepedeHb MaALIMHHbIX HOcUTenen WHbopmMaumu,
nognexKalmnx XpaHeHUIo B NOMELLEHMAX, CleLManbHO NpeaHasHaYeHHbIX 418 XPAaHEHMA MALIMHHbIX
HocuTenen nHpopmaLmm (XpaHUIULLE MALLUMHHBIX HOCUTEle MHPopMaLmK).

CogaeprkaHue 6asoson mepbl 3HN.4:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmuieHHoCcTM MHGOPMaLMOHHOM cUCTEMBI

3 2

3HWN.4

Ycunenue 3HN.4




3HW.5 KOHTPO/1b MUCNOJ1Ib30BAHUA MHTEP®ENCOB BBOZA (BbIBOAA)

TpebosBaHua K peanusauum 3HWU.5: B MHOPMaALMOHHON cUCTEME [O/KEH OCYLLECTBAATLCA
KOHTPO/1Ib UCMONb30BaHNA MHTepdelicoB BBOAA (BbiBOAA).

KoHTponb Mcrnonb3oBaHUA (paspelleHne uauM 3anpeTt) uHTepdeincoB BBoAa (BbiBOAA) AOMKEH
npeaycmaTpuBaTh:

onpeaeneHne onepatopom UHTeppencoB CpPeacTB BbIMUCAUTENbHOW TEXHUKWU, KOTOpble MOTyT
MCnonb3oBaThcA ANA BBoAa (BbiBOAa) MHbOpMaLMKM, paspelleHHbIX W (MAM) 3anpelleHHbIX K
MCNO/b30BaHUIO B UHPOPMALIMOHHOW cUCTEME;

onpeaeneHne onepaTopoM KaTeropuii nosib3oBaTesneld, KOTOpbiM NpeaocTaBAeH AocTyn K
pa3peLleHHbIM K UCNOo/b30BaHUIO MHTepdeicos BBoaa (BbiBoAa);

NPUHATUE MEP, UCKNIOYAIOLLMX BO3MOMHOCTb MCMO/Ib30BaHMA 3anpeLleHHbIX HTepdeiicos BBoaa
(sbiBOAA);

KOHTPO/Ib AOCTYMa MONb30BaTeNiel K paspelleHHbIM K MCMNo/b30BaHUIO MHTEpdENCcoB BBOAA
(sbiBOAA).

B KauyecTBe Mep, WCK/IOUYAIOWMX BO3MOXKHOCTb MCMO/b30BaHWA 3aMpeLleHHbIX WHTepdecoB
BBOZa (BbIBOAA), MOTYT NPUMEHATLCA:

oneyvaTbiBaHWe UHTepdelicoB BBoAa (BbiBOAA);
MCMNO/Ib30BaHUE MEXaHUYECKUX 3anmnpatoLLnX YCTPOICTB;
yaaneHue apansepos, obecneunsaroLlinx paboTy nHTepdeicos BBoaa (BbiBOAA);

npUMeHeHWe CpeacTB 3awWuTbl MHPOpPMaLUKM, obecneymBaloWMX KOHTPOJSIb WMCMO/b30BaHUA
nHTepdelicos BBoAa (BblBOAA).

Mpasuna ¥ npoueaypbl KOHTPONA  MCNOAb30BaHWA  WHTepdelicoB BBoAa  (BbiBOAA)
pernameHTUpYIOTCA B OPraHM3aUMOHHO-PACNoOPAANTENbHBIX [AOKYMEHTax ornepatopa Mo 3awure
MHbopMaLuu.

TpeboBaHuAa K ycuneHuto 3HN.5:

1) B WHOOPMAUMOHHON cucTeme [ONXKHA ObiTb obecrneyeHa perucTpaums MUCNosib30BaHUSA
nHTepdelicoB BBoAa (BbiBoAa) B cootBeTcTBUM ¢ PCB.3;

2) onepatopom o6ecneynmBaeTca KOHCTPYKTUBHOE (dU3MYecKoe) WCKAoYeHue W3 CpeacTBa
BbIYUCANTENBHON TEXHUKM 3aMNpeLLEeHHbIX K MCNO0/Ib30BaHMIO MHTepdelicoB BBOAA (BblBOAA);

3) onepatopom WHPOPMALMOHHOM cUCTEMbl oObBecneymMBaeTcd MNPOrPAMMHOE OTKAUYeHue
3anpeLLeHHbIX K UCNob30BaHWIO HTepdeicoB BBOAA (BbIBOAA).

CoaeprkaHue 6asoson mepbl 3HN.5:



Mepa 3awmTol Knacc 3awmweHHOCTU MHGOPMaLMOHHOM cUCTEMBI
nHpopmauum
4 3 2 1
3HW.5 + +
Ycunenume 3HN.S 1

3HW.6 KOHTPOJ1b BBOJA (BbIBOAA) UHPOPMAL NN HA MALLUHHBIE HOCUTESTM UHPOPMALNN

TpeboBaHua K peanusaumm 3HW.6: B MHOOPMALMOHHOW CUCTEME OO/KEH OCYLLECTBAATLCA KOHTPO/b BBOAA (BbiBOAA) MHPOPMAUMKM Ha MaLLUHHbIE
HoCHTEeNM MHpOpPMaLUN.

KoHTponb BBOAA (BblBOAA) MHPOPMALMM HA MALLMHHbIE HOCUTENM MHPOPMALLMM AO/IKEH NPEeAyCMaTPUBaATb:
onpeaenieHne onepaTopom TUNOB HocuTeien nHbopmaLumnm, Beoa, (BbiBoA) MHPOPMALMM HA KOTOPbIE MOAJSIEKUT KOHTPOJIIO;

onpegeneHne onepaTopom KaTeropumii nosib3oBatesieid, KOTOPbIM NPeAOCTaBAEHbI MOIHOMOYMA NO BBOAY (BbiBOAY) MHPOPMALMKM Ha MALLMHHbIE HOCUTENIU B
cootseTcTBmM ¢ YI[.2;

3anpeT AencTBuiA No BBoAy (BbiBOAY) MHPOPMaLUKN AN NONb30BaTE/eN, He MMeoLWUX NOTHOMOYMIA Ha BBOA, (BbIBOA) MHOOPMALMM Ha MaLLUUHHbIE HOCUTENN
MHpOPMaLMK, U Ha HOCUTENN MHDOPMALMK, HA KOTOPbIE 3anpeLleH BBOA (BbiBoa) MHGOpMaumu;

pernctpauma AencTemii Noab3oBaTenein n cobbiTuiA No BBOAY (BblBoAy) MHGOPMaLMM HA MALWLMHHbIE HOCUTENU MHbOPMaLMK B cooTBeTcTBMM ¢ PCB.3.

MpaBuna v npoueaypbl KOHTPOASA BBOAA (BblBOAA) MHPOPMALMM Ha MALIMHHbIE HOCUTENM MHPOPMAUMKM PEernameHTUPYOTCS B OPraHM3aLMOHHO-
pacrnopsaauTebHbIX LOKYMEHTax onepaTtopa Mo 3awmute MHGopmauuu.

TpeboBaHuA K ycuneHumto 3HN.6:

1) B MHOOPMALMOHHON CUCTEME AOJ/IKHA CO343BaTbCA KonwAa MHGOPMALMM, 3aMMCbiBaEMOM MNO/Ib30BATENIAMM HA CbeMHble MALWMHHbIE HOCUTENM
nHdopmauum (TeHeBoe KonnpoBaHue);

2) onepaTopoMm AO0/KHbI MPUMEHATLCA CPEACTBA KOHTPOIA NMOAKAOUYEHNA CbEMHbIX MaLLMHHbIX HOCUTeNein MHGopmaummn.

CopeprkaHue 6asosoi mepbl 3HN.6:



Mepa 3awmThbl Knacc 3awwmweHHOCTU MHGOPMaLMOHHOM cUCTEMbI
nHpopmauum

4 3 2 1

3HN.6

Ycunexnue 3HN.6

3HW.7 KOHTPO/1b MOAK/HOYEHNA MALUMHHBIX HOCUTENEN MHOOPMALNU

TpeboBaHusA K peannsaumm 3HN.7: B MHGOPMALMOHHOM cUcTeMe A0KeH 06eCcneymBaTbCa KOHTPOb NOAKAOYEHMA MAWKHHBIX HOCUTENel MHbOPMaLUK.
KOHTpOAb NOAKNHOUYEHNA MALLMHHBIX HOCUTeNel nHGopmMaLmMm SOMKEH NpeaycMaTpmBaTh:
onpegesneHvne onepaTopom TUMOB HOCUTeNel MHPOPMALMK, NOLKAOYEHNE KOTOPbIX K MHPOPMALIMOHHOM cUCTeMe paspelleHo B cooTeeTcTeum ¢ YMNA.2;

onpegeneHne onepaTtopom KaTeropuii Nosib3oBaTesieid, KOTOPbIM NPeAoCTaBeHbl NOHOMOYMA NO NOAKAOYEHUIO HOCUTENEN K MHDOPMALIMOHHOM cucTeme
B cooTBeTcTBMM C YI[.2;

3anpeT NoAKAoYeHNA HocuTene MHGopMaLum, NOAKAOUYEHME KOTOPbIX K MHPOPMALMOHHOM CUCTEME HE pa3peLlEeHo;
pernctpauus AencTeunii Nonb3oBaTenen n cobbITUiM MO NOAKAOUYEHUIO K MHOOPMALIMOHHOM cucTeme HocuTene B cootTseTcTeun ¢ PCB.3.

MpaBuna M npouenypbl KOHTPOAA MOAKAOYEHUA MAWWHHBIX HOCUTener WHPOpMauuKM pPernaMeHTUPYOTCA B OPraHM3auMOHHO-PACcnopAaUTENbHBIX
[OKYMEHTax ornepaTopa no 3awute MHPopmauuu.

TpeboBaHuA K ycuneHumto 3HN.7:

1) onepatopom  AO0J1KeEH obecneynBaTtbca KOHTPO/Ib MNOAKNAKYEHUA MALUNHHbBIX HocuTenekn MHd)OpMaLI,VIM C ucnonb3oBaHnem cCpeactes KOHTpPOAA

NOAK/NIOYEHNA CbeMHbIX MAaLWMHHbIX HocUTenein nHGopmaumm, NO3BOAAIOWMX YCTaHaBAMBATb paspelleHHble U (MAn) 3anpelleHHble TUMbl U (MAKN) KOHKPEeTHble
CbeMHble MalnHHble HocuTenn nHGopPMaLMM ANA Pa3NYHbIX KaTeropuii Nonb3osaTenei;

2) 3anpeT NoAKNOYEHUA K MUHPOPMALIMOHHON CUCTEME HOCMTeNEN NOb30BaTeNAMM, HE MMEIOLLLMMKN NOJHOMOYMNI Ha NOAKNIOYEHME HOCUTENE.

CopeprkaHue 6asosoi mepbl 3HN.7:



Mepa 3awmTbl
nHpopmauum

Knacc 3awwmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI

3 2

3HW.7

Ycunenue 3HN.7




3HW.8 YHUYTOXEHME (CTUPAHUE) MHOOPMALMKM HA MALIUHHBLIX HOCUTENAX NPU UX
MEPEOAYE MEXAY MOJIb3OBATE/IAMWN, B CTOPOHHWME OPFAHM3AUUMN ONA PEMOHTA WU
YTUNN3ALUU, A TAKKE KOHTPOJ1b YHUYTOXKEHUA (CTUPAHUA)

TpeboBaHua K peanmsaumm 3HW.8: Onepatopom p[onxKHO o6ecneymBaTbCs YHUUTOXKEHMUE
(cTMpaHune) MHPOPMAUMM Ha MALLUMHHBIX HOCUMTENsX MPU WX nepedadye Mexagy MNo/b3oBaTeNs MU, B
CTOPOHHMWE OpraHM3aumMKn s PeMOHTa WAWU YTUAN3AUMU, @ TaKKe KOHTPOJIb YHUUTOXKEHMA (CTMpaHuUA)
nHbopmauuu.

YHuuTOXKEHMEe (cTMpaHMe) WHPOPMAUMM HA MALMHHBIX HOCUTENAX LO/BKHO  MCKAHYaTb
BO3MOHOCTb BOCCTQHOB/IEHMA 3alMWaemMon MHPopmaumMm Npu nepesade MaLMHHbIX HOCUTeNewn
MeXKAyY Nosib30BaTeNAMM, B CTOPOHHWE OpraHU3aLmm o108 PEMOHTA U YTUAU3ALUM.

YHUUTOXKEHMIO (CTMPaHUIO) NognexnT nHGopMauma, XPaHALLAACA Ha UMPPOBBLIX U HELUDPOBDLIX,
CbEMHbIX U HECbEMHbIX MALIMHHbIX HOCUTENAX MHPOPMaLUN.

Mpoueaypbl YHUUTOXKEHMUA (CTUPaHMA) MHPOPMALMM Ha MALLMHHbBIX HOCUTENSAX, @ TaKKe KOHTPOAS
YHUUTOXKEHUA (cTUpaHMA) MHPopmaumm AO0NKHbI 6biTb paspaboTaHbl ONEpPaTopomM W BKKOYEHbI B
OpraHM3aLMOHHO-PACNOPAANTE/IbHbIE AOKYMEHTbI MO 3aluTe MHopmaLmu.

TpebosaHua K ycuneHuo 3HN.8:

1) onepaTopom A0MKHbI BbITb 0becrneyeHbl PerncTpaumnsa U KOHTPOAb AEUCTBUA MO yAaNeHUIo
3aWmiLaemon MHGOPMaLIUM U YHUUTOXKEHWNIO MALLMHHBIX HocuTenein MHbopmaLuu;

2) onepatopom A0/IKHblI NPOBOAUTLCA MepuoAMYEecKas MNpPoBepKa Mpoueayp M TecTMpoBaHue
CPeACTB CTUPAHMNA MHOPMALMM N KOHTPOAA yaaNeHUsa MHPopMaLuu;

3) onepatopom nepea NoAKAOYEHMEM K MHPOPMALIMOHHOM cucTemMe A0/KHO BbiTb obecnevyeHo
YHUUTOXeHne (cTupaHune) mHpopmaumm ¢ HocuTenelt MHbopmaLUn nocae Mx NpuobpeteHus u npu
NepBUYHOM  MOAKAOYEHUM K  WHPOPMAUMOHHOM  CUCTEME, MNPUM  WUCMNOJIb30BAHUM B UHbIX
WHOOPMAUMOHHBIX CUCTEMAxX, NpU nepegade AA8 MNOCTOAHHOIO WCNO/b30BaHMA OT OA4HOrO
nosib3oBaTeNss APYroMy foJsib30BaTesto, MoC/ie BO3BPALLEHUA U3 PEMOHTA, @ TaKKe B MHbIX CAy4asnx,
onpeaensemMbix onepaTopom;

4) onepaTtopom O0/KHO ObiTb 06eCneYeHo YHUYTOMKEHNE MALUUHHbIX HocuTenein nHdopmaLmy,
KOTOpble He noAJiexaT ouncTKe (HenepesanucbiBaemble MallMHHbIE HOCUTENN UHbOPMALUKM, TaKNE KaK
onTuyeckue auckm tnna CD-R);

5) onepatopom f[o0/XKHbI NPUMEHATbCA ClefylolimMe Mepbl MO YHUUTOXKEHUIO (CTUPaHUIO)
MHPOPMALMN Ha MALMHHBIX HOCUTENAX, UCKNIOYAIOLLME BO3MOMKHOCTb BOCCTAHOB/IEHUA 3aLLMLLaeMOM
MHbopMmauuu:

a) yaaneHve $annoB WTaTHbIMK CPEeACTBaMU ONepaumoHHON cuctembl U (Man) dopmaTnpoBaHue
MaLUMHHOro HocuTens MHPOPMaLMM LITAaTHbIMK CPEACTBAMU OMNEpPaLMOHHON CUCTEMDI;

6) Nepesanucb yHUUTOXKaemblIxX (CTMpaemsbix) GainnoBs caydaiiHoli 6UTOBOMN NoCNea0BaTeNbHOCTbIO,
yaaneHue 3anucu o dainax, obHyneHme xypHana $GaioBOM CUCTEMbI UKW NOMHAA Nepesanncb BCero
aflpecHOro  NPOCTPaHCTBA  MalUMHHOrO  HOCUTeNns  MHpopmMaumm  CAyyaHoW  BuToBOWA
nocaeA0BaTeNbHOCTLIO C NOC/AeAyoWMM GopmMaTUPOBaHMEM;

B) O4YnUCTKa BcCero ¢M3MH€CKOFO NPOCTPaAHCTBA MaALUMHHOINO HocCuUTenAa MHCI)OpMaLI,MM, BK/1tO4aA
cboliHble U pe3epBHble 3/1€MEHTblI NaMATU chneunaan3nmpoBaHHbIMU Nporpammamn UanM yTuantamum
npounssoguTend,;



r) nonHas MHOroKpaTHas nepes3anucb MalIMHHOMO HOCUTens WHbopMauuu crneuuanbHbIMU
6MTOBbLIMM MOCAEA0BATENbHOCTAMM, 3aBUCALWMMM OT TWUMa HaKOMUTENA W MCMNOJ/b3YEeMOro MeToAa
KOAMPOBaHUA MHPOPMAaLIMKN, 3aTEM OYMUCTKA BCEro GpU3MYECKOro MPOCTPaHCTBA HaKonuTens, BKAOYasn
COOMHbIE U pe3epBHble 3/1EMEHTbI NamATU CMeLManmM3MpoBaHHbIMK MPOrpaMmMmamm UAN YTUANTAMM
npoussoauTens;

4) pa3marHMYnMBaHme MallMHHOTO HoCuTeNa MHpopmaLmm;

e) Pusnyeckoe yYHUUTOKEHME MALUMHHOIO HOocUTens WMHpopmaumm (B TOM UMUC/e CKUraHue,
n3mesibueHWe, NiaBaeHME, pacLLeneHne, pacnblieHUe U gpyroe).

CopeprkaHue 6asoBon mepbl 3HN.8:



Mepa 3awmTbl

Knacc 3awwmuieHHoCcTM MHGOPMaLMOHHOM cUCTEMBI

nHpopmauum
4 3 2 1
3HWN.8 + + + +
Ycunenue 3HN.8 5a 1,56 1,58 1,2,3,5r




3.5. PETMCTPALMA COBbITUIN BE3ONACHOCTM (PCB)

3.5.1. PCb.1 OMPEAENEHME COBbITUM BE3OMACHOCTW, NMOAJEXALLMX PEFMCTPALNUK, U
CPOKOB X XPAHEHWUA

TpeboBaHmMa K peanusauum PCB.1: OnepaTopom A0MXHbI ObiTb onpegesieHbl cobbITUA
6e3onacHOCTU B MHPOPMALMOHHOM CUCTEME, NoANeNKallMe perucTpauum, U CPOKN UX XpaHeHus.

CobbiTna 6e3onacHOCTM, Noanexawme peructpaumm B UHGOPMALMOHHOM CUCTEME, AOJXKHbI
onpeaensaTbea ¢ y4eToM cnocobos peannsaumum yrpos 6€3onacHoCcTM ans MHGoOpPMaLMoHHOM cnuctemol. K
cobbiTAM 6e30nacHOCTH, NOSNENKAWMM PErUCTPALUN B UHPOPMALMOHHON CUCTEME, OO0/KHbI ObiTb
OTHeceHbl Atobble MNpPoABAEHUA COCTOAHUA MHOOPMALMOHHOM CUCTEMbI M €€ CUCTEMbI 3alLUTbI
MHbOPMaLUMK, YKa3bIBalOLLME HA BO3MOMKHOCTb HapyLEHUA KOHOUAEHUMANbHOCTU, LENOCTHOCTU UK
OOCTYNHOCTU MHPOPMALMKN, AOCTYNHOCTM KOMMOHEHTOB MHGOPMALMOHHON CUCTEMbI, HAPYLIEHUA
npoueayp, YCTaHOBNEHHbIX OPraHW3aUMOHHO-PACNOPAAUTENBHBIMU — AOKYMEHTAMM MO  3awuTe
MHOOPMaALMKM OMNepaTopa, a TAKKe Ha HapyweHue WTATHOro QYHKUMOHMPOBAHMA CPEeACTB 3alMTbl
nHpopmaymu.

CobbiTna 6e30nacHOCTM, nognexKalime perucTpaumm B MHPOPMaLMOHHON CUCTEME, U CPOKU UX
XPaHEHMA COOTBETCTBYIOLIMX 3aNMCeN  PerucTpauMoOHHbIX KYpPHANoB  A0/KHbI  obecneumBaTb
BO3MOXHOCTb OBHapyKeHUA, AEHTUOUKALUN M aHAN3a UHUMAEHTOB, BO3HUKLLMX B MUHPOPMALMOHHOM
cucteme. MNoanekat perncrtpaumm coboitna 6esonacHoCTH, CBA3AHHbIE C NPUMEHEHMEM BblGpaHHbIX Mep
no 3awmTe MHPopmaLmMn B UHGOPMALIMOHHOM CUCTEME.

MNepeyeHb cobbLITUIN 6E30MacHOCTU, PernucTpaumnsa KOTOpbIX OCYLLECTBASETCA B TEKYLWMUN MOMEHT
BpemeHu, onpeaenseTcA onepaTtopoM UCXoAA M3 BO3MOXKHOCTEM peanusaumm yrpos 6esonacHoctu
UHbopMauun ©n  GUKCMpyeTCcs B OPraHM3aLUMOHHO-PACNoOPAAMTENbHbIX [OKYMeHTax no 3auute
nHbopmauum (AoKyMeHTUpYeTCA).

B MHq)OpMaLI,MOHHOﬁ cncreme Kak MMHUMYM noanexat perucrtpaumm chegyrowme cobbITnA:

BXO4 (BbIXOA4), @ TaKxe MOMbITKM BXOA4A CYObEeKTOB AOCTyNa B MHOOPMALMOHHYIO cCUCTEMY W
3arpysku (octaHoBa) onepauyoHHON CUCTEMBI;

NOAK/AOYEHME MALIMHHBIX HocuTene uHoOpmauuM W BbiBOL WMHOOPMAUMKM Ha HOCUTENM
nHpopmaymu;

3anyck (3aBeplleHWe) nporpamm M npoueccoB (3agaHwuii, 3agad), CBA3aHHbIX C 06paboTKOM
3alMLLaeMOn MHGoOpMaLUK;

MonbITKM [O0CTYyNa MPOrPaMMHbIX CPeACTB K OnpefenseMblM OnepaTopom  3alML,AaeMbiM
0bbeKkTam AocTyna (TeXHWYecKMm cpeacTsBam, y3nam CeTH, JMHUAM (KaHanam) CBS3M, BHELHWUM
yCTpOWCTBaMm, NporpaMmam, TOMam, Katanoram, paitnam, 3annucam, Noasm 3anucei) U MHbIM ob6beKTam
[ocCTyna;

NOMNbITKM yOaNE€HHOIo A0CTyna.

CoctaB u cogepxkaHve WHPoOpMauumn o cobbiTMAX 6e30MacHOCTH, MOANENalUMX perncTpaumu,
onpeaenatotca B cootsetctamu ¢ PCB.2.

TpeboBaHuA K ycunenuio PCB.1:

1) onepatopom gonxeH obecrneunMBaTbCA MepecmoTp nepevyHAa cobbiTuii  6esonacHocTy,
nogfexalmx perucTpaummn, He MeHee 4Yem OAMH pa3 B rof, a TaKXkKe MO pe3y/ibTaTaM KOHTPOASA
(MoHUTOpUHIa) 3a obecneyeHMem YpPOBHA 3alLMLLEHHOCTM WHbOPMauUmMK, codeprKallenca B



MHPOPMALMOHHOM CUCTEME;

2) onepaTopom B nepedeHb cobbITHIt 6e30MacHOCTM, MoA/eNKalmMX PErMCcTpaLmUn, A0XHbI BbITh
BK/KOYEHbl COBbITUA, CBA3aHHblE C AEUCTBMAMM OT MMEHW MNPUBUAETMPOBAHHbLIX YYETHbIX 3anucei
(aamuHUcTpaTopOB);

3) onepaTtopom B nepeveHb cobbITUIA He3onacHOCTU, NoANeXallMxX PerucTpaLmm, AoMKHbl bbiTh
BK/IIOYEHbI COBLITUA, CBA3AHHbIE C U3MEHEeHMEM NPUBUAETNI YUETHbIX 3anucei;

4) onepaTopom AO/KeH 6bITb obecneyeH CPOK XpaHeHUsa MHPOPMaLUM O 3aPerncTPUPOBAHHbIX
cobbiTnAX 6€e30MacHOCTM He MeHee Tpex MecAUEeB, €CNM MHOEe He YCTaHOBAEHO TpeboBaHUAMMU
3aKoHogaTenbcTBa Poccuiickoi deapepauuu, npu sTom:

a) OCyLlwlecTBIAETCA XpaHEHUE TOJ/IbKO 3anucel o BbliiBIEHHbIX COBbITUAX 6e30r|aCHOCTM;

6) ocyllecTBNAeTCA XpaHeHWe 3anuceit O BbiABNEHHbIX CObbITUAX 6e30nacHOCTM W 3anuceit
CMCTEMHBIX }KYPHAN0B, KOTOPbIE MOCAYXKMUIN OCHOBaHUEM A8 perncrpaumnm cobbitna 6esonacHocTy;

B) OCYLLECTB/AAEGTCA XPaHEHME KYPHA/I0B MPU/IOMKEHUIA, KOTOPbIE MOCAYXWAM OCHOBAHMEM A/A
perucrTpauumn cobbitna 6esonacHocTy;

I') OCyLLEeCTBNAETCA XPaHEHUNE BCEX 3anucen CUCTEMHbIX KYPHanoB un cobbITUi 6e3OI'IaCHOCTVI,'

[1) OCYLLECTBNAETCA XpaHEeHMNEe BCEX 3aNMUCEN KyPHANI0B NPUIONKEHWNA.

CopepraHue 6aszoson mepbl PCB.1:



Mepa 3awmTbl

Knacc 3awmiuieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
PCB.1 + + +
Ycunenue PCB.1 1,3, 4a 1,2, 3,46




PCB.2 ONPEAENNEHUE COCTABA U COAEPKAHUA NHOOPMALMN O COBbITUAX BE3OMACHOCTH,
NOONEXRALLNX PETUCTPALINNA

TpeboBaHua K peanmsaumm PCB.2: B MHPOPMALMOHHOM cucTEMeE AO/KHblI ObiTb onpeaeneHbl
COCTaB U coaepraHue nHpopmaumm o cobbiTuAXx 6e30MacHOCTH, NoANEKALUMX PErUCTPALNN.

CoctaB M coaepraHue WHPoOpmMauUuM O CcOObITUAX OE30MacHOCTWU, BK/OYAEMOM B 3anucu
perucTpauum o cobbiTAx 6e30MacHOCTU, [AO/MKHbI, KaK MMHUMYM, obecneuynTb BO3MOMKHOCTb
naeHTMGMKauunm Tuna cobbitAa 6He3onacHoCTM, [AaTbl W BpemMeHM cobbiTuAa 6e3onacHoCTH,
NMAEHTUOMKALUMOHHON  UHPOPMaLMKM  UCTOYHMKA cobbiTua 6He3onacHoCcTH, pesynbTaT  cobbiTuA
6esonacHoOCTM (ycnewHo WAW HeycnewHo), cybbekT goctyna (nonb3oBaTenb wu (Mam) npouecc),
CBA3aHHbIM C AaHHbIM cObbITEM 6e30MacHOCTMH.

Mpu pernctpaumm Bxoda (BbiIxoga) cybbeKToB A0CTyna B MHPOPMALMOHHYIO CUCTEMY U 3arpy3Ku
(ocTaHOBa) onepaLMOHHOM CUCTEMbI COCTaB U codeprkaHne MHOOPMaLUM AO0/MKHbI, KaK MUHUMYM,
BK/lOYATb AaTy M Bpems Bxoda (Bbixoga) B cuctemy (M3 cucTemMbl) WMAM 3arpy3ku (ocTaHoBa)
onepaLmnoHHONM CcUCTEMbI, pPe3ynbTaT NOMbITKM BXoAa (ycnelHasa uan HeycneluHas), pesyabTaT NonbITKK
3arpysku (octaHoBa) onepauMoHHOM cucTembl (ycnewHas WAWM HeychnewHasa), uaeHTUdUKatop,
npeAbaABAEHHbIN MPY NONbITKE AOCTYMNa.

Mpwn perncrpaunm NOAKNIYEHNA MALWNHHBIX HOCUTENEN MHGOPMALUKM M BbiBOAa MHOPMALMM Ha
HOCUTENU MHPOPMALIMN COCTAB U COAEP)KaHME PErUCTPALMOHHbLIX 3anuUCen AOJSIXKHbI, KaK MUHUMYM,
BK/ItOYATb AaTy M BPEMA MOAKAIOYEHUA MALLMHHbIX HOCUTenel nHbopmaLmm 1 BbiBOAa MHPOPMALMK Ha
HOCUTENM UHObOPMaLMKM, JforMyeckoe MmA (HOMep) MOAKAOYAEMOro MALMHHOIO  HOCUTeNs
MHbOPMaUUK, naeHTUdPUKaTOp CybbeKTA AOCTYNA, OCYLLECTBAAIOLLErO BbIBOA, MHPOPMALIMM HA HOCUTENb
nHpopmaymu.

Mpu perncTpaumm 3anycka (3asepLueHnsa) Nporpamm 1 NpoLLeccos (3agaHnii, 3agad), CBA3aHHbIX C
06paboTKoOi 3aLMLEaEeMOi MHPOPMALMK, COCTaB U COAEpXaHNe PerncTpaumoHHbIX 3anmncein LOKHbI,
KaK MWHMMYM, BK/OYaTb OaTy M Bpems 3anycka, uma (naeHTudbukaTtop) nporpammbl (npouecca,
3afdaHus), uaeHtuduMKatop cybbekTa goctyna (ycTpoiicTea), 3anmpocuBlIero nporpammy (npouecc,
3aJaHue), pe3ynbTar 3anycKka (yCrnewHblit, HeycnewwHbIn).

Mpu perncTpaumm MOMbITOK AOCTyna NPOrpammMHbIX CpeacTs (mMporpamm, MpoLEeccos, 3agad,
3afaHuii) K 3awmuaembim ¢aiiam COCTaB U COAEpPIKaHUE PernmcTpauMoHHbIX 3anuceit AO/KHbI, KaK
MWUHUMYM, BKAOYMaTb AAaTy M Bpema MOMbITKM AOCTyMNa K 3awuwaemomy ¢ainy € ykasaHuem ee
pesynbTaTta (ycnewHas, HeycnewHas), naeHTuduKkaTop cybbekTa goctyna (ycTpoicTea), cneundouKkaumio
3awmwaemoro daina (normyeckoe UMa, Tmn).

Mpu perncTpaummn NonbITOK AOCTyNa NPOrpPamMMHbIX CPeACTB K 3almuaembim 0b6beKkTam 4oCTyna
(TEXHMYECKMM cpeacTBam, y3/1am CETU, IMHUAM (KaHanam) CBA3W, BHELWHMM YCTPOMCTBAM, NPOrpaMmmam,
TOMam, KaTasioram, 3anucAm, NOASM 3anuceil) cocTaB U coaeprkaHue MHOOPMAUMKU AONXKHbI, KaK
MWHMMYM, BK/OYaTb AaTy M Bpemsa MOMbITKM AO0CTyMa K 3aWmwaemomMy OBbEKTy C yKasaHuem ee
pesynbTaTa (ycnewHas, HeycnelwHas), naeHTuourkaTop cybbekTa gocTyna (ycTpolictea), cneunduKkaumio
3awmwaemoro obbekTa goctyna (nornyeckoe nma (Homep).

Mpy peructpaumm MOMbITOK YAANEHHOTO AO0CTyna K MHGOPMALMOHHOW CUCTEME COCTaB M
cofepiKaHne MHPOPMaLMN AO/KHbI, KAK MUHUMYM, BK/IOYaTb AaTy WM Bpems NOMbITKU yAaNEeHHOro
AOCTYyNa C yKasaHMem ee pesy/nbTaTa (ycnewHas, HeycrnewHas), uaeHtudukatop cybbekTa LocTyna
(ycTpolicTBa), Mcnonb3ayemblii MPOTOKOA AOCTyNa, UCMONb3yeMblt UHTepdelic aoctyna u (Mnu) MHyko
MHPOPMaUMIO O MOMbITKAX YAANEHHOTO A0CTyNa K MHGOPMALMOHHOM cucTeme.

Coctas u cogepxaHue MHd)OpMaLI,MVI 0 cobbITUAX 6e30|'IaCHOCTVI, noanexawux perncrtpauum,
OTpPaXKakTCA B OpraHN3aUMOHHO-pacnopAanNTENIbHbIX AOKYMEHTaX onepaTtopa no 3awuTe MHd)OpMaLI,VIM.



TpeboBaHua K ycuneruto PCB.2:

1) B uHPopmaUMOHHON cucTeme obecneymBaeTcAa 3anMcb AOMONHUTENbHON WHPOpMauMM O
cobbITUAX 6€30MacHOCTU, BKAOYAIOLLYIO:

a) NONHOTEKCTOBYHO 3anNUCb NPUBMIETMPOBAHHbIX KOMaHZA (KOMaHZ, YNpaBastoWmMX CUCTEMHbIMM
dyHKUMAMNM);

6) 3anu1cb ceTeBbIX NOTOKOB (Aamnos), CBsI3aHHbIX C cObbITMEM Be3onacHoCTY;

2) B MHPOpPMaLUMOHHON cucTeme obecrneuymBaeTcsa LLEHTPaA/IM30BaHHOE YNpaB/ieHME 3anucaAMM
perncrpaumnm cobbitnii 6e30MNacHOCTM B pamMKax CermeHToB MHPOPMALMOHHOM CUCTEMDI, ONpeaensiemblxX
onepaTopom, 1 (M1n) MHGOPMaLIMOHHOM CUCTEMbI B LIE/IOM;

3) B UHDOPMaLMOHHOM cucTeme obecneunBaeTcs UHAMBMAYANbHAA PerucTpalma nonb3osaTenei
rPynnoBbIX Y4ETHbIX 3anucen <*>;

<*> JloKanbHble U AOMEHHbIE rpynnbl nonb3oBaTtene.

4) B MHPOpMaLMOHHOW cucTeme obecneumBaetca perncTpauma uHbopmaumMm o mecte (B
YaCcTHOCTM ceTeBOW agpec, reorpaduyeckan npuesaska wu (Mam) apyraa MHPoOpmauMs), C KOTOpPOro
OCYLLECTBAAETCA BXOA, CYObeKTOB A0CTYNa B MHGOPMALMOHHYIO CUCTEMY;

5) B8 MHOOPMALMOHHON cUCTEeMe COCTaB W COAep)KaHue PernmcTpaumoHHbIX 3anucen npu
perncTpauum 3anycka NPoLLeccoB (NPUAOXKEHUI) AONXHbI BKAOYATb Cleaytolme ceeaeHns:

a) napameTpoB 3anycKa npotecca (NpunosxkeHua);

6) NPOAONKUTENBHOCTb PaboThI;

B) 06bEKTbI OCTYNA, K KOTOPbIM OCYLLLECTBAANOCL ObpaLlLeHMe npouecca (NpUAoKeHNns);
r) NCNoNb30BaHHbIe NPOLECCOM (MPUNOXKEHUEM) YCTPOMCTBA;

6) B UHGOPMaUMOHHOK cucTeme obecneunmBaeTca 3anunch cieayowen MHPopPmMaLMn, CBA3AHHOM C
OOCTYNom K o6bekTam focTyna (B YaCTHOCTM K dpaiinam):

a) TMn gocTyna (B TOM YyMcae YTeHME, UCNONHEHME, 3aNUCb U (MNK) UHbIE TUMbI);

6) nsmeHeHne aTpmbyToB 06BHEKTOB AOCTyna (NpaBa AOCTyna, KOHTPOJ/IbHbIE CYMMbl, pasmep,
coaepraHue, nyTb, TUN U (UAK) MHbIe aTPUBYTbI);

B) NPOAO/IKUTENBHOCTb A0CTYNa.

CogpeprkaHue 6asoson mepbl PCB.2:



Mepa 3awmTbl

Knacc 3awmiuieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
PCB.2 + + +
Ycunenue PCB.2 1a 1a




PCB.3 CBOP, 3ANMNCb N XPAHEHNE MH®OPMALIMM O COBbITUAX BE3OMACHOCTW B TEYEHUE
YCTAHOBJIEHHOIO BPEMEHW XPAHEHUA

TpeboBaHuA K peanusauyum PCB.3: B nHGOpMaLMOHHOM cucTeMe AOJKHbI ocyLwecTBaaTbca cbop,
3anucb U XpaHeHMe MHbopmaummn o cobbiTuAX 6e30nacHOCTU B TeYEHME YCTAHOBAEHHOrO OnepaTopom
BPEMEHW XpaHeHnsa MHPopmaLmm o cobbiTax 6esonacHoCcTu.

C6op, 3anucb U xpaHeHne MHbOPMaLUMM O COBbITUAX 6E30NACHOCTM B TeYEHUE YCTaHOBIEHHOro
BPEMEHM XPaHEHUA LO/IKEH NpesyCcMaTpUBaTh:

BO3MOXHOCTb BblbOpa agMUHUCTPATOPOM 6e30MacHOCTM CobbITUIA 6e30MacHOCTM, NogneXKalumnx
perncTpaunmn B TEKYLLMA MOMEHT BPEMEHU U3 nepeyHa cobbiTit 6e3onacHOCTU, onpeaeneHHbIX B
cootBetcTBumn ¢ PCB.1;

reHepaumio (cbop, 3anucb) 3anucen peructpaumm (ayaurta) gns cobbiTvii  6esonacHocTy,
noanexauux pernctpaunn (ayamty) B cootsetcteum ¢ PCB.1 ¢ coctaBom u coaeprkaHuem nHbopmaumm,
onpeaeneHHbimun B cootsetcTemm ¢ PCE.2;

XpaHeHne MHbopmaumm o cobbiTuAx 6e30MacHOCTM B TEYEHUE BPEMEHM, YCTaHOBJIEHHOIO B
cootBeTtctemu ¢ PCB.1.

O6bem NnamATK Ansa XpaHeHns HGopMauum o cobbITUAX 6e30MacHOCTM A0/XKeH BbiTb PacCYMTaH U
BblAENEH C Y4ETOM TUMNOB cObbITUIM Be3onacHOCTU, NoANEKaLLMX perncTpaunmn B cootsetctamm c PCB.1,
COCTaBOM W cofeprkaHuem MHpopmaumm o cobbiTUAX 6e30MacHOCTU, NoAJsiexKalmx perncrtpaunun, B
cooTBeTcTBUM ¢ PCB.2, NporHo3mMpyemoii 4actToTbl BOSHUKHOBEHUA NOANENKALMX PErUCTPaL MM COBbITUM
6e30nacHOCTN, CpOKa XpaHeHus MHOpMauMM O 3apPerucTpmpoBaHHbIX cobbiTuAX 6esonacHocTU B
cooteeTcTBmn ¢ PCBE.1.

MpaBuna u npoueaypbl cbopa, 3anuUcKM U XpaHeHus MHPopmaLUM O cobbITUAX Be3onacHOCTU
pPernameHTUPYIOTCA B OPraHM3aUMOHHO-PACNOPAANUTENbHBIX [OKYMEHTax onepatopa Mo 3awure
nHbopmaumu.

TpeboBaHua K ycunenuto PCE.3:

1) B WHPOPMAUMOHHOW cUCTEME OO/MKHO b6biTb  obecneyeHo  LEHTPasM30BaHHOE
aBTOMAaTU3MpPOBAHHOE ynpaB/ieHWe c6OpPOM, 3aNUCbi0 U XpaHeHMem WHbopMaUMM O COBbITUAX
bes3onacHoCTU;

2) B MHObOpPMaALMOHHON cucTeme obecneumBaeTca 06begMHEHME WHPOPMALMKM U3 3anucei
perucTpauumn cobbiTvii 6€30MacHOCTM, NOJlYY4EHHOW OT pPasHbIX TEXHWUYECKUX Cpeacts (YCTPOWMCTB),
nporpammHoro obecnevyeHua MHPOPMALLMOHHOM CUCTEMDI, B €4MHbIA JOTMYECKUA UAN GUSNYECKUI
KYpHan ayauTta C Koppensauuein wHPopmaumm No BpPeMeHUM A1 CBOEBPEMEHHOTO BblIIBAEHUA
WHUWAEHTOB U pearMpoBaHns Ha HUX;

3) B uHdOpMauLMOHHOM cucTeme obecneymBaeTcs obbeauHeHMe WHPOPMAUUKM U3 3anucei
perucTpaunmn cobbiTvii 6e30MacHOCTM, MONYYEHHOW OT pPasHbIX TEXHWYECKUX cpeacts (ycTpoiicTs),
nporpammHoro obecrnevyeHua MHPOPMALLMOHHOM CUCTEMBI, B €4MHbIA NOTMYEeCKMA UnnM GU3MYeCcKui
KYpHaN ayguta c Koppensuvein uHpopmauum no cobbituam 6e30nmacHoCTM 4/ CBOEBPEMEHHOrO
BbIAB/EHNA MHUMAEHTOB M PearMpoBaHMA Ha HUX B macluTabax onepartopa;

4) B nHPOpMaLMOHHON cucTemMe ob6ecnevnmBaeTca XpaHeHMe 3anuceit CUCTEMHBIX *KYPHAAoB U
3anuceit o cobbiTmax 6esonacHocTM B 06ocobneHHOM XpaHuauuie, GU3MYECKM OTAENEHHOM OT
TEXHUYECKMX CPEACTB, BXOAALLMX B COCTaB MHOOPMALMOHHOMN CUCTEMBI.

CopeprkaHue 6asoBon mepbl PCB.3:






Mepa 3awmTbl

Knacc 3awmuieHHoCcTU MHGOPMaLMOHHOM CUCTEMDbI

nHpopmauum
3 2
PCB.3 + +
Ycunenune PCB.3 1




PCB.4 PEATMPOBAHWME HA CEOW MPU PETUCTPALMW COBbITUW BE3ONACHOCTU, B TOM YUC/IE
AMMAPATHBIE U TIPOTPAMMHbBIE OWWBKK, CBON B MEXAHU3MAX CBOPA WH®OPMAUUN WU
OOCTUKEHUE NPEAENA UMW NEPENONHEHUNA OBBEMA (EMKOCTU) NAMATU

TpeboBaHua K peanusaumm PCB.4: B nHOOpPMaAUMOHHOM cUCTEME AONKHO OCYLLECTBAATLCA
pearMpoBaHue Ha cbou npu perncrpaumm cobbiTl H6e30nmacHOCTK, B TOM Yuc/ae annapaTHble U
nporpamMmmHble owWwunbKK, cbonm B MexaHMamax cbopa MHPOpMaLUUM WU AOCTUNKEHME npedena WUAu
nepenosiHeHns obbema (eMKOCTH) MamaATH.

PearnpoBaHue Ha cboun npu peructpaumm cobbiTuin 6e30MacHOCTU AOKHO NpeaycMaTpuBaTh:

npeaynpexaeHuve (cMrHanusauma, MHOMKauMA) agMUHUCTPATOPOB O cbHoax (annapaTHbIX U
nporpamMmHbIX oOlMbKax, cbosAx B mexaHu3Max cbopa WHPopmauum KAM nepenonHeHua obbema
(emkocTM) namsaTK) Npu perncTpaummn cobbiTnin 6esonacHocTy;

pearmpoBaHMe Ha cbou npu peructpaumm cobbiTMiA 6He3onacHOCTM nyTem U3MeHeHuUsA
aAMMHUCTPATOpPamMM NapameTpoB cbopa, 3anuncu 1 xpaHeHns MHpopmaunmn o cobbiTUAx besonacHocTH, B
TOM 4MCNe OTKAKYeHWe 3anncn MHpopmaumm o cobbiTuaXx 6e30MacHOCTM OT 4YacTU KOMMOHEHTOB
MHPOPMALMOHHOM CUCTEMbI, 3aMNCb NOBEPX YCTapPEBLUMX XPaHMMbIX 3anncen cobbiTnin 6e3onacHoCTu.

MpaBuna n npoueaypbl pearnpoBaHua Ha cbou npu perncrpaumm cobbiTmin BesonacHocTU
pernaMmeHTUpyoTCS B  OpPraHM3aLMOHHO-PacnopsAnTe/IbHbIX  AOKYMEHTax ofepatopa no 3awure
nHpopmaymu.

TpeboBaHuA K ycunenuio PCB.4:

1) B MHOOPMAUMOHHON cucTeme obecrneymBaeTcs BblAava NpeaynpexaeHus agMUHUCTPATopy
NPV 3ano/IHEHUWN YCTAHOB/JIEHHOM OMepaTopoOM YacTu (MPOUEHT uaM ¢akTMYecKoe 3HaveHue) obbema
namaATu gnsa XpaHeHna nHbopmaumnmn o cobbiTnax 6esonacHocTy;

2) B MHdopmaLUMOHHON cucteme obecneymBaeTca Bblaadya nNpeaynpexaeHus agMUHUCTPaToOpy B
macwTtabe BpemeHu, 6AN3KOM K peasibHOMy, NPU HAcTYNNeHUM KPUTUYHBIX cOoeB B MexaHM3max cbopa
MHbOPMaUUK, onpeaeneHHbIX onepaTopom;

3) B MHdpopmauMoHHONW cucteme obecneumsaeTcs 3anpeT 06paboOTKM MHPOpPMaUUKM B Cayvae
annapaTHbIX MAW NPOrPaMMHbIX OWKBOoK, cboeB B MexaHM3max cbopa MHPOPMaLUN NAN LOCTUNKEHUA
npegena uav nepenosiHeHna obbema (eEMKOCTH) NamaTy.

CopeprkaHue 6a3oBon mepbl PCBE.4:



Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
PCb.4 + + + +
Ycunexue PCb.4 13, 2

PCBE.5 MOHUTOPWHT (MPOCMOTP, AHA/IN3) PE3Y/IbTATOB PETUCTPALMM COBbITUA BE3ONACHOCTU U PEATMPOBAHUE HA HUX

TpeboBaHua K peanusaumn PCB.5: OnepaTopom [AO/MKEH OCYLECTBAATbCA MOHMTOPUHI (MPOCMOTP, aHanu3) pPes3ynbTaToB PerucTpauymn cobbiTuit
6€30MacHOCTM 1 pearnpoBaHMe Ha HUX.

MOHUTOPUHT (MPOCMOTP M aHanu3) 3anucelt perucTpaummn (ayamra) OONKEH NPOBOAUTLCA ANA BCEX COOLITUI, NOAEKALLMX PErUCTPALUMN B COOTBETCTBUM C
PCB.1, 1 Cc NepuvoaMYHOCTbIO, YCTAHOB/IEHHOW oOnepaTopom, M obecneymBalolleil CBOEBPEMEHHOE BbIfB/IEHWE MPU3HAKOB MHUMAEHTOB 6e3omnacHocTV B
MHDOPMALMOHHON cucTEME.

B cnyuae BbiABAeHME NPU3HAKOB MHUMAEHTOB 6€30MacHOCTU B MHPOPMALMOHHOW CUCTEME OCYLLECTBAAETCA NAaHUPOBAHNE U NpoBEAEHME MePONPUATUIA NO
pearnmpoBaHMUIO Ha BbISBJEHHbIE MHLMAEHTbI 6e3onacHoCTy.

MpaBuna v npoueaypbl MOHUTOPUHIA PE3yAbTaTOB PErncTpaLmm cobbiTuii 6e30MNacHOCTU M PearmpoBaHuA Ha HUX Per1aMmeHTUMPYIOTCA B OpraHn3aLMOHHO-
pacnopsaauTenbHbIX AOKYMEHTax onepaTtopa Mo 3awmte nHpopmaumu.

TpeboBaHuA K ycuneHuio PCB.5:

1) B MHGOPMALIMOHHOW cUCTeMe A0MKHbI 0becneunBaTbCa MHTErpaLmMa pPesynbTaToB MOHUTOPUHIA (MPOCMOTPa M aHanM3a) 3anuceit pernuctpaunu (ayamra)
M3 PasHbIX UCTOYHUKOB (KYPHANOB, XpaHUAULL MHGOPMALMK O COBbITUAX BE30MaCHOCTU) U UX KOPPenaums C Lesiblo BblSiBIEHUA UHUMAEHTOB 6€30MacHOCTU U
pearMpoBaHus Ha HUX;

2) B MHGOPMALMOHHON cucTeme OBECrneynMBaeTCs MHTerpaums npoLeccoB MOHUTOPWHIA (MPOCMOTPa, aHanW3a) pes3y/abTaToB Perncrpaumm cobbiTui
6e30MacHOCTM C pe3y/ibTaTamMu aHaAu3a yAa3BMMOCTEN, NPOBOAMMOro B cooTBeTcTBMM ¢ AH3.1, u pesynbTaTtamm oBHapyKeHWUs BTOPKEHWMW, NMPOBOAVMOIO B
cooTBeTcTBUM ¢ COB.1 ¢ LLesIblo YCUIeHNs BO3MOXKHOCTEN NO BbISIBNEHMWIO NMPU3HAKOB MHLMAEHTOB 6€30MacHOCTH;

3) B MHOOPMALMOHHOM cucTeme obecrneymBaeTcs NONHOTEKCTOBbIN aHaM3 NPUBUAETMPOBAHHbIX KOMaHA4;



4) onepatopom obecneuynBaeTcs aHaM3 3aNMCaHHbIX CETEBbIX MOTOKOB (,D,aMﬂOB).

CopeprkaHue 6asosoit mepsbl PCB.5:

Mepa 3awmTol Knacc 3awmuweHHOCTU MHGOPMaLMOHHOM cUCTEMBI
nHpopmauum
4 3 2 1
PCB.5 + + + +
Ycunenue PCB.5 1

PCB.6 TEHEPMPOBAHWE BPEMEHHbIX METOK W (U1M) CUHXPOHWU3ALIMA CUCTEMHOIO BPEMEHU B UH®OPMALIMOHHOM CUCTEME

TpeboBaHua K peanusauym PCB.6: B MHPOPMaUMOHHON cUCTEME [OO0/KHO OCYLLECTB/ATLCA FeHepMpPOBaHUE HaZeXKHbIX METOK BpemMeHu u (uawm)
CUHXPOHU3ALUMUA CUCTEMHOIO BPEMEHM.

MonyyeHWe METOK BPEMEHM, BKAOYAIOLWMX AATYy W BPEMSA, UCMO/b3YEeMbIX MPU FeHepaumu 3anucelt perncrpaumu (ayamrta) cobbitmii 6e3onacHocTM B
MHDOPMaLMOHHOM CUCTEME AOCTUTAeTCA NOCPeACTBOM NMPUMEHEHMSA BHYTPEHHMUX CUCTEMHbIX YacOB MHGOPMALMOHHON CUCTEMDBI.

TpeboBaHua K ycunenuto PCE.6:

1) onepatopom VIHd)OpMaLI,MOHHOﬁ CnCTtembl O01KEH 6bITb onpeaneneH UCTOYHUK HaAeXKHbIX METOK BPEMEHU; B VIHd)OpMaLI,MOHHOﬁ cncreme O01XKHa
BbIMO/IHATLCA CUHXPOHN3aLMA CUCTEMHOIO BPEMEHU C NEPUOANYHOCTbLIO, onpe,a,eneHHoﬁ onepatopom.

CopeprkaHue 6asoBoit mepbl PCB.6:

Mepbl 3aLLUTbI Knacc 3aumiieHHocTM MHGOPMaLIMOHHOM CUCTEMbI

nHpopmauum
4 3 2 1
PCB.6 + + + +
Ycunernue PCB.6 1




PCB.7 3BALLUTA UHOOPMALMN O COBbITUAX BE3ONACHOCTU

TpeboBaHua K peanmsaunmn PCB.7: B MHPOPMALMOHHOM cucTeMe Ao0KHa obecneymBaTbea 3awmTa MHGopmaummn o cobblTuax 6esonacHocTu.

3awmTa UMHbOpMauMmn o cobbiTuAXx 6He3onacHOCTM (3anucAx pernctpauuu (ayauTta)) obecneymBaeTcA MpPUMMEHEHMEM Mep 3aluTbl MHbOpMaLMM OT
HEenpaBOMEPHOro AO0CTYNa, YHUUTOXKEHMA AU MOAMDULMPOBAHUSA, ONpeaeNeHHbIX B COOTBETCTBMM C HACTOALWMM METOANYECKUM AOKYMEHTOM, U B TOM yucie
BK/IHOYAET 3aLUUTY CPEACTB BEAEHMA PerncTpauum (ayanta) U HacTPOEK MEXaHU3MOB PErMCTPALLUN CODbITUI.

Joctyn K 3anucam ayauTa U GYHKUMAM YNpaBieHMA MexaHM3Mamu peructpaumm (ayamuta) Ao/mKeH NpeaocTaBAATbCA TONbKO YMNONHOMOYEHHbIM
OONKHOCTHbBIM INLAM.

MpaBuna ¥ npoueaypbl 3aWmMTbl MHGOPMAUMM O COBLITUAX 6E30MacHOCTM PEernaMeHTUMPYIOTCA B OpPraHM3auMOHHO-PACNOPAAUTENbHBIX AOKYMEHTaxX
onepaTopa no 3awuTe MHPopPMaLmu.

TpeboBaHuA K ycunenuio PCB.7:
1) B uHdOpMaLMOHHOM cncTeme obecneynBaeTca pe3epBHOE KONMPOBaHWeE 3anucei perucTpauuu (ayamra);

2) B MHPOPMaUMOHHOM cucTeme obecneymBaeTca pe3epBHOE KOMUPOBaHME 3anuceil peructpaumu (ayauta) Ha HOCUTENM OLHOKPATHOM 3anucu
(HenepesanucbiBaemble HOCUMTENU MHPOPMALLMK);

3) B MHd)OpMaLI,MOHHOﬁ cncrteme ana obecneveHus LeNoCTHOCTHN VIHd)OpMaLI,VIVI O 3apPerncTpmpoBaHHbIX cobbITMAX H6esonacHoCTH AO/IXKHbI MPUMEHATbLCA B
COOTBETCTBUUN C 3aKOHOAATE/IbCTBOM Poccuiickoi Cbep,epau,mm KpVII'ITOFpad)VILIeCKMe meToAapbl;

4) onepaTtop NpeaocTaBAfeT AOCTYN K 3aNUCAM PerMcTpaumm cobbiTnii 6esonacHocTu (ayauta) orpaHMYeHHOMY Kpyry aAMUHUCTPaTOPOB.

CopeprkaHue 6asosoi mepsbl PCB.7:

Mepa 3awmThbl Knacc 3awwmueHHOCTM MHGOPMaLMOHHOM CUCTEMDI
nHpopmaymm

PCB.7 + + + +




Ycunenue PCB.7 1 1

PCB.8 OBECMEYEHWE BO3MOXHOCTU MPOCMOTPA N AHAJIU3A UHOOPMALMN O AENCTBUAX OTAE/IbHbIX MO/Ib3OBATENEN B UHOOPMALMOHHOWN
CNCTEME

TpeboBaHua K peanunsauum PCB.8: B MHPOPMALMOHHOM cUCTEME O0/IKHA MMETbCA BO3MOXHOCTb MPOCMOTPa M aHanmsa MHbopmaumum o AeNCTBUSX
OTAEeNbHbIX NO/Ib30BaTeNel B UHGOPMALMOHHOM CUCTEME.

CeegeHuna o AeﬁCTBMHX OTAOENDBbHbIX nonb3oBaTesnel B VIH(I)OpMaLI,VIOHHOVI cncrteme O01XKHbl NpeaocCTtaBiATbCA YNO/THOMOYEHHbIM AO0/TIXHOCTHbIM nMUam ONnAa
NPOCMOTpPa MU aHanAn3a C uUesbio paccneaosaHna NpUYNH BO3HMKHOBEHUNA MHUMAOEHTOB B MHq)OpMaLLMOHHOﬁ cucreme B COOTBETCTBMM C 3aKOHOAOATE/ILCTBOM

Poccuiickoin deaepaunu.

MpaBuna ¥ npoueaypbl MNPOCMOTPA WM aHanv3a WMHPOPMaUMM O OEWCTBUAX OTAENbHbIX MNOJb30BaTeNell pPerlaMeHTUMpPYoTCA B OpraHM3auMOHHO-
pacrnopsaauTesibHbIX AOKYMEHTax onepaTtopa no 3awmte nHpopmauuu.

TpeboBaHua K ycunenuto PCE.8:

1) B MHPOpPMALMOHHONW cucTeMe AO/XHaA bbiTb obecneyeHa BO3MOXKHOCTb aBTOMAaTU3MPOBaAHHON 06pPaboTKM 3anucelt pernctpauum (ayamrta) cobbiTuit
6e30nacHOCTN Ha OCHOBE KpUTepMeB M3bMpaTeNbHOCTH.

CopeprkaHue 6asoBoit mepbl PCB.8:

Mepa 3almTbl Knacc 3awmweHHoOCTU MHOPMALMOHHOW CUCTEMDI
nHbopmaumm
4 3 2 1
PCB.8

Ycunerue PCB.8




3.6. AHTUBUPYCHAA 3ALLNTA (AB3)
AB3.1 PEA/IU3ALINA AHTUBUPYCHOWM 3ALLINTBI

TpeboBaHuA K peanunsaumm AB3.1: OnepaTopom [oaKHA obecneynmBaTbCs aHTUBUPYCHAA 3aLLUTA
MHOOPMAUMOHHOM CUCTEMBI, BKAIOYaloLWaa oOb6Hapy)KeHMe KOMMbIOTEPHbIX Mnporpamm aAnbo MHoWM
KOMMNbIOTEPHON  UHbOPMAUUKM, NpPeaHA3HAYEHHbIX AN  HECAHKUMOHMPOBAHHOTO  YHUYTOXKEHMUS,
6/10KMpoOBaHMA, MoANDUKALMN, KOMUPOBAHUSA KOMMbIOTEPHOM WHOOPMaUUM WUAN HeUTpanusauum
cpencTe 3awmtbl MHOOPMAUMM, A TaKKe pearMpoBaHMe Ha OOHapyXKeHWe 3TUX Nporpamm U
nHpopmaymu.

Peanunsauma aHTVIBVIpyCHOVI 3alWnTbl ONTXKHA NpeaAyCMmaTpunBaTb:

npuMeHeHWe CpPeacTB aHTMBMPYCHOW 3almMTbl Ha aBTOMATU3MPOBAHHbIX paboumx MmecrTax,
cepsepax, NepumeTpanbHbiX CpeAcTBax  3awWuTbl  UMHbOpMauuM  (cpeacTBax  MeXCeTeBoro
3KPaHWPOBAHWA, MPOKCU-CepBepax, MOYTOBLIX LIAKO3AX U APYIUX CPeacTBax 3aluTbl MHOOpMaLMK),
MOOUNBHbBIX TEXHUMYECKMX CPEeACTBAX WM MHbIX TOYKax AOCTyna B WMHPOPMAUMOHHYIO CUCTEMY,
NOABEPNKEHHbIX BHEAPEHWI0  (3apakeHWIo) BPEAOHOCHbIMM  KOMMbIOTEPHBIMKM  NMPOrpPaMmamu
(Bupycamun) yepes cbemHble MalUMHHblE HOCUTENU MHOOPMALMU MU CETeBble MOAKNOYEHUS, B TOM
yncne K cetam obLLero nonb3oBaHUsA (BNOXKEHUA 3N1EKTPOHHOM NoYTbl, BE6- U Apyrne ceTeBble CEPBUCHI);

YCTaHOBKY, KOHPUIYpUpOBaHUE N ynpaBaeHne CpeacTBamm aHTUBMPYCHOM 3aLUUTbI;

npeaocTaBNeHrMe [0CTyna CpeacTBaM aHTUMBMPYCHOM 3alluMTbl K O6beKTaM MHGPOPMALMOHHOWM
CUCTEMbI, KOTOPbIE A0/IKHbI BbITb NOABEPTHYTLI NPOBEPKE CPeACTBOM aHTUBUPYCHOW 3aLLMUTbI;

nposedeHNe  NEpPUoOAMYECKMX  MNPOBEPOK  KOMMOHEHTOB  MHOOPMALIMOHHON  CUCTEMDI
(aBToMatM3MpoBaHHbIX pabouymMx MecT, CepBepoB, APYrMX CPeACTB BblMMC/AMTENbHOW TEXHWKKM) Ha
Ha/IMuMe BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpamm (BUpycoB);

NpPoBepKy B MacliTabe BpemeHW, BAM3KOM K peanbHOMY, 06bekToB (palinoB) M3 BHELIHUX
NCTOYHUNKOB (C'beMHbIX MaLUMHHbIX HOCUTeNen VIHd)OpMBLI,MVI, ceTeBbIX I'IOAK}'IIOHGHVIVI, B TOM 4yuUcne K
ceTam O6LL|,€FO NO/1b30BaHUA, U APYIrNX BHELWWHUNX VICTO‘-IHVIKOB) Npwn 3arpyske, OTKPbITUMN NN UCNOJSTHEHUN
Takux painos;

onoBeLeHne agMUHUCTPATOPOB 6e30MacHOCTM B MacluTabe BpemeHU, 6IM3KOM K peasibHomy, 06
06HapyKeHNN BPeAOHOCHbIX KOMMbIOTEPHbIX MPOrpamm (BUpPYCoB);

onpeaesieHne v BbiNOJHEHME AEWCTBMIA MO pPearnpoBaHunio Ha 06HapyKeHne B MHPOPMaLIUOHHOM
cucteme O6BHEKTOB, MOABEPrIUMXCA 3apPaKEeHUI0 BPEAOHOCHBIMM  KOMMbIOTEPHbIMKM  NPOrpammamm
(Bupycamm).

MpaBuna v npoueaypbl aHTUBUPYCHOW 3aLWUTbl MHGOPMALMOHHOMN CUCTEMbI PErTAaMEHTUPYIOTCA B
OpraHM3aLMOHHO-PaCNoOPALAUTENbHbIX JOKYMEHTAX onepaTopa no 3awuTe nHGopmaumm.

TpeboBaHuA K ycuneHumto AB3.1:

1) B "HGOPMALMOHHOW cUCTEME LOIKHO 06ecrneunBaTbCca NpesoCcTaBaeHne Npas no ynpasaeHUo
(aAMUHUCTPUPOBAHMIO) CPEACTBAMM aHTUBMPYCHOM 3aLLUMUTbI agMUHMUCTPaTOPY 6e30nacHOCTY;

2) B MHOOPMALMOHHOW cucTemMe A0/MKHO obecrneumsBaTbCA LEHTPANM30BaHHOE YynpasieHue
(yctaHOBKa, ypaneHve, OOHOB/MEHWE, KOHOUIYPUPOBAHME W KOHTPOAb aKTyaNbHOCTU BepPCU
nporpaMmmHoro obecrneyeHnsa cpeacTs aHTMBMPYCHOM 3almUTbl) CPeACTBaMM aHTUBUPYCHOW 3aLUMTbI,
YCTaHOB/IEHHbIMM Ha KOMMOHEHTax MHPOPMALMOHHOW cuCTeMbl (cepBepax, aBTOMaTU3MPOBAHHbIX
pabounx mecrax);



3) onepatopom AonKeH obecneunBaTbCs 3anpeT UCNOb30BaHMUA CbeMHbIX MaWUHHbBIX HOCUTenew
MHPOPMaLMKN, KOTOPble MOTYT ABAATbCA WMCTOYMHUMKAMM BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpamm
(supycos);

4) B MHGOPMALMOHHOMN cucTeMe A0KHO obecrneymBaTbCa MCMONb30BAHME Ha PasHbIX YPOBHAX
MHPOPMALMOHHOM CUCTEMBI CPEACTB aHTUBUPYCHOM 3aLMTbl Pa3HbIX NpousBoauTeNel;

5) B uWHbOpPMALMOHHOW cuUCTEME AOMXKHbI obecrneymBaTbcAa MNpoBepKa paboTocnocobHoCTH,
aKTyaNnbHOCTb 6a3bl  AaHHbIX MNPWU3HAKOB KOMMbIOTEPHbIX BUPYCOB W BEpPCUM MPOrpammHOro
obecneyeHns cpeacTB aHTUBMPYCHOM 3aLLMTbI;

6) B WMHOOPMAUMOHHOM cuUCTEMe [O0/MKHA obecneumBaTbCa MNpPoOBeEpKa 0OBLEKTOB ¢ainoBoif
CUCTEMbI CPEACTBOM aHTUBMPYCHOM 3aLLMTbI A0 3arpy3KM onepaumMoHHON CUCTEMDI;

7) B MHPOPMaALMOHHON cUCTEME A0MKHA 06ecneynBaTbca pPerncTpaLma cobbiTuii 0 HeycnewHom
06HOBNEHNN Ha3bl AaHHbIX MPU3HAKOB BPEeAOHOCHbIX KOMMbIOTEPHbIX NPOrpamm (BUpPYycoB);

8) onepatopom po/KHa obecneumBaTbCs aHTUBMPYCHAA 3allMTa Ha 3Tane WHUUMaAM3aumu
MUKPOMPOrpaMmMHOro obecneyeHns cpeacTsa BbIYUCAUTENbHON TEXHUKN.

CopeprkaHue 6asoBon mepbl AB3.1:



Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLMOHHOM CUCTEMDI
nHpopmauum
3 2 1
AB3.1 + + +
Ycunenune AB3.1 1 1,2 1,2

AB3.2 O6HOBJIEHWE BA3bl JAHHbBIX MPU3HAKOB BPEAOHOCHbBIX KOMMbIOTEPHbLIX MPOrPAMM (BMPYCOB)

TpeboBaHuWsA K peannsaummn AB3.2: OnepaTopom A0MKHO 6bITb 0b6ecneyeHo ob6HoBAEHMEe 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbIX KOMMNbIOTEPHbIX NPOrpamm
(supycos).

O6HoBNeHMe 6a3bl AaHHbIX NPU3HAKOB BPeA0HOCHbIX KOMMNbIOTEPHbIX MPOrPamm (BUPYCOB) AOMKHO NpeayCcMaTpUBaTb:

nosiyyeHme yBefOM/IEHMIA O HEObBXOAMMOCTU OOHOBAEHWN U HenocpeacTBEHHOM OOHOBAEHUW 6asbl AaHHbLIX MNPU3HAKOB BPELOHOCHbLIX KOMMbIOTEPHbIX
nporpamm (BUpycos);

noayyeHue 13 JoBEPEHHbIX UCTOYHMKOB M YCTaHOBKY 0BHOBAEHUI 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbIX KOMNbIOTEPHBIX NPOrpamm (BUpyCcoB);
KOHTPO/1b LLEe/IOCTHOCTU 06HOBAEHWI 6a3bl 4aHHbIX NPU3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbIX NPOrpamm (BMpycos).

Mpasuna n npoueaypbl 06HOBAEHMA 6a3bl AaHHbIX NPM3HAKOB BPeAOHOCHbIX KOMMbIOTEPHbIX MPOrpPamm (BMPYCOB) pernaMeHTUpPYOTCA B OpraHM3aLMOHHO-
pacrnopsaauTebHbIX LOKYMEHTaxX onepaTopa Mo 3aute MHGopmauuu.

TpeboBaHMA K ycuneHumto AB3.2:

1) B MHOOPMAUMOHHON cUCTEME [O/MKHO obecneynBaTbCA LEHTPAAN30BaHHOE ynpasiaeHue ob6HoBneHWeM 6asbl AaHHbIX MPU3HAKOB BPEAOHOCHbBIX
KOMMbIOTEPHBIX NpOorpamm (BMpycos);

2) B MHGOPMALIMOHHOM cUCTEME A0JIKHO 06ecneymBaTbca aBTOMaTMYeckoe 06HoBEHWE 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpamm
(BMpycoB) Ha Bcex KOMMNOHEHTaX MHPOPMALMOHHOMN CUCTEMBI;

3) B MHPOPMALMOHHOM cucTeme Ao/KeH obecrnedymBaTbcA 3amnper U3MeHeHUI HacTpoek cucTtembl 06HOBEHUA 6a3sbl AaHHbIX MPU3HAKOB BPeAOHOCHbIX
KOMMbIOTEPHbIX NPOrpamm (BMPYCOB) Ha aBTOMAaTU3MPOBaHHbIX paboymx mecTax 1 cepeepax;



4) B MHPOPMALMOHHOW cUCTEMe A0/MKHA obecrneymBaTbCA BO3MOMKHOCTb BO3BpaTa (OTKaTa) K npedplaywum obHoBAEHMAM 6a3bl AaHHbIX MPU3HAKOB
BPeAOHOCHbIX KOMNbIOTEPHbIX NporpaMmm (B1pycos).

Coaep»kaHue 6asoBoit mepbl AB3.2:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOPMaLMOHHOM CUCTEMBI
nHpopmauum
4 3 2 1
AB3.2 + + + +

Ycunenue AB3.2 1 1




3.7. OBHAPYXEHME BTOPYXEHWI (COB)
COB.1 OBHAPYEHWE BTOPYKEHW

TpeboBaHua K peanmsaumm COB.1: Onepatopom [AoaXKHO obecneuymBaTbCA OOHapy*KeHue
(npepoTBpalieHne) BTOPXKEHUIM (KOMMbIOTEPHbIX aTakK), HamnpaB/eHHbIX Ha npeaHamepPeHHbIN
HECAaHKLUMOHMPOBAHHbIA A0CTYyNn K WHbOpMauuUKM, crneuranbHble BO3AENCTBMA Ha WHbopmaumio
(HocuTenn nHoopmaumu) B Lenax ee A06bIBAHUA, YHUUTOXKEHUA, UCKaXKeHNA U BNIOKMPOBaHMA 4OCTyNa
K HEN, C UCNOIb30BAHNEM CUCTEM OBHAPYKEHUA BTOPKEHUNA.

MpumeHsemMble CUCTEMbI 0BHAPYXEHNA BTOPXKEHU J0NXKHbI BKNOYaTb KOMMOHEHTbI pernctpaumm
cobbITMIN 6e30nacHOCTM (4aTYMKKM), KOMNOHEHTbl aHanM3a cobbiTuiA 6e30MacHOCTU M Pacno3HaBaHMS
KOMMbIOTEPHbIX aTak (aHanusatopbl) M 6a3y pelwalowWwmx nNpaBua, CoAepKallylo WMHPopmaumio o
XapaKTepHbIX NPU3HaKax KOMMbIOTEPHbIX aTakK.

ObHapyKeHue (NpenoTBpaLLEHME) BTOPMKEHUA AOMKHO OCYLWECTBAATLCA Ha BHELWHEeMN rpaHuue
MHPOPMALMOHHON CUCTEMbI (CUCTEMbI OBHAPYKEHUSA BTOPXKEHWUA YPOBHA CETU) U (MN) HA BHYTPEHHMUX
y3nax (cuctembl OBGHapyXKeHUs BTOPMKEHWUI YPOBHA Yy3/1a) CErMeHTOB WMHPOPMALMOHHON CUCTEMBbI
(aBTOMaTU3MpPOBaHHbIX PaboyMx MecTax, CepBepax U UHbIX y31ax), onpenenaembix onepaTopom.

MpaBa no ynpasneHunio (aAMUHUCTPUPOBAHUIO) CUCTEMAMM OBHApPYXKEHUA BTOPMKEHUN OOJIXKHbI
NpPeaoCcTaBAATLCA TO/bKO YNOJHOMOYEHHbIM A0IHOCTHLIM IMLAM.

Cuctembl 0BHAPYKEHUA BTOPMKEHUA A0MKHbI o6ecrneunBaTb pearmpoBaHne Ha 0bHapy»KeHHble U
pacno3HaHHble KOMMNbIOTEPHbIE aTaKM C y4ETOM 0CObeHHOCTeN GYHKLMOHMPOBAHMA MHPOPMALMOHHbIX
cucTem.

MpaBuna n npoueaypbl OOHAPYXKeHUA (NpefoTBPALLEHMA) BTOPMKEHUI (KOMMbIOTEPHbIX aTak)
pernameHTUpPYIOTCA B OPraHM3aUMOHHO-PACNOPAANTENbHBIX [OKYMEHTax onepatopa No 3awuTte
nHbopmaumu.

TpeboBaHuAa K ycuneHuto COB.1:

1) onepaTopom obecneuymBaeTcs NPUMEHEHUE CUCTEM OBHapyXeHWUA BTOPXKEHWI YPOBHS CETW,
obecneunBatowmx cb6op M aHanus MHPopmaumm 06 MHPOPMALMOHHbLIX MOTOKaX, NepenaBaemblx B
paMKax CermeHTa (CermeHToB) MUHPOPMALMOHHOM CUCTEMDbI;

2) B WHPOPMALMOHHOM cucTeme obecneynmBaeTca  LLEHTPa/IM30BaHHOE  ynpasieHue
(aAMUHUCTPUPOBAHME) KOMMOHEHTAMM CUCTEMbI OBHAPYXKEHMA BTOPMKEHUMN, YCTAHOBAEHHbIMW B
Pa3NIMYHbIX CErMEHTaX MHPOPMALMOHHOM CUCTEMDbI;

3) ob6HapyXeHMe M pearnpoBaHue (yBeAOMJeHME  agMUHUCTpaTopa 6e3onacHocTH,
6/710KMpoBaHMe TpaduKa M UHble AEWCTBMA NO PearvMpoBaHMIO) Ha KOMMbIOTEPHbIE aTaku B MacluTabe
BpemeHu, 6N3KOM K peasibHoMY;

4) 3awmTa MHGopmaumm, CObPaHHON N CreHEPUPOBAHHOM CUCTEMOMN 0BHAPYKEHMA BTOPMKEHUI, OT
HEeCaHKLMOHUPOBAHHOIO A0CTyNa, MognuduKauun 1 yaaneHus;

5) onepaTopom MHGOPMALMOHHOW cUCTEMbI 0becneymBaeTca NPUMMEHEHME CUCTEM OBHapYKeHUs
BTOP)KEHUI YPOBHA y3/71a Ha aBTOMATM3MPOBaHHbIX PaboyMx MecTax M cepBepax MHGOOPMaLMOHHOM
cucTemsl;

6) onepaTopom MHGOPMALMOHHOW cUCTEMbI 0becneymBaeTca NPUMEHEHME CUCTEM OBHapYKeHUA
BTOPYKEHWUI HA NMPUKNALHOM ypoBHE 6a30BOW 3TaIOHHOM MOAE/IM B3aMMOCBSA3U OTKPLITBIX CUCTEM.



CopeprkaHue 6asosoit mepbl COB.1:



Mepa 3awmTbl

Knacc 3awmiuieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2
COB.1 +
Ycunenue COB.1 2




COB.2 OBHOBJ/IEHME BA3bl PELLAKOLWKMX MPABUJI

TpeboBaHua K peanusauum COB.2: OnepaTopom A0J/KHO obecrneumBaTbcAa 0O6HOBAEHMe 6asbl
peLlatowWwmx NPaBMA CUCTEMbI OBHAPYKEHUA BTOPKEHMI, NPUMEHAEMON B MHPOPMALLMOHHON cUCTEME.

ObHoBneHMe 6asbl pewarowmx MpPaBua  CUCTEMbl  OBHapyXKEeHUs BTOPXKEHUWA  LONKHO
npeaycmaTpusaTthb:

nosiyyeHne yBegoMNeHUM 0 HeobxoaMMOCTM OBHOBNEHUI U HemnocpeacTBEHHOM O6HOB/EHWUU
6a3bl peLuatoLLmx NpaBu;

nosyyeHue 13 f0BEPEHHbIX MCTOYHUKOB M YCTaHOBKY 06HOBAEHMIA 6a3bl peLlatowmx Npasun;
KOHTPO/1b LEeN0CTHOCTM 06HOBAEHM 6a3bl peLlatoLwmx npasm.

Mpasuna u npoueaypbl 06HOBAEHWA 6a3bl pellalolWMX MpaBua  PerfameHTUpYoTca B
OpraHM3aLMOHHO-PaCcNopPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute nHGopmaLumnn.

TpeboBaHua K ycuneHuto COB.2:

1) B MHOOPMALMOHHOW cucTemMe A0/KHO obecneumBaTbCA LEHTPAAN30BaAHHOE YynpaBieHue
06HOB/IeHNEM 6a3sbl peLlatoLmMX NPaBUI CUCTEMbI OBHAPYKEHUA BTOPKEHUN;

2) B MHPOPMALMOHHOM cucTeMe AO0NKHA 0becrneynmBaTbCa BO3MOXKHOCTb PeaakTUpoBaHuA 6asbl
pewatouwmx npasun (gobasneHne wn (MAK) UCKAOYEHME pellalolnMX NpaBuUa) CO  CTOPOHbI
YNOJIHOMOYEHHbBIX AO/KHOCTHbIX UL, (aAMUHUCTPATOPOB) ANA NpPeAoTBPaLLeHUs onpeaeneHHbIX
OnepaTopoM KOMMbIOTEPHbIX aTak U (MM) COKpaLLeHUs HarpyskM Ha MHPOPMALMOHHYIO cUcTeMy, a
TaKXXe MUHMMM3ALNM NIOXKHbIX CpabaTbiBaHMI CUCTEMbI OOHAPYKEHUA BTOPKEHNN;

3) onepatopom MHPOPMAaLMOHHON CUCTEMbI YCTaHaBAMBAETCA MOPALOK peaakTMpoBaHua 6asbl
pelwatolmx npasun. B cnyyae pepaktMpoBaHua 6asbl pellatolmx npasua 3anncb 06 3tom cobbiTum c
yKasaHMem npousBeAeHHbIX U3MeHEHUN GUKCUMPYEeTCA B COOTBETCTBYIOLLEM KypHajne perucrpaumu
cobbiTUI1 be3onacHoOCTH.

CopeprkaHue 6asoBon mepbl COB.2:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHpopmauum
4 3 2 1
COB.2 + +
Ycunenue COB.2 1,2,3

3.8. KOHTPO/Ib (AHANN3) 3ALLMLLEHHOCTU UHOOPMALIUM (AH3)
AH3.1 BbIIB/IEHWE, AHAIU3 W YCTPAHEHUE YA3BMMOCTEN MHOOPMALIMOHHOM CUCTEMbI

TpeboBaHuaA K peanusaumm AH3.1: OnepaTopomM AO0/MKHbI OCYLLECTBAATLCA BbifiBAeHWe (MOWUCK),
aHaNu3 M ycTpaHeHne yasBumocTei B MHGOPMaLMOHHON cucteme.

Mpu BbiABAEHMU (NOWCKe), aHanNM3e U YCTPaHEHUM ya3BMMOCTEN B MHOOPMALMOHHON cUcTeMeE
AOJIXKHbI TPOBOAUTBLCS:



BbiiB/IeHWEe (MOMCK) YA3BMMOCTEM, CBA3aHHbIX C OWMBKAaMM Koga B  NPOrpamMmmMHOM
(MMKponporpammHom) obecnedeHnn (obulecMCTEMHOM, NPUKAAAHOM, CMeunanbHOM), a TaKxkKe
nporpamMmmHom obecnevyeHmmn CpeacTs 3almnTbl MHGOPMALMK, NPABUABHOCTLIO YCTAHOBKM U HACTPOMKM
CPeAcTB 3alWMTbl MHPOPMAUMKM, TEXHUMUECKMX CPeacTB M MNPOrpaMMHOro obecrneyeHus, a TaKkKe
KOPPEKTHOCTbIO PaboTbl CPeacTB 3aWmuTbl MHPOPMALUKM MPU UX B3aUMOLEWCTBUM C TEXHUYECKUMMU
CpeAcTBaMM 1 NPOrpaMmMHbIM obecneyeHmem;

pa3paboTka No pesynbTaTamM BbiABAEHUA (NOUCKA) YA3BMMOCTEM OTYETOB C OMUCAHMEM
BbIAB/NEHHbIX YA3BUMOCTEN N NNaHOM MEPONPUATUI MO UX YCTPaAHEHUIO;

aHa/IM3 OTYETOB C Pe3y/IbTaTamMM NOMUCKA YA3BMMOCTEN M OLEHKM O0CTaTOYHOCTU Peasim30BaHHbIX
Mep 3aLMTbl MHGOPMaLMK;

YyCTpaHeHWE BbIAB/EHHbIX YA3BMMOCTEW, B TOM 4uCAe TMNyTeM YCTaHOBKM OOHOBNEHWUN
nporpammHoro obecneyeHua cpeacTB 3alWmTbl MHPOpPMALMK, OOLLECUCTEMHOIO MPOrPaMMHOro
obecneyeHuns, NPUKNALZHOIO MNPOrpammHoOro obecnevyeHMAa WMAM MUKPOMPOrPaMMHOro obecneyeHus
TEXHUYECKMX CPEACTB;

WHOOPMMPOBaAHME  AO/MKHOCTHLIX AWML, onepatopa (nosnb3oBaTenei, agMWHUCTPATOPOB,
noapasgeneHna no 3sawmte WHPopmaumm) O pesyabTaTax MOMCKa YA3BUMOCTEM M OLEHKM
[0CTaTOMHOCTU PeanM30BaHHbIX Mep 3aLnTbl MHGOPMaLIUK.

B KayecTBe UCTOYHMKOB MHd)OpMaLI,MM 06 YA3BUMOCTAX UCNOJIb3YHOTCA OI'IY6!1MKOBaHHbIe AaHHble
pa3pa6OTHMKOB cpeactes 3allUThbl MHd)OpMaLI,MM, O6LLI,ECMCTEMHOI'O, NpuUKNagHoro M cneuunanbHOro
nporpammHoro O6ECI‘Ie‘-IeHVIFI, TEXHUNYECKUX CPEACTB, a TaKXKe apyrmne 6a3bl AaHHbIX YH3BMMOCTEﬁ.

BbifBneHne (NOWCK), aHanM3 M yCTpaHEHUE YA3BMMOCTEW AOMXKHbI NPOBOAMUTLCA Ha 3Tanax
CO34aHUA U 3KcnyaTaumm MHPOPMALMOHHOM cuctembl. Ha 3Tane 3skcnayataumMm MOUCK M aHanau3
yA3BMMOCTE NPOBOAMUTCA C NEPUOANYHOCTBIO, YCTAaHOBAEHHON onepaTopom. MNpu sTom B 06A3aTesIbHOM
nopsfaKe AO/A KPUTUYECKUX YA3BMMOCTEM MPOBOAMTCA MOUCK W aHa/M3 YA3BUMMOCTENW B C/lyyae
onybMKoBaHMA B OOLEAOCTYMNHbIX WMCTOYHMKAX MHPOPMALMM O HOBbIX YA3BMMOCTAX B CpPeAcTBax
3aWmTbl MHOOPMALMM, TEXHUYECKMX CpeacTBax W nporpammHom obecnevyeHun, NpUMeHAEeMOM B
MHPOPMALMOHHON cucTeMe.

B cnyyae HEBO3MOMKHOCTU YCTPAHEHUA BbIBNEHHbIX YA3BUMOCTEN NyTEM YCTAaHOBKM OBHOBAEHWIA
nporpamMmmHoro obecneyeHns CcpeacTB 3awWuTbl WHPOpPMaUMKM, O6LLECUCTEMHOTO MNPOrPaMMHOro
obecneyeHnn, NPUKNALHOTO MNPOrpaMmHOro obecneyeHus WAM MUKPOMPOrpammMHOro obecneyeHus
TEXHUYECKMX CPeacTB HeE0bXoAMMO NpeanpUHATL AeUCTBUA (HAaCTPOMKKN CpeacTB 3aWwmTbl MHGOPMaLLMK,
M3MEHEHME peMma M MnopsadKa MCNoAb30BaHMA WMHGOPMALMOHHOM CUCTEMBI), HanpaB/eHHble Ha
yCTpaHeHWe BO3MOMKHOCTU UCNOb30BaHMUSA BbIABEHHbIX YA3BUMOCTEN.

OnepaTopom [OJ/IXKHbI OCYLLECTBAATHCA MOJYYEHWE U3 [OBEPEHHbIX WCTOYHMKOB W YCTAHOBKA
06HoBNEHM 6a3bl NPU3HAKOB YA3BUMOCTEN.

MpaBuna M Npoueaypbl BbIABAEHMS, aHAAN3a M YCTPAHEHWUA YA3BMMOCTEN pernameHTUMpPYoTCs B
OpraHM3aLMOHHO-PaCcNoPAANTENbHbIX AOKYMEHTaxX onepaTopa no 3awute MHGopmaLmun.

TpeboBaHuA K ycuaeHumo AH3.1:

1) onepaTtopom obecneymBaeTcs UCNOb30BAHWE ANS BbIABNEHMA (MOWMCKA) yA3BMMOCTEN CpeacTs
aHanusa (KOHTponA) 3awMilleHHOCTM (CKaHepoB 6e30MacHOCTM), MMeKWUX CTaH4APTM30BaHHbIe
(yHMOUUMPOBAHHbIE) B COOTBETCTBMM C HALMOHA/NbHbIMM CTaHAAPTAMW OMMUCaHME W MNepeyHU
nporpaMmHo-annapaTHbix NAatopm, YA3BMMOCTEM NpOrpammHoro obecneyeHus, oOWMBOYHbIX
KOHdUrypaumii, NnpaBua ONMCaHWA yA3BMMOCTEN, NMPOBEPOYHbIX CMUCKOB, NpoLeayp TECTUPOBAHMA M
A3blka TECTMPOBAHMA MHPOPMALMOHHOW CUCTEMbI Ha Ha/NMuMe YA3BMMOCTEMN, OLLEHKM MoCneacTBuUi
YA3SBMMOCTEN, MMEIOLWMX BO3MOMHOCTb OMepaTMBHOrO O6HOB/AEHMA 6a3bl AaHHbLIX BbIABASEMbIX



YA3BMMOCTEN;

2) onepatop AO0/MKEH YTOYHATb MNepeyeHb CKaHWPYyemMblX B WHPOPMALMOHHOMN cucTeme
YA3BMMOCTEN C YCTAHOB/IEHHOW UM NEepPUOAUYHOCTbIO, @ TaK}Ke nocae NosBaeHUsA MHGOPMaLMM O HOBbIX
YA3BUMMOCTAX;

3) onepatopom onpeaensetca MHPopmauma 06 MHOOPMALMOHHOW CUCTEME, KOTOpas MOXKeT
CTaTb M3BECTHOM HaPyLWMWUTENAM M UCNONb30BaHa MMM ANS 3KCMAyaTauMu yasBUMMOCTEN (B TOM uucne
ysa3BUMOCTEN "HyneBoro AHA" - yA3BMMOCTEMN, OMWCAHME KOTOPbIX OTCYTCTBYeT B 6asax AaHHbIX
pa3paboTunKoB cpeacTB 3awuTbl MHOGOPMALMM, OBLLECUCTEMHOrO, MPUKNALHOIO M CNeLUanbHoro
NPorpaMmHoOro obecneyeHus, TEXHUYECKMX CPEACTB), M TMPUHMMAIOTCA Mepbl MO  CHUNKEHWIo
(MCKNOYEHUIO) MOCNeACTBMIA OT IKCNyaTaUMKM HAPYLLUMTENAMMU HEYCTPAHUMbIX YA3BUMOCTEMN;

4) onepaTopom NpPeaoCTaBAAETCA AOCTYM TO/MIbKO agMWHUCTPATOPaM K GYHKUMAM BblABAEHUA
(noncka) ys3BMmocTel (nNpedocTaBfieHWE TaKoOW  BO3MOMHOCTM  TO/MIbKO — aAMMHUCTPATOpPam
6e3sonacHoCTH);

5) onepaTtopom MPUMEHAIOTCA aBTOMaTM3MPOBaHHblE CPeAcTBa AJ/1A CPaBHEHWA pPe3y/bTaTos
CKaHMPOBaAHUA YA3BMMOCTEN B pasHble Mepuoabl BPeMeHW AAA aHanvM3a U3MEHEeHMs KOo/MYecTBa U
Knaccos (TMnoBs) ya3BumocTei B UHGOPMALIMOHHOW cucTeMe;

6) onepaTopom MNPUMEHAIOTCA aBTOMATU3MPOBAHHbIE CPeACTBA AN ODHapysKeHus B
MHPOPMAUMOHHOM  CUCTEME  HepaspelleHHOro  nporpammHoro  obecneyeHuss  (KOMMOHEHTOB
nporpamMmmHoro ob6ecnedyeHns) U yBegOMAEHMA 06 3TOM YNOJHOMOYEHHbIX [AOMKHOCTHbIX /ML,
(agmuHucTpaTopa 6esonacHoCTH);

7) onepatopom MPOBOAUTCA aHANM3 }KYPHAJIOB PerucTpaumumn coboituii 6esonacHocTn (KypHana
ayauTa) B Uenax onpegeneHwsa, Oblav M BbISIBNEHHbIE YA3BMMOCTM paHee WCNoJib30BaHbl B
MHGOPMALMOHHOM CUCTEME AN1A HapyLeHna 6e3onacHoCTM MHbopmauuuy;

8) onepatopom obecneuymBaercA NpPoOBeZiEeHUWE BbIABMEHMA yA3BUMMOCTei "HyneBoro AHA", o
KOTOPbIX CTa/I0 U3BECTHO, HO MHDOPMALMSA O KOTOPbIX HE BK/TIOYEHA B CKaHEPbl YA3BUMOCTEN;

9) onepatopom obecneuynBaeTcs NPoBeAeHUE BbIABAEHUA HOBbIX YA3BMMOCTEN, MHPOPMALMA O
KOTOpbIX He onybAnKoBaHa B 06LLeA0CTYNHbIX MCTOYHUKAX;

10) onepaTopom AONKHO OCYLLECTBAATLCA BblABAEHWE (MOMCK) yA3BUMOCTEN B MHOOPMALMOHHOM
cUCTEME C MCNOJIb30BaHMEM YUYETHbIX 3aNnCei Ha CKaHMPYEMbIX pecypcax;

11) onepaTopom [AOMKHO WCMNOAb30BATbCA TECTMPOBAHME WHPOPMALMOHHOMW CUCTEMbI Ha
NPOHMKHOBEHME.

CopeprkaHue 6asoson mepbl AH3.1:



Mepa 3awmTbl

Knacc 3awmiuieHHoCcTU MHGOPMaLMOHHOM CUCTEMDbI

nHpopmauum
3 2 1
AH3.1 + + +
Ycunenue AH3.1 1,4 1,2,4 1,2,4,7




AH3.2 KOHTPO/Ib YCTAHOBKW OBHOBJIEHUM MPOrPAMMHOIO OBECIMEYEHWMA, BKJ/IHOYAA
MPOrPAMMHOE OBECMNEYEHWE CPEACTB 3AWLNTbI MUHOOPMALKUKN

TpeboBaHuA K peanmsaumm AH3.2: OnepaTopom [OKEH OCYLLECTBAATLCA KOHTPO/b YCTAHOBKMU
O0OHOB/IEHWUI MpPOrpaMMHOro obecrnedyeHusn, BK/IOYaA NporpammHoe obecrneyeHue cpeacTB 3alumTbl
nHpopmauum n nporpammHoe obecnedyeHne 6a3oBoI cMCTeMbl BBOAA-BbIBOAA.

Onepatopom A0MKHO OCYLLECTBAATLCA MOAYYEHUE U3 [A0BEPEHHbIX WMCTOYHWKOB M YCTaHOBKA
06HOBNEHNI MNporpammHoro obecneyeHus, BKAOYaA MNporpammHoe obecneyeHue cpeacTB 3alUMThI
MHbOPMaLUMK 1 NporpaMmmHoe obecnedyeHne 6a3oBol cMCTeMbl BBOAA-BbIBOAA.

MpY KOHTPONE YCTAaHOBKM OBGHOBNEHWI OCYLLECTBAAIOTCA TMPOBEPKM COOTBETCTBUA BEPCUIA
06LEeCcMCTEMHOrO, NPUKNAAHOTO U CNELMaNbHOro NPOrPaMMHOro (MUKPONPOrpaMmMHoro) obecneyeHnus,
BK/IOYAA MporpammHoe obecrneyeHve CPeACTB  3alWMTbl  MHPOPMALMKM, YCTAaHOBNEHHOMO B
MHPOPMAUMOHHOM CUCTEME W  BbINYLWEHHOTO pPaspaboTyMKOM, a TaKKe Hanuume OTMETOK B
3KCMAyaTaUMOHHOM  AOKyMeHTauuu (bopmynsp wam  nacnopt) o6 ycTaHOBKe (NpUMeEHeHWw)
obHoBNEHNN.

KOHTpO/Ib YCTAHOBKM OOHOBNEHM NMPOBOAMUTCA C NEPUOAMUYHOCTBIO, YCTAHOBJ/IEHHOM ONepaTopom
B OpraHW3aUMOHHO-PacnopPAaUTENbHbIX AOKYMEHTAaX MO 3awmte uHbopmauum u oUKcupyetca B
COOTBETCTBYHOLLMX KYpPHaax.

MpK KOHTPOJIE YCTAaHOBKU OOHOBJ/IEHWUIM OCYLLLECTBAIOTCA NPOBEPKM YCTaHOBKN OBHOBAEHWUI 6a3
AaHHbIX NPU3HAKOB BPeOHOCHbIX KOMMbIOTEPHbIX NPOrpamm (BMPYCOB) CPeAcTB aHTUBUPYCHOW 3aLLuUTbI
B cooTBeTcTBMM ¢ AB3.2, 6a3 pelualowmx nNpaBua cUcTem OBHaPYXKEHUA BTOPMKEHWUI B COOTBETCTBUU C
COB.2, 6a3 npu3HaKoB YyA3BMMOCTEM CPeACTB aHanAM3a 3alMUIEHHOCTM W UHbIX 6a3  AaHHbIX,
HeobxoAuMbIX Ana peanusaummn GyHKUMN 6e30nacHOCTU CPeacTB 3aluTbl MHGOPMaLLUN.

MpaBuna MW npouenypbl KOHTPONS YCTAaHOBKM OOHOBAEHWI MporpammHoro obecrnevyeHus
pernameHTUpPYIOTCA B OPraHM3aUMOHHO-PACNOPAANTENbHBIX [OKYMEHTax onepatopa Mo 3awuTte
nHbopmaumu.

TpeboBaHuA K ycuaeHumto AH3.2:

1) onepaTopom JOMKHA OCYLLECTBAATLCA MPOBEPKA KOPPEKTHOCTM  GYHKLMOHMPOBaHUA
06HOB/MIEHWNIA B TeCTOBOM cpeae C o06a3aTenbHbiM  OPOpPMAEHMEM pPe3ynbTaToB MPOBEPKU B
COOTBETCTBYIOLLEM XKYpPHae;

2) onepatopom obecneynBaeTcA pPernameHTaumMa M KOHTPOJ/Ib OBHOB/IEHWIA NPOrpPamMHOro
obecneuyeHnn 6a30BoI CUCTEMbI BBOAA-BbIBOAA (MHOrO MUKPOMNPOrpammMHOro obecneyeHums).

CopeprkaHue 6asoBoi mepbl AH3.2:



Mepa 3awmTbl
nHpopmauum

Knacc 3awwmueHHoCcTM MHGOPMaLMOHHOM cUCTEMBI

3 2

AH3.2

+ +

Ycunenue AH3.2




AH3.3 KOHTPO/Ib PABOTOCMOCOBHOCTW, MAPAMETPOB HACTPOWMKW W MPABWU/IbBHOCTU
®YHKUMOHMPOBAHUA MPOITPAMMHOIO OBECNEYEHUA U CPEACTB 3AWLNTBI MHOOPMALU NN

TpeboBaHmMa K peanusaumm AH3.3: OnepaTopom [OMXKEH NPOBOAUTLCA  KOHTPOJb
paboTocnocobHOCTM, NMapameTPoOB HACTPOMKM U MPaBUABHOCTU GYHKUMOHMPOBAHUA MNPOrPamMMHOro
obecneyeHuns n cpeacTs 3aWwnTbl UHGOPMALUK.

Mpn  KoHTpone  pabotocnocobHOCTM,  MapameTpoB  HACTPOMKM U MPaBUIbHOCTM
dYHKLMOHMPOBaHNA NPOrPamMmMHOIo obecrneyeHns U cpeacTs 3anTbl MHGOPMALMM OCYLLLECTBAAETCA:

KOHTPONb PaboToCNoCOBHOCTM (HEOTKOUYEHMA) NPOrPaMMHOro obecneyeHmsa U CPeaCTB 3aLunTbI
nHpopmaymu;

npoBepKa NpPaBuAbHOCTU GYHKUMOHUPOBAHUA (TECTUPOBAHME HA TECTOBbLIX AAHHbIX, MPUBOAALLNX
K WM3BECTHOMY pe3y/ibTaTy) NMPorpaMmHoOro obecneyeHus M CPeacTB 3alMTbl MHGOPMaLUK, obbem U
cogeprkaHne KOTopoi onpeaenseTca onepaTtopom;

KOHTPO/Ib COOTBETCTBMA HACTPOEK NPorpamMmHOro obecnevyeHusa M cpeacTs 3alwmTbl MHGopmaLmm
napameTpam HACTPOMKWU, MPUBEAEHHbIM B 3KCMNAYaTaUMOHHOW AOKYMEHTALMM HA CUCTEMY 3aLUUTDI
MHbOPMALMM U CpeaCcTBa 3aLMTbl MHPOpMaLMK;

BOCCTaHOB/IEHWE PaboTOCNOCOBHOCTM (MPaBUALHOCTU  QYHKLMOHMPOBAHUA) W NapameTpoB
HaCTPOWKM NPOrpammHOro obecneyeHns n cpeacTs 3aWmuTbl MHGOPMaLUK (Npn He0bX04MMOCTH), B TOM
yuce C UCNONb30BaHNEM PE3EPBHbIX KOMUI U (MAK) gUCTPUBYTUBOB.

KoHTponb paboTocnocobHOCTM, NapameTpoB HACTPOMKM M MPABUABHOCTUM OYHKLMOHWPOBAHUSA
nporpammHoro obecrnevyeHuMa WM CpeacTB 3aWmTbl MHPOPMALMKM MPOBOAUTCA C MNEPUOANYHOCTLIO,
YCTaHOB/IEHHON OMNepaTopoM B OPraHM3aUMOHHO-PACNOPAAUTENbHBIX AOKYMEHTax Mo  3awmTe
nHbopmaumu.

TpeboBaHua K ycuneHuio AH3.3:

1) B HGOPMaLMOHHON cucTemMe AOMKHbI 0becneymBaTbCca pernctpaums cobbiTMiA U onoseLeHne
(curHanusaums, MHAMKaumMa) agMmHMcTpaTopa 6e30nacHoOCTU 0 COBbITUAX, CBA3AHHbLIX C HapyLleHUem
paboTocnocobHocTM (NPaBUALHOCTU YHKLMOHUPOBAHMA) M NapamMeTpOB HACTPOWKM NPOrpamMmHOro
obecneyeHnn 1 cpeacTs 3aWmTbl MHGOPMaLUK;

2) onepatopom B Cc/yyae OOHapyXeHus HapyweHuin paboTtocnocobHOCTU (MpPaBUIbHOCTU
OYHKUMOHMPOBAHMA) M NAapamMeTpoB HACTPOMKM NPOrpaMmHOro obecneyeHus W CPeACTB 3aLUUTbI
MHbopMauumn pJonmkeH obecneunBatbCs nNepeBos WMHOOPMALMOHHOM CUCTEMDbI, CErmeHTa MM
KOMMOHEHTa MHOOPMALMOHHOM CUCTEMBbI B PEXUM OrpaHUYeHuss ob6paboTkn uHbopmaumm u (Mnm)
3anpet 06paboTkn uHPopmaumm B  MHPOPMALMOHHOM CUCTEME, CErMEHTe W/AW KOMMOHEHTe
MHPOPMALNOHHOM CUCTEMDI 0 YCTPAHEHUA HAPYLLEHWIA;

3) onepaTopom AO/KHbI MCMO/Ib30BaTbCA aBTOMATM3MPOBAHHbIE CpeacTBa, obecneunBarowme
WHBEHTapM3aLUMIO MNapamMeTpoB HACTPOMKM MNPOrpaMMHOro obecrneyeHns W CpeacTB  3awmThbl
MHPOPMALMN N BOCCTAHOB/IEHME MAPAMETPOB HACTPOWKM MPOrpaMMHOro obecneyeHus U CpPeacTs
3aLWmnTbl MHGOPMALLUK;

4) B WHOOPMAULMOHHOM CUCTEME [OO/IKHO MCMNOAb30BaTbCA MporpaMmHoe obecneyeHue,
npoleauee KOHTPONb OTCYTCTBMA HEAEKNapUPOBaHHbIX BO3MOMHOCTEM W OTCYTCTBMA BAMAHMA Ha
KOPPEeKTHOCTb paboTbl CpeacTB 3aluTbl MHGOPMALUMN.

CopeprkaHue 6a3oBont mepbl AH3.3:



Mepa 3awmTbl

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2
AH3.3 + +
Ycunenue AH3.3 1




AH3.4 KOHTPOJIb COCTABA TEXHWUYECKMUX CPEACTB, NMPOrPAMMHOIO OBECIMEYEHMNA WU
CPEACTB 3AWLMNTBI MHOOPMALUNA

TpeboBaHuAa K peanusaumm AH3.4: Onepatopom [ONXKEH MNPOBOAUTLCA KOHTPOJb COCTABa
TEXHUYECKMX CPEeACTB, NPOrpamMmmMHoro obecneyeHns u cpeacTs 3alnTbl MHPOPMaLMK, NPUMEHAEMbIX B
MHPOPMALMOHHON cucTeMe (MHBEHTapuU3aums).

MpY KOHTPONE cOoCTaBa TEXHUYECKMX CPeACTB, MPOrpammHoro obecneyeHns U cpeacts 3aliuThl
MHbOPMaLUK ocyLLecTBAAeTCA:

KOHTPO/Ib COOTBETCTBMSA COCTaBa TEXHUMYECKWUX CPEeACTB, NPOrpaMmMHoro obecneyeHus U cpeacrs
3alWMUTbl MHOOPMALMK NPUBEAEHHOMY B 3KCMJ/YaTaLMOHHOW AOKYMEHTaUMKM C Lenblo noagepikaHus
aKTyanbHOW (YCTAaHOBNEHHOM B COOTBETCTBUM C 3KCM/yaTaUMOHHOW AOKyMeHTauuen) KoHurypauuu
MHPOPMALUMOHHOM CUCTEMBI U  NPUHATME Mep, HanpaBAeHHbIX Ha YCTPaHeHWe BblABIEHHbIX
HeZ0CTaTKOB;

KOHTPO/Ib COCTaBa TEXHUYECKUX CpeacTB, MPOrpamMmmHoro obecneyeHuMa M CpeacTB 3aLUUTbI
MHGOPMALUM Ha COOTBETCTBUE CBEAEHWAM AeNCTBYIOLLEN (aKTyanusMpoBaHHOM) 3Kcn/iyaTalMOHHON
OOKYMEHTaUUn 1 NpUHATUE Mep, HanpaB/IeHHbIX HAa YCTPaHEHUE BbIABAEHHbIX HeA0CTaTKOB;

KOHTPO/Ib BbINO/IHEHUA YCNOBUIA U CPOKOB AENCTBUA CepTUUKATOB COOTBETCTBUA HA CPeAcCTBa
3aWmTbl MHGOPMaLMM U MPUHATUE MEP, HanPaBeHHbIX Ha YCTPaHeHWe BbIABNEHHbIX HeJ0CTaTKOB;

WCKNtOYeHWe (BOCCTAHOB/IEHME) M3 cocTaBa MHOOPMALMOHHOMN CUCTEMbI HECAHKLMOHUPOBAHHO
YCTaHOB/IEHHbIX (YAaNEeHHbIX) TEXHUYECKMX CPeacTB, MPOrpamMMHoro obecneyeHma M CpeacTB 3aLmTbI
nHpopmaymu.

KoHTpOAb coCTaBa TeXHUMYECKMX CPeacTB, MPOrpamMHOro obecnevyeHWsa W CPeacTB 3aLUUTHI
MHbOPMaLMN NPOBOAUTCA C MNEPUOAMYHOCTBIO, YCTAaHOB/IEHHOW OMEpPaTopoM B OPraHW3aUUOHHO-
pacnopaauTenbHbIX JOKYMEHTaX Mo 3almTe MHGopMauuu.

TpeboBaHuA K ycuneHumto AH3.4:

1) B MHPOPMALMOHHOWN cuCTeME A0/KHA obecneunBaTbCs perncTpaums cobbiTmii 6esonacHocTy,
CBA3aHHbIX C M3MEHEeHMEeM COCTaBa TEeXHWYECKUX CPeacTs, NporpaMmHoro obecneyeHua u cpeacts
3aWuTbl MHGOpMaLMK;

2) onepatopom AON1XKHbl UCNOJ/1Ib30BAaTbCA aBTOMATU3NPOBAHHbIE CpeAacTBa, 06ECI'IeLIMBaIOLLI,Me
MHBEHTAPU3aUNIO TEXHUYECKNX CPeACTB, NPOrpaMmHOro obecneyeHuns u cpeacTs 3alnThbI VIHd)OpMaLI,VIM.

CogpeprkaHue 6asosont mepbl AH3.4:



Mepa 3awmTbl

Knacc 3awmuieHHoCcTU MHGOPMaLMOHHOM CUCTEMDI

nHpopmauum
3 2 1
AH3.4 + + +
Ycunenue AH3.4 1 1,2




AH3.5 KOHTPO/1b MPABWN TEHEPALUMW N CMEHbI MAPOJIEM NOJIb3OBATE/IEN, 3ABEAEHMA U
YOANEHUA YYETHbIX 3AMUCEM TMONb3OBATE/IEA, PEANU3ALUMW NPABUA  PA3TPAHUYEHWA
A0CTYNOM, MONHOMOYUI NOJIb3OBATE/IEN B UHOOPMALIMOHHOW CUCTEME

TpeboBaHMAa K peanmsaumm AH3.5: Onepatopom f[OAXKEH NPOBOAUTBCA KOHTPOAb MpaBua
reHepauum W CMeHbl Naposen nosb3oBaTesiel, 3aBedeHMA W yAaNeHUA YYeTHbIX 3anucen
nonb3oBaTesieid, peanusauuMm npasua pasrpPaHUYeHnss AOCTYynom, MOJIHOMOYMA NOJSib30BaTeNiell B
MHGOPMALNOHHOM CUCTEME.

MpY KOHTpOJie NpaBWA FreHepaLuu M CMeHbl Maposel nonb3osaTesiei, 3aBedeHUA UM yAaneHus
YUYETHbIX 3anuceil nosb3oBaTenei, peannsaumy NpPaBuUA PasrPaHUYEHUA [OCTYNOM, MOJHOMOYMIA
no/b3oBaTesiei B MUHGOPMALMOHHOM CUCTEME OCYLLECTBNAETCA:

KOHTPO/Ib MPaBWA reHepauun M CMeHbl Naponein nonb3osateneit B cootsetcTBun ¢ UNAD.1 n
NAD.4;

KOHTPO/1b 3aBeAE€HUNA U yAa/NeHMNA YYETHbIX 3anMcei nosib3osaTtenen B cootsetctanm ¢ YMNA.1;
KOHTPO/Ib peannsaunm npasma pasrpaHndeHma goctynom B cootsetcteum c YMNA.2;
KOHTPO/Ib peasin3aLnmn noiHOMOUUI NoJsib3oBaTenein B cootsetctanm ¢ YMNA.4 v YNA.5;

KOHTPO/Ib HAaNMUMA [OKYMEHTOB, MOATBEPKAAIOWMX paspelleHne U3MEHEHUIN YUYEeTHbIX 3anucei
nonb3oBaTenei, UX NapameTpos, MPaBu/ pasrpaHUYEHnAa AOCTYNOM UM NONHOMOYUI MONb3oBaTeNel,
NpeaycCMOTPEHHbIX OPraHM3aLMOHHO-PACNOPAANTENbHBIMU AOKYMEHTaMM MO 3aWumTe MHPopMaLmm
oneparopa;

YCTPaHEHMEe HapYLIEHWM, CBA3AHHbLIX C TeHepaumer M CMeHoM napoJsie nonb3oBaTenew,
3aBeAeHMEM U yaasieHMeM YYETHbIX 3anucei Nnosib3oBaTesiei, peannsauueint npaBu pasrpaHUYeHus
[O0CTYNnoMm, yCTaHOBJIEHMEM NOJIHOMOYM NO/Ib30BaTENEN.

KoHTpOAb NpaBu reHepaLmm U CMeHbl Naposiei Nob3oBaTtenei, 3aBeAeHna 1 yaaneHna yYeTHbIX
3anucei nNosb3oBaTesnell, peaansauum NPasua pasrpaHNYeHna 40CTYNOM, MONHOMOYKNIM NoNb30oBaTeNei
B WHPOPMALMOHHOW cUCTEME MPOBOAUTCA C MNEPUOAMYHOCTbIO, YCTaHOBAEHHOW oOnepaTtopom B
OpraHM3aUMOHHO-PacNopPAAUTENbHbIX AOKYMEHTAX MO 3alumuTe MHopMaLuu.

TpeboBaHuA K ycuneHumio AH3.5:

1) 8 MHGOPMALIMOHHOWN CUCTEME A0/KHA 0b6ecneuymBaTbCs perncTpauma cobbiTMii, CBA3AHHbIX CO
CMEHOM napoJsieli Mnosb3oBaTesnen, 3aBedeHWeM W yAaneHUMem Y4YeTHbIX 3anucei nonb3oBaTenei,
N3MeHEeHWEeM NPaBUA pasrpaHMYEHMsA 4OCTYNOM U NOJIHOMOYMIA NO/Ib30BaTeNEl;

2) onepaTtopom AOJIKHbl MCMONbL30BaTbCA aBTOMATU3MPOBaHHble cpeacTBa, obecneuymBatolme
KOHTPO/Ib NpPaBMA reHepaumMm U CMeHbl Naposielt Nosib3oBaTesiei, YY4eTHbIX 3anuceit Nonb3oBaTenei,
npaBW pa3rpaHNUYeHns AOCTYNOM U MOJIHOMOYUIA NOb30BaTENEN.,

CopeprkaHue 6a3oBont mepbl AH3.5:



Mepa 3awmTbl

Knacc 3awwmueHHOCcTU MHGOPMaLMOHHOM cUCTEMBI

nHpopmauum
3 2
AH3.5 + +
Ycunenue AH3.5 1




3.9. OBECMEYEHWE LIENIOCTHOCTU MHOOPMALMOHHOM CUCTEMbI M MUHOOPMALMK (OLT)

Ou/1.1 KOHTPO/J1b LEJTOCTHOCTU NMPOTPAMMHOIO OBECMNEYEHWA, BR/TIOYAA NPOTPAMMHOE
OBECIMNEYEHWME CPEACTB 3AWNTBI MH®OPMALINNA

TpeboBaHua K peanmsaumm OLJ1.1: B MHPOPMALMOHHON CUCTEME [OO/IKEH OCYLLECTBAATLCA
KOHTPO/Ib Le/IOCTHOCTU MPOrpaMMHOro obecrnevyeHua, BKAOYAA NporpammHoe obecrneveHue cpencTs
3aWwmTbl MHPOPMaLMK.

KOHTPOAb LENOCTHOCTM MNpOrpamMmHOro obecrneyeHus, BK/AKOYas MNporpammHoe obecneyeHune
CPeACTB 3aLWMTbl UHPOPMALUUK, AO/IKEH NPesyCMaTpUBaTb:

KOHTPO/b LLe/IOCTHOCTU NPOrpammHoro obecrnedeHmsa cpeacTs 3aWwmTbl MHGOPMaUMK, BKAKOYAA UX
06HOBNEHMA, NO HAMUUIO UMEH (MAEHTUDMKATOPOB) U (MAKN) MO KOHTPONbHBIM CYMMaM KOMMNOHEHTOB
CpeacTB 3awmuTbl MHPOpPMaLMM B MpoLecce 3arpysknm U (Man) guMHamuuecku B npouecce paboTbl
MHGOPMALNOHHOM CUCTEMBI;

KOHTPO/Ib Le/IOCTHOCTU KOMMOHEHTOB MPOrpaMmHoro obecneyeHus (3a UCKAOYEHMEM CPeacTB
3aWmTbl MHGOPMaLMK), OMNpedensieMoro OonepaTopomM WCXoAA W3 BO3MOXKHOCTM peannsauuun yrpos
6e3onacHoCTM MHOOPMALMKU, MO HaNUYUIO MMeH (MAEeHTUOUKATOPOB) KOMMOHEHTOB MPOrpamMmmMHOro
obecneyeHnn 1 (MAK) MO KOHTPONbHBIM CYMMaMm B MpoLecce 3arpy3ku 1 (Maun) AMHaMUYeCcKu B npolecce
paboTbl MHPOPMALMOHHOM CUCTEMDI;

KOHTPO/Ib MPUMEHEHMA CpeacTB pa3paboTKM WM OTAagKM MPOrpamm B COCTaBe NPOrpPamMHOro
obecneyeHnn MHGOPMALMOHHOW CUCTEMDI;

TecTMpoBaHMe C NepUoAMYHOCTbIO, YCTAaHOBIEHHOM onepaTopom, GyHKLMIM BesonacHOCTU cpeacTs
3aWnTbl  MHPOPMAUMK, B TOM UMC/Ee C MOMOLLbID TECT-MPorpamm, MWMUTUPYIOLLMX MOMbITKK
HEeCaHKLMOHNPOBAHHOro A0CTyna, U (Mamn) cneumanbHbIX MPOrpaMMHbIX CPeACTB, B COOTBETCTBUM C
AH3.1 n AH3.2;

obecneyeHne ©GU3NMYECKOM 3alUTbl  TEXHUYECKUX CPeacT8 WHGOOPMALMOHHON CUCTEMBbI B
cootsetcTteum ¢ 3TC.2 n 3TC.3.

B cayuyae ecam  ¢yHKUMOHaNbHbIE BO3MOMHOCTM  MHOOPMALMOHHOM CUCTEMbI  [OJ/IXKHbI
npeaycmaTpuBaTb NPUMEHEHWE B COCTaBe ee NPOrpaMmHOro obecneyeHua cpeacTB paspaboTKM U
OTNaAKM Nporpamm, onepaTopom obecneuymBaeTcA BbINOJHEHWE NPOLeAypP KOHTPOASA LEefoCTHOCTU
nporpamMmHoro obecneyeHns nocje 3aBEpPLUEHWA KaXKAoro npouecca (YHKLMOHMPOBAHWA CPeacTB
pa3paboTKM 1 OTNaAKM NPOrpamm.

MpaBuaa 1 npoueaypbl KOHTPOAA LENOCTHOCTM NPOrpaMmHOro obecneyeHuns pernameHTUPYLOTCA
B OpraHM3aLMoHHO-PacnopaanTEIbHbIX AOKYMEHTaxX onepartopa no 3awmre nHbopmaumu.

TpeboBaHuA K ycuneHuto OLJI.1:

1) B UHGOPMALMOHHON CUCTEME KOHTPONb Le/IOCTHOCTU CPeacTB 3aluuTbl MHPOPMaLUU A0NKEH
OCYLLECTBNATLCA MO KOHTPOJ/IbHbIM CyMMam BCEX KOMMOHEHTOB CpeAcTB 3aluTbl MHGOPMaLMK, KaK B
npouecce 3arpysku, Tak U AMHaMUYECKM B NpoLiecce paboTbl CUCTEMBI;

2) B MHOOPMALMOHHOW cUCTEME A0/KeH obecneumBaTbCA KOHTPOAb LENOCTHOCTM CPeacTB
3aWwmThl  MHGOPMaUMM C MCNONb30BaHMEM KpunTorpapuyeckux MeToAOB B COOTBETCTBUM C
3aKoHogaTenbcTBOM Poccuitickoit Peaepaumn, Bcex KOMMNOHEHTOB CPEeACTB 3almMTbl MHGOPMaLMK, KaK B
npouecce 3arpy3ku, Tak U AMHAMUYECKM B NpoLiecce paboTbl CUCTEMbI;

3) onepaTtopom MCKNKYaeTCA BO3MOXHOCTb WUCMOJ/Ib30BaHUA CpPeacTs pa3pa60TKM n oThagku



nporpamm BO Bpemsi 06paboTKn U (Mn) xpaHeHUa MHbopMaLmmM B Lenax obecneyeHus LeaoCTHOCTU
NpOrpamMmmHON cpeapl;

4) onepaTopom obecrneumBaeTca BblAefieHMe PabouymMx MeCT C YCTaHOB/IEHHbIMW CpPeacTBamU
pa3paboTKn 1 0TNaAKN NPOrpPaMm B OTAE/NbHbIN CErMeHT (TeCToBylo cpeay);

5) B MHPopMaLMOHHON cUCTeMe A0NKHa obecneymBaTbcA BNOKMPOBKa 3amycka NpPorpammHoOro
obecneyeHnss U (Man) OGNOKMpPOBKA cermeHTa (KOMMOHEHTa) WHGOPMALMOHHOM  CUCTEMBI
(aBTOMaTM3MpoBaHHOro pabouyero MecTa, cepBepa) B c/yyae OOHapyXeHus ¢aKToB HapyleHus
LLeNIOCTHOCTW.

CopeprkaHue 6asoBon mepbl OLL/.1:



Mepa 3awmTbl

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
oun.i + +
Ycunernue OUJ.1 1,3 1,3




OW/1.2 KOHTPO/Ib LENOCTHOCTM WHOOPMALMMK, COAEPKALLEMCA B BA3AX [AHHbIX
MH®OPMALMOHHOW CUCTEMbI

TpeboBaHua K peanmsaumm OUJ.2: B MHPOPMALMOHHON CUCTEME [OOXKEH OCYLLEeCTBAATLCA
KOHTPOJ1b LeNIOCTHOCTM MHbOPMaLLMK, cogeprKallenca B 6a3ax AaHHbIX MHGOPMALMOHHOW CUCTEMDbI.

KoHTpo/Ib LenocTHoCcTn MHbopmaumn, coaepkawenca B 6asax AaHHbIX MHPOPMALMOHHOM
CUCTEMbI, AO/IKEH NpeayCcMaTpmBaThb:

KOHTPO/Ib LLENIOCTHOCTU C NEePUOAMUYHOCTbIO, YCTAHOB/JIEHHOW OMepaTopoM, CTPYKTypbl 6asbl
JaHHbIX MO HaNMuMIo UMeH (MAEHTUOUKATOPOB) M (MAKM) MO KOHTPOAbHBIM CYMMaM MPOrpamMHbIX
KOMMOHEHT 6asbl AaHHbIX B Mpouecce 3arpyskn W (Mau) AMHAMMYECKM B npouecce pPaboTol
MHPOPMALMOHHOM CUCTEMDI;

KOHTPO/b LLe/IOCTHOCTU C NepuUoaMYHOCTbIO, YCTaHOB/IEHHOM onepaTtopom, 06beKToB 6a3 AaHHbIX,
onpeaensieMblXx  OMEpPaTtopom, MO  KOHTPOJIbHbIM  Cymmam MW (MaM) € UCNo/b30BaHMEM
Kpuntorpadmyecknx MeToAO0B B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuitckon ®depepaumm B
npouecce 3arpysKku u (Mamn) auHammyecku B npouecce paboTtbl MHGOPMaLIMOHHOMN CUCTEMDI;

obecneyeHne ©U3MYECKON 3aLLMTbI TEXHUYECKUX CpeacTB8 WMHPOPMALMOHHOM CUCTEMbI, Ha
KOTOpPbIX yCTaHOB/IeHa 6a3a AaHHbIX, B cooTBeTcTBuM ¢ 3TC.2 n 3TC.3.

MpaBuna U npoueaypbl KOHTPOAA  LENOCTHOCTM WMHPOpMauMKM  pernameHTUpyloTca B
OpPraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumm.

TpeboBaHuA K ycuneHuto OLJ.2:

1) B8 MHOOPMALMOHHOW cUCTEME AO0/KHbI BbIMOAHATLCA MpouUeAypbl KOHTPOAA LENOCTHOCTM
MHbOpPMaUuK, cogeprralernica B 6ase AaHHbIX, Nepes, KaxabiM 3arnyckom NporpaMmHoro obecnevyeHums
[ocTyna K 6ase gaHHbIX;

2) B MHOOPMALMOHHOW CUCTEME AO/IKEH 0becneunBaTbCs KOHTPOJIb LENOCTHOCTU MCMOHAEMBbIX
MoAynen, XpaHalmxca B 6asax gaHHbIX (Hanpumep, XpaHUmble NpoLeaypbl, TpUrrepsbl);

3) B MHOOPMALMOHHOW CUCTEME J[O/KHA obecneumBaTbCs 6/0KMPOBKA 3amnycka CUCTEMbI
ynpasneHua 6asbl AaHHbIX U (MAK) GNOKMpPOBKA cermeHTa (KOmMnoHeHTa) MHGOPMaLMOHHON CUCTEMBI
(aBTomatnsmMpoBaHHoro pabouyero mecta, cepBepa) B c/aydae OBHapy)KeHMA (aKTOB HapylleHus
LLeNOCTHOCTH;

4) KOHTPO/b LLENOCTHOCTU CTPYKTYpbl 6a3bl AaHHbIX M KOHTPO/Ib LEeNOCTHOCTU MHbOPMaLMK,
XpaHsauleica B 6ase AaHHbIX, C MPUMEHEHMEM CheumasbHbIX MPOrPaMMHbIX aBTOMAaTU3MPOBAHHbIX
CPEeACTB KOHTPOAA LLeNOCTHOCTH.

CogpeprkaHue 6asoson mepbl OLL/.2:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

oun.2

Ycnnernue OUJ.2




Oou/1.3 OBECIMNEYEHUE BO3MOXHOCTU BOCCTAHOBJIEHUA MPOTPAMMHOIO OBECMEYEHUA,
BK/TIOYAA  MPOTPAMMHOE  OBECMEYEHME  CPEACTB  3AWUTBI  UHOOPMALUMK,  TPU
BO3HMKHOBEHMW HELUTATHbIX CUTYALUI

TpeboBaHua K peanunsaunm OLJ1.3: Onepatopom Ao0/i*KHa ObiTb NpeaycMoTpeHa BO3MOXKHOCTb
BOCCTAHOB/IEHNA NPOrpaMmMHOro obecnevyeHus, BKAKOYaA NporpammHoe obecnevyeHne cpeacTs 3aluUTbl
nHbOpMaLUMM, NPU BOSHUKHOBEHUM HELLTATHbIX CUTYaLU M.

Ona  obecrneyeHMss  BO3MOMKHOCTM  BOCCTAHOB/AEHMSA  MporpammHoro  obecneyeHua B
MHPOPMAUMOHHOM cUCTeme AO0MKHbI 6biTb NPUHATbI  COOTBETCTBYIOWME MNAaHbl MO AeNCTBUAM
nepcoHana (agMWHWUCTpaTOpoB 6e30MacHOCTU, Mo/Ab30BaTesNel) NpPU BO3HWKHOBEHUM HEWTaTHbIX
CUTyaumn.

BO3MOHOCTb  BOCCTAHOB/IEHMA  MPOrpamMMHOro  obecrneyeHus, BKAOYAA  MNPOrpamMHoe
obecneyeHne cpeacTB 3alUTbl MHOOPMALMKM, NMPU BO3HUKHOBEHUWM HELITATHbIX CUTYaUWUA [ONXKHa
npeaycmaTpusaTb:

BOCCTAHOB/IEHME NporpammHoro obecrneveHus, BKAKOYAsA nporpammHoe obecneyeHue cpencts
3aWmTbl MHGOPMaLMK, U3 pe3epPBHbIX KONuii (AUCTpMBbYTUBOB) NporpamMmmHoro obecrneyeHus;

BOCCTaHOB/IEHME M  npoBepka pPaboToCnocoBHOCTM  CUCTEMBI  3alMTbl  MHPOpMaLmu,
obecneumBaioLme HEOBXOAMMbIN YPOBEHb 3aLWMLLEHHOCTU MHPOPMaLMK;

BO3BPaT MHOOPMALMOHHOW CUCTEMbI B Haya/bHOE COCTOSIHME (40 BO3HWMKHOBEHWA HELUTaTHOW
cuTyauum), obecneuymBaiowiee ee WTATHOE QYHKUMOHMPOBAHME, WMAM BOCCTAaHOBJ/IEHWE OTAE/bHbIX
OYHKLMOHANbHBIX  BO3MOXHOCTEM MHGOOPMALMOHHOW  CUCTEMDbI, OMNpeneneHHbIX OnepaTopoMm,
No3BONAIOLWMX pewwaTb 3a4a4M no 06paboTke MHGOPMALMK.

OnepaTopom MPUMEHAIOTCA KOMMEHCUpPYOWMe Mepbl 3alWmTbl MHPOPMALMKU B Cay4dasx, Koraa
BOCCTaHOBJIeHWe PaboTOCNOCOBHOCTM CUCTEMbI 3aLLUTbI MHOPMALUN HEBO3MOKHO.

Mpasuaa v npouenypbl BOCCTAaHOB/IEHWUA (B TOM YMC/e NaHbl MO AEWCTBUAM NEepCcoHana, NnopsaaoK
NPUMEHEHNA KOMMEHCUPYIOLWMX MEpP) OTpayKatoTcA B OpraHn3aLMOHHO-PacnopaaANTEIbHbIX AOKYMEHTaX
onepaTopa Mo 3awmTe MHPoOpMaLUMn.

TpeboBaHuA K ycuneHuto OLJI.3:

1) onepatopom obecneuymBaeTcA BOCCTAHOB/JEHWE OTAE/bHbIX GYHKLUMOHANAbHbIX BO3MOMKHOCTEN
MHOOPMALMOHHOM CUCTEMbI C NPUMEHEHWEM pPE3epPBMPOBAHHONO NpPOrpammHoro obecneyeHun
3epKanbHOM WHGOOPMALMOHHOW cucTeMbl (cermeHTa WHGOPMALMOHHOW CUCTEMbI, TEXHMUYECKOro
cpefAcTBa, ycTpoiictea) B cooTBetcteum ¢ OAT.2 n OAT.4.

CogpeprkaHue 6asoson mepbl OLL/.3:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

owun.3

+ +

Ycunernue OUJ.3




OL/1.4 OBHAPY}KEHUE W PEATUPOBAHME HA MOCTYMNNEHUE B UHOOPMALIMOHHYIO CUCTEMY
HE3AMPALWMBAEMbIX  D/IEKTPOHHbIX  COOBLUEHWM  (NMWUCEM, [OOKYMEHTOB) W  WHOW
NHOOPMALMW, HE OTHOCALLMXCA K ®YHKLUMOHUPOBAHWUIO MHOOPMALIMOHHOM CUCTEMBbI
(3ALLMTA OT CMAMA)

TpeboBaHua K peanusaumm OUJ.4: Onepatopom A0MKHO obecrneymBaTbCca OOHapy)KeHue Wu
pearnpoBaHMe Ha MOCTYN/eHWe He3anpallMBaemMblX 3/EKTPOHHbIX COOBLLEHMI (MMceM, LOKYMEHTOB) U
MHON MHOPMaALMK, HE OTHOCALMXCA K GYHKUMOHUPOBAHUIO MHPOPMALLMOHHOW cUCTEMBI (3alimTa OT
cnama).

3awmTa OT Ccrnama peanm3yeTca Ha TOYKax BXoZa B MHPOPMALMOHHYK cucTemy (Bbixoaa)
MHPOPMAUMOHHBIX MOTOKOB (MerKceTeBble 3KpaHbl, MNoyToBble cepBepbl, Web-cepBepbl, NpoKcu-
cepBepbl M CepBepbl YAANEHHOro AO0CTyna), a TaKke Ha aBTOMATM3MPOBAHHbLIX Paboumx mecTax,
cepBepax U (MAN) MOBMUABHBIX TEXHUYECKUX CpeacTBaX, MOAK/IOYEHHbIX K CeTAm CBA3M obuiero
NONb30BaHUA, ANA O6HApyKeHUs W pearMpoBaHUA Ha MOCTYNJeHWEe MO 3/IeKTPOHHOM nouTe
He3anpalmnBaeMbIX 3NEKTPOHHbIX COOBGLEeHNA (Nucem, LOKYMEHTOB) MWAW B  MPUIONKEHUAX K
3N1EKTPOHHbIM NMUCbMaM.

3awmta ot cnama obecrneynBaeTca MNPUMEHEHMEM CreLMann3upoBaHHbIX CPEACTB 3aliuThl,
peanusyloWwmx cleayolme MexaHn3mb! 3aLnTbI:

bunbTpauMa NO  COAEPKMMOMY  3NEKTPOHHbIX CcooblweHnin  (Mucem, OOKYMEHTOB) C
MCMNONb30BaHNEM KpPUTEPMEB, MO3BONAIOWMX OTHOCUMTb COOBLLEHMA K CNamy CUrHaTypHbIM U (1K)
3BPUCTMYECKUM METO4AMMU;

dunbTpauua Ha ocHoBe MHGOPMaLMK 06 OTNPABUTENE INEKTPOHHOIO COobLLEHMA (B TOM YMCne C
NCNosb3oBaHMEM "4YepHbIX" CNUCKOB (3anpelweHHble oTnpasutenu) u (Mam) "6Genbix" cnuckos
(paspelweHHble oTnpasuTenm).

OnepaTopom [OJ/I}KHO OCYyLWEecTBAATbCA 06HoBNeHMe 6as3bl "depHbIx" ("6enbix") cnuckos U
KOHTPO/b LieIoCTHOCTM 6a3bl "yepHbix" ("6enbix") cnuckos.

Mpasuna u npoueaypbl OBHapy)KeHUA W pearMpoBaHMA Ha MOCTynJeHWe He3anpawuBaemon
MHbOPMALUKN pernameHTUPYIOTCA B OPraHM3aLMOHHO-PacnopAaMTEeNbHbIX AOKYMEHTax onepaTtopa no
3awmTte nHpopmaumm.

TpeboBaHuA K ycuneHuto OLJ.4:
1) onepaTtopom obecneymBaeTca LLEHTPaAN30BaHHOE yNpaBieHNe CpeacTBaMM 3aLWMTbl OT CNama;

2) B MHPOPMALMOHHON cucTeme A0/KHa obecneunBatbes GUABTPALLMSA Ha OCHOBE MHPOpPMAaLMK
06 oTnpaBuTesie 3NEKTPOHHOIO COOBLLEHNA C MUCMONb30BAHMEM 3BPUCTUYECKUX METOAOB (Hanpumep,
"cepble" CNUCKM cepBEpPOB 31IEKTPOHHOM MOYTbI, PacNO3HaBaHWE aBTOMATUYECKU FreHepupyemMbiX UMEH
oTnpasutenel n apyrue);

3) B WHOOPMAUMOHHOM cucTeme f[OMKHA obecneymBaTbCA ayTeHTUMKaLMA oOTnpasuTenei
3/IEKTPOHHbIX coobLeHni B cootseTcTBun ¢ MAD.1, UAD.6, UAD.7;

4) B WHPOPMALMOHHON cucTeme f[oMKHA obecneymBaTtbCA ayTeHTUOMKaAUUA CcepBepoB
3/1eKTPOHHOM NoYThbl (B TOM uncne B cootseTcTeun ¢ MAD.2, UAD.7);

5) B WHPOpMaUMOHHOM cucTeMe [OMKeH obecneynmBaTbCA KOHTPO/Ab MOCTYN/AeHWA B
MHPOPMALMOHHYIO CUCTEMY MHGDOPMALMOHHBIX COOBLLEHNI U AOKYMEHTOB Ha OCHOBE KOHTEHTHOro
aHanusa.



CopeprkaHue 6asosoit mepbl OLJ1.4:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

ouN.4

+

Ycunenune OUMN.4




OU/1.5 KOHTPO/Ib COAEPAHMA MHOOPMALIMK, NEPEAABAEMOM U3 MHOOPMALIMOHHOM
CUCTEMbI (KOHTEMHEPHbIM, OCHOBAHHbIA HA CBOMCTBAX OBbEKTA AOCTYMNA, U KOHTEHTHbIN,
OCHOBAHHbIA HA MOWCKE 3ANPEWEHHOM K MNEPEOAYE MHPOPMALMK C UCMNOJSIb3OBAHUEM
CUTHATYP, MACOK W MWHbIX METOAOB), U WCKNOYEHUE HEMNPABOMEPHOW NEPEOAYU
MHPOPMALMU U3 UHOPOPMALIMOHHOW CUCTEMDbI

TpeboBaHMa K peanmsaumm OLJ.5: B MHPOPMALMOHHON CUCTEME [OO0JIKEH OCYLLECTBAATHCA
KOHTPO/Ib coAep:KaHMA UHPOPMaLIUK, NepeaaBaemoirt U3 MHGOPMALIMOHHOM CUCTEMbI (KOHTEAHEPHbIN,
OCHOBAHHbIM Ha CBOMCTBaX 0ObEKTa A0CTyNa, U KOHTEHTHbIMA, OCHOBAHHbIA Ha NMOWCKEe 3anpeLeHHoN K
nepegaye MHPopmMauUMM C WUCNOJb30BaHMEM CUIHATYP, MACOK M WHbIX METOAO0B), M WCKAOYEHMe
HenpaBoOMepHOM nepeaayun MHbopmaLmm n3 MHPOPMaLMOHHON CUCTEMDI.

KoHTponb cogeprkaHus MHPOpMauun, nepenaBaemolrt U3 MHPOPMALMOHHOW CUCTEMbI, LO/KEH
npegycmaTpuBarth:

BblfiB/IEHWE HaKTOB HEMPABOMEPHOW Nepeaaym 3awmwaemoin MHGopmaumm M3 MHGOPMALLMOHHOWM
CUCTEMBI Yepes PasfiIMyHble TUMbl CEeTEeBbIX COeAUHEHUI, BKIOYAsA CeTU CBA3WN 06LLEero nonb3oBaHus, 1
pearMpoBaHue Ha HuX;

BbiAB/EeHWE (GaKTOB HENpPaBOMEPHOM 3anvcu  3alLMLL@eMol WMHPOPMaAUMKM Ha HeyuyTeHHble
CbeMHble MalUMHHbIE HOCUTENN MHPOPMALLIMM U PearMpoBaHUe Ha HUX;

BbiABNeHMEe GAKTOB HEMpaBOMEPHOro BbiIBOAA Ha nNeyaTb [OKYMEHTOB, COAEP’KalLimx
3almLLaemyo MHGOPMaLMIO, U pearnpoBaHmne Ha HUX;

BbiiBIEHWE (AKTOB HENPaABOMEPHOro KOMMPOBAHWUA 3alLMLAEMON MHPOPMaLUKN B NPUKNaLHOE
nporpammHoe obecneyeHune us bypepa obmeHa 1 pearmpoBaHUe Ha HUX;

KOHTPO/Ib XpaHeHMa 3awmiiaemoin MHbopmMmaLmmn Ha cepBepax U aBTOMaTM3MPOBaHHbIX pabounx
MecTax;

BbisiB/IeHNe HaKTOB XpaHeHUs MHOPMaUMKM Ha 0bLMX ceTeBbIX pecypcax (obwue nanku, CUCTeMbI
[OKYMEHTO060pOoTa, 6a3bl AaHHbIX, MOYTOBbIE APXMBbI U MHbIE PECYPCb).

KoHTponb copepaHua wHPopmaumu, nepesaBaemon M3  MHOOPMALMOHHOW  CUCTEMDI,
OCYLLECTBASAETCA NO UMPPOBLIM OTrneYaTkam MHGOPMaLMK, NO PEryAAPHbIM BbiparKeHUAM U (Uam) no
aTpmbyTtam 6e3onacHocT (MeTkam 6esonacHOCTH) GpaitoB, a TaKKe C MOMOLLBIO MHbIX METOA0B.

MpaBuaa u npoueaypbl KOHTPOAA CoAePKaHUA NnepeaaBaemoli MHGOPMaUMK periameHTUPYIOTCA
B OpPraHM3aLMoHHO-PacnopsaaMTebHbIX AOKYMEHTax onepaTopa no 3awmrte nHbopmaumu.

TpeboBaHuA K ycuneHuto OLJI.5:

1) B MHOOPMALMOHHOM CUCTEME AO/IKHO OCYLLECTBAATLCA XpaHeHMe Bcell nepenaBaemoit u3
MHPOPMALMOHHOM cuUCTeEMbI UHPOpMaLuK U (Mamn) MHPopmMauum ¢ HeZOMYCTUMbIM K Mnepenade us
MHPOPMALMOHHOM CUCTEMbI COLEPKAHUEM, B TEUEHWNE BPEMEHU, ONPeaeNsieMoro onepaTopom;

2) B MWHPOPMALMOHHOM CUCTEME [AO/KHA OCYLLecTBAATbCA 610KMPOBKA nepegayun w3
MHPOPMALMOHHOM CUCTEMbI MHPOPMALMKN C HEAOMYCTUMbIM COAEPMKAHNEM.

CopeprkaHue 6asoson mepbl OL/1.5:



Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum

4 3 2 1

o5

Ycunernue OUJ.5

OLL/1.6 OTPAHMYEHME MPAB MOIb3OBATENEN NO BBOAY UHOOPMALMN B UHOOPMALIMOHHYIO CUCTEMY

TpeboBaHuA K peanmsauumn OUJ.6: B MHGOPMALMOHHON cUCTEME A0/KHO OCYLLECTBAATLCA OrpaHMYeHWe NpaB Mo/ab3oBaTesiel No BBOAY MHPOpMaLMK B
MHPOPMaLMOHHYIO CUCTEMY.

OrpaHuyeHue Npae No/sb3oBaTeseit No BBoAYy MHPOPMaLUKN NpeaycMmaTpMBaET OrpaHMYeHKe No BBOAY B onpeseneHHble TUNbl 06beKTOB A0CTyna (06BbEKTbI
dainoBoi cuctembl, 06bEKTbI 6a3 AaHHbIX, 06BEKTbI NPUKAALHOTO U CNEeLUanbHOro NporpammMmHoro obecnedyeHns) MHGopmMmaL MM UCXoas M3 33434 U NOJTHOMOUMIA,
peLuaembIx Nosab3oBaTeieM B MHGOPMALIMOHHOM cucTeme.

OrpaHunyeHna npaB nNosb3oBaTeneit no BBogy MHGOPMaL MM B UHGOPMALLMOHHYIO CUCTEMY AONKHbI GUKCUPOBATLCA B OPraHM3aLMOHHO-PACNoPAANTENbHbIX
OOKYMEHTaxX Mo 3almTe MHPopmauum (LOKYMEHTUPOBATLCA) U peasM3oBbiBaTbca B cooTBeTcTemu ¢ YNA.4 v YNA.5.

TpeboBaHuA K ycuneHuio OLJL.6:

1) B UHOOPMAaLMOHHON cucTeme obecneynmBaeTca MCKAOYEHME BO3MOXHOCTM BBOAA MNOsb3oBaTenamm mMHbopmauunm B MHOOPMALMOHHYIO CUCTEMY,
BCNEACTBME peanm3aumm OorpaHuYUTeNbHbIX MHTepdeincos no BBoAy WHPOPMALUMM TOMbKO Yepe3 creuumanbHble GOpmbl MPUKAAAHOTO MPOrPamMmMHOro
obecneyeHuns.

CopeprkaHue 6aszosoii mepbl OLL.6:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmaumm

4 3 2 1

ous.e +




Ycunernune OUJ.6

OUJ1.7 KOHTPO/J1b TOYHOCTH, MNOJIHOTbI M NMPABU/IbHOCTW JAHHbIX, BBOAUMbBIX B UHPOPMALMOHHYHO CUCTEMY

TpeboBaHua K peannsauum OUJ.7: B nHPopmaumoHHOM cucTeEME O0/KEH OCYLECTBAATLCA KOHTPOJIb TOYHOCTU, MOJIHOTbI U MPaBUAbHOCTM AaHHbIX,
BBOAUMbIX B UHPOPMALMOHHYIO CUCTEMY.

KOHTPOAb TOYHOCTW, MOJIHOTbI M NPaABUABHOCTM AaHHbIX, BBOAWMbIX B MHPOPMALMOHHYIO cUCTemMy, obecneymBaeTcs NyTem YCTaHOB/IEHUA U MPOBEPKM
cobntogeHna GopmaToB BBOAA AAHHbIX, CUHTAKCUUYECKUX, CEMAHTUYECKMX U (MK) MHBIX NPaBWUA BBOAA MHPOPMALMKN B MHOOPMALIMOHHYIO CUCTEMY (LONyCTUMbIe

Habopbl CMMBOJIOB, PAa3MEPHOCTb, 06NACTb YMCNOBbLIX 3HAYEHWIA, AOMNYCTMUMble 3HAYEHMA, KOJMYECTBO CMMBOJIOB) A/ MNOATBEPNKAEHUA TOrO, YTO BBOA
MHpOPMaLMKM COOTBETCTBYET 3a4aHHOMY onepaTopom GopMaTy M CoAepKaHMIO.

BBogMMble AaHHble JO/MXKHbBI NPOBEPATLCA HA Ha/MUYME KOHCTPYKLMIA, KOTOpble MOFYT BbiTb MHTEPNPETUPOBaHbl NPOFrPAaMMHO-TEXHUYECKUMU CpeacTBaMu
MHDOPMALMOHHOMN CUCTEMBI KaK UCNOJTHAEMblE KOMaHAbI.

TpeboBaHuA K ycuneHuto OLJL.7:

He ycTtaHoBnEHbI.

CopeprkaHue 6asosoi mepbl OL.7:

Mepa 3awmTbl

Knacc 3awmiweHHOCTU MHOPMALLMOHHOW CUCTEMBI
nHbopmaumm

4 3 2 1

oun.z

Ycunenune OLUJL.7

OLL/1.8 KOHTPO/1b OLUMBOYHBIX AEMCTBUIA NOJIb3OBATENEN MO BBOAY U (MNWM) NEPEAAYE MHOOPMALNK U NPEAYNPEXAEHUE NOJIb3OBATE/IEN
OB OLUMBOYHbIX AENCTBUAX

TpeboBaHua K peanmsaumm OLJI.8: B MHPOPMALMOHHOM CUCTEME AO/MKEH OCYLLECTBAATLCA KOHTPO/Ib OWMOOYHbIX AEACTBMIN NOb30BaTeielt No BBOAY U
(nnn) nepepave MHbopmaummn 1 NpeaynpexkaeHne noab3osaTenei o6 oWNBOYHbIX AeNCTBUSAX.



KoHTpo/b oWwmnbBoYHbIX A4eNCTBUI Nonb3oBaTeNel No BBoAy M (Mn) nepenade MHpopmaLmm 1 npeaynpexageHne nosbsosaresen 06 oWMBOUYHbIX AeNCTBUAX
OOJ/IKeH nNpeaycMmaTpmBaTh:

onpeaeneHne onepaTopom TUMNOB OWMOBOYHbLIX AENCTBUIM MONb30BaTe/NIEN, KOTOpble MNOTEHUMAZbHO MOFYT MPMBECTM K HapylweHuio 6e3onacHocTH
nHbopmaunm B MHPOPMALMOHHOM CUCTEME;

reHepMpoBaHWe cooblweHnii aaa nonb3oBaTenel 06 MX OWMOOYHBLIX AENACTBMAX M O BO3MOXHOCTM HapyweHus 6e3onacHocT uHpopmaumm B
MHOOPMALMOHHOM CUCTEME A1 KOPPEKTUPOBKM AEUCTBUIA NONb30BaTeNe;

peructpauma uHoopmaumm 06 ownbOoUHbIX AENCTBMAX MO/Ab30BaTeNei, KOTOopble MOrYT MPUBECTM K HapylweHuto 6e3onacHoCcTM MHbopmauMu B
MHPOPMaLMOHHOM cUCTEME, B KYPHaNax perucrTpauumn cobbitmii 6esonacHoctu B cootsetcTeum ¢ PCB.3;

npeagocrassieHne AoCTyna K COO6LLI,EHMF|M 06 OWMBOYHbIX AEﬁCTBMﬂX Nonb3oBaTesiel TONbKO AAMUHUCTPATOPAM.

TpeboBaHuA K ycuneHumto OLJ1.8:

He ycTtaHoBnEHbI.

CopeprkaHue 6asosoi mepbl OLL.8:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
UHbOpPMaLum
4 3 2 1
oun.8

Ycnnenume OLJL.8




3.10. OBECMEYEHME AOCTYNHOCTU MHOOPMALIMM (OAT)
OAT.1 MCNONb30OBAHUE OTKA30YCTOMYMBbIX TEXHUYECKUX CPEACTB

TpeboBaHua K peanusaumm OAT.1: OnepaTopom A0/MKHO obecneynmBaTbCA MCMNOJ/Ab30BaHUE
OTKa30YCTOMUYMBbIX TEXHUYECKUX CPeACTB, NpedycMaTpuBatoLLee:

onpeaeneHne CcermeHToB WHPOPMALMOHHOMW CUCTEMbI, B KOTOPbIX AO/KHbI MPUMEHATHCA
OTKa30yCTOMYMBbIE  TEXHWYECKMe  cpeacTBa, o0b6nagalolwiMe  CBOMCTBAMM  COXPaHATb  CBOIO
paboTocnocobHOCTb Moc/e OTKasa OAHOMO MM HECKOJIbKMX WX COCTaBHbIX YacTel, W MepeyHs Takux
CpeacTs ucxoaa w3 Tpebyembix yCnoBui obecneyeHUa HenpepbiBHOCTU  GYHKUMOHWPOBAHUA
MHPOPMALMOHHOM CUCTEMbI U LOCTYNHOCTU MHPOPMALLMK, YCTAHOB/IEHHbIX ONEPATOPOM;

onpeaeneHne npeaenbHbIX (MOPOroBbix) 3HAYEHUM XaPaKTEPUCTUK (KOIPPULMEHTA) FOTOBHOCTH,
MOKa3blBAlOLLErO, KaKylo A0 BpPeEMEHW OT obuiero BpemeHn paboTbl MHGOPMALMOHHON CUCTEMDI
TEXHMYECKOEe CpeacTBO (TEXHUYECKoe pellueHne) HaxoguTcA B paboyem COCTOSIHMM, W XapaKTepUCTUK
HageKHoCTU (Tpebyemoe 3HauYeHWe BEPOATHOCTM OTKasa B €AMHWLYY BPeMeHW) ucxoasa m3 Tpebyembix
ycnosuii  obecneyeHns  HenpepbIBHOCTM  PYHKUMOHMPOBAHMA  UHOOPMALMOHHOM  CUCTEMbI U
OOCTYNHOCTU MHOPMALMK, YCTAHOBAEHHbIX ONEPATOPOM;

npumeHeHne B WHPOPMALMOHHOM CUCTEME TEXHUYECKUX CPEeACTB C  YCTaHOBJEHHbIMM
onepatopom xapaKktepuctukamu (KoadpdpuumeHTom) roTOBHOCTU M HaAEKHOCTU, obecne4ymsatolimx
Tpebyemble YCN0BUSA HEMPEPbIBHOCTU GYHKLMOHUPOBAHMA MHDOPMALIMOHHOM CUCTEMBI U AOCTYNHOCTU
nHpopmaymu;

KOHTPO/Ib C YCTaHOB/IEHHOM OMNEepaTopoM MePUOAMYHOCTLIO 33 3HAYEHUSAMU XapPaKTEPUCTUK
(KO3pPUUMEHTOB) FOTOBHOCTM M HAZEKHOCTU TEXHUYECKMX CPEACTB M pearMpoBaHMe Ha yxyalweHue
3HAYEHWU OaHHbIX XapaKTEPUCTUK (MHMLMANM3auMA MNiaHa BOCCTAaHOBAEHMA pPaboTocnocobHOCTU U
WHble MEeToAbl PearMpoBaHus);

3aMeHa TexHUYEeCKMX CPeAcCTB, XapaKTepuCTUKU (Ko UUMEHTbl) rOTOBHOCTU U HaAEMXHOCTU
KOTOPbIX AOCTUIIN NPeaeNbHOro 3HaYeHMs.

Onepatopom  JoO/MKHO  6biTb  obecrneyeHo onpegeneHne  TpebyemblX  XapaKTEPUCTUMK
(Ko3dPMLMEHTOB) HAZEKHOCTU U TOTOBHOCTW B COOTBETCTBUM C HALMOHA/IbHbIMU CTaHAAPTAMM.

TpeboBaHuA K ycuneHuo OAT.1:

1) onepaTop BbIBOAMT M3 3KCMAyaTauMmM TEXHWYECKOE CPeacTBO NyTem nepegaun ero ¢GpyHKUMMA
apyromy (pesepBHOMY) TEXHWMYECKOMY CPEACTBY A0 AOCTUMXKEHMA NepBblM NpeaesibHbIX (Moporosbix)
3HaYeHUM XapaKTepPUCTUK (KO3PPULMEHTOB) rOTOBHOCTU U (MN) HALEKHOCTH;

2) B MHPOPMALIMOHHOW CUCTEME peann3yeTca aBToMaTU4YecKkoe onoselleHue (CUrHanusauma) o
OOCTUMKEHUM  TEXHUYECKMM  CPeAcTBOM  MNpedesibHbiX  (MoporoBbix) 3HAYEHUM  XapaKTepUCTUK
(koaddMUMEHTOB) TOTOBHOCTM W HAAEKHOCTM (CTeneHb AOOCTUNKEHMA npedefibHbiX  3HaYeHWi
onpeaenseTcs onepaTtopom);

3) B MHGOPMALUMOHHON cUCTeMe peaniv3yeTcs aBTOMaTMYeckoe onoselleHue (cuMrHanusauma) o
OOCTUNKEHUM TEXHNYECKUM CPeACTBOM MnpeaesibHbIX (MOPOrosbixX) 3HaYEHMI XapaKTEPUCTUK 3arpy3Ku.

CopeprkaHue 6a3oBont mepbl OAT.1:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTM MHGOPMaLMOHHOM CUCTEMbI

3 2

oAr.1

Ycunenune OAT.1




OA4T.2 PE3SEPBUPOBAHWME TEXHUYECKUX CPEACTB, MPOTPAMMHOIO OBECMEYEHWA, KAHAJIOB
NEPEAAYM UHDPOPMALIMWN, CPEACTB OBECMEYEHMA ®YHKUMOHWUPOBAHUA UHDOPMALIMOHHON
CNCTEMBI

TpeboBaHua K peanusaumm OLAT.2: OnepaTopom A0/MKHO obecneuymBaTbCA pesepBMpoOBaHME
TEXHUYECKMX CPEeACTB, nNporpammHoro obecneyvyeHusa, KaHaNOB nepegayn MHpopmaumn, cpencrs
obecneyeHns GpyHKUMOHMPOBAHNA MHGOPMALMOHHOM CUCTEMBI, NPeayCMaTPUBAIOLLEE:

onpeaeneHne CermeHToB WHPOPMALMOHHOMW CUCTEMbI, B KOTOPbIX AO/XHO OCYLLECTBAATLCA
pesepBMpoOBaHME TEXHUUYECKUX CPEACTB, MPOrPamMMHOro obecneyeHus, KaHanoB nepesadn MHGoOpPMaLmm
N cpencTB obecneyeHns GYHKLMOHUPOBAHMA, A TaKKe NepeyHn pesepBUpyeMbIX CPeacTB UCXoasa U3
Tpebyembix yc10BUiA obecneyeHns HenpepbIBHOCTU GYHKUMOHUPOBAHMUA MHPOPMALMOHHOM CUCTEMBI U
AOCTYMHOCTU MHPOPMALMK, YCTAHOBNEHHbIX ONEepPaTopom;

NpPUMeHeHWe pesepBHbIX (AyBAMpPYOWKNX) TEXHUYECKUX CPEeACTB, NPorpamMmHoro obecneveHus,
KaHa/noB nepeaaym MHbopmauum u (unm) cpeacts obecneyeHms GyHKLMOHUPOBAHUA MHGOPMALMOHHOM
cuctembl,  obecneumBalowmx  Tpebyemble  ycnosuA HenpepbIBHOCTU  PYHKLMOHMPOBaAHMUA
MHGOPMALNOHHOM CUCTEMBI U AOCTYNHOCTU MHOOPMaLUK;

BBOJ B LEeNCTBME pe3epBHOrO TEXHUYECKOro CpeacTBa, NporpaMmHoro obecneyeHus, KaHana
nepefaun nHbopmaumm nan cpeactea obecneveHna GYHKLUMOHMPOBAHMA NPU HapyLweHUn Tpebyembix
YCNOBUIM  HEMNpepbiBHOCTU  PYHKLUMOHUPOBAHUA MHPOPMALMOHHON  CUCTEMbI U AOCTYNHOCTU
nHpopmaymu.

PesepBMpOBaHME TEXHUMYECKUX CPeACcTB B 3aBUCMMOCTM OT Tpebyembix ycnoBui obecneyeHus
HENpPepbIBHOCTU  GYHKUMOHUPOBAHMUA WHOOPMALUMOHHON CUCTEMbl WM AOCTYMHOCTM WHPopMaunm
BK/IlOYAET HeHarpyxeHHoe ("xonoaHoe") u (unu) HarpyxeHHoe ("ropadyee") pesepeupoBaHue.

Mpw pesepBMpPOBaHMM NPOrPAMMHOI0 obecneyeHns ocyLEecTBIAETCA CO34aHNe pe3epPBHbIX KON
06LLecncTeMHOro, cneLmanbHOro U NPUKAALHOro NPorpamMmmMHoro obecneyeHus, a TakKe NPOrpammHOro
obecneyeHna cpeacTs 3almTbl MHPOpMaLMK, HeobxoauMbix ana obecneyeHuna Tpebyembix ycnosuii
HenpepbIBHOCTU GYHKLNOHMPOBAHNA MHGOPMALLMOHHOM CUCTEMBI U JOCTYNHOCTU MHGOPMALUU.

Pe3epBrpoBaHMe KaHanoB nepesaum nHGopmMaLmMm BKIKOYAET:

pe3epBMpPOBaHME KaHA/IOB CBA3WN, 06ecneunBaloLLee CHUXKEHME BEPOATHOCTU OTKasa B JOCTyne K
MHPOPMALNOHHOM CUCTEME;

Ha/lMuME Yy OCHOBHbIX W aNbTEPHATUBHbLIX MOCTABLIMKOB TENEKOMMYHMUKALMOHHBIX YCAyr
(npoBaitgepos) MHGOPMALLMOHHOM CUCTEMbI N1IAHOB MO BOCCTAHOB/IEHWIO CBA3M NPW aBapuax M cbosx, C
YKa3aHMeM BpeMeHW BOCCTaHOB/IEHMS.

PesepBupoBaHue cpeacts obecnedeHna GYHKUMOHMPOBAHUA MHPOPMALMOHHON  CUCTEMDI
BK/IlOYaET:

WCMO/Ib30BaHNE KPATKOBPEMEHHbIX PEe3epPBHbIX WCTOYHMKOB NUTAHMA Ans  obecneyeHus
npaBuAbHOro (KOPPEKTHOro) 3aBeplieHna paboTbl cermeHTa MHGOPMALMOHHOMN CUCTEMbI (TEXHUYECKOTO
CPeACTBa, YCTPOMCTBA) B C/ly4Yae OTK/AOYEHUSA OCHOBHOMO MCTOUYHMKA NUTAHWUS;

MCMNO/Nb30BaHNE [OATOBPEMEHHbIX PE3epPBHbIX WMCTOYHMKOB MUTAHUA B CAydYae AAUTENbHOrO
OTKNHOUYEHMA OCHOBHOMO UCTOYHMKA NUTAHUA U HEOBXOAMMOCTU NPOAOIKEHNA BbINONHEHNA CETMEHTOM
NHPOPMaLMOHHOM cucTembl (TeXHMYECKMM  CpeacTBOM,  YCTPOMCTBOM)  YCTaHOBJ/IEHHbIX
dYHKUMOHaNbHbIX (3a4a4);

onpegeneHne nepevyHAa 3SHepro3asnUCUmbliX TEXHUYECKUX CPenctB, KOTOPbIM HGO6XOAMMO



obecneunTb Hann4yme pe3epBHbIX NCTOYHUKOB MUTAHUA (KpaTKOBPEMEHHbIX n LI,OﬂFOBpEMeHHbIX).

MpaBuna ©“  npoueaypbl  PE3epBMPOBAHMA  PEFNAMEHTUMPYHOTCA B OPraHM3auMoHHO-
pacnopaauTenbHbIX AOKYMEHTaxX onepaTopa Mo 3awmTe MHPopmaunm.

TpeboBaHua K ycunenuto OAT.2:

1) B MHPOPMaLMOHHOM cucteme OONKHO obecneynsaTbCa pesepBMpoBaHMe
aBTOMaTM3MPOBaHHbIX PabouymMx MecT, Ha KOTopbix obpabaTbiBaeTcd WHPOPMaUUA (COBOKYMHOCTM
TEXHUYECKMX CPeACTB, YCTaHOBNEHHOro NPorpamMmMHoro obecnedyeHus, CpeacTs 3aWmnTbl MHGOPMaLUKU U
napameTpoB HAaCTPOMKM), B TOM YnC/e NpeaycMaTpuBaioLlee:

NPOCTPAHCTBEHHOE (reorpaduyeckoe) oTaeneHne pe3epBHbIX aBTOMATU3MPOBAHHbLIX Paboumnx
MECT OT OCHOBHbIX MeCT 06paboTKn nHdopmaumnm, C y4eTOM BO3MOKHbIX YIPO3 HapyLLUEHUA AOCTYNHOCTH
nHbopmauuu;

KOHUrypaumio pesepsHbIX MecT 06paboTkn MHGopMaumMm, NpeayCcMaTPMBAIOLWLYI0 MUHMMANBbHO
Tpebyemble 3KCn/IyaTaUuMOHHbIE BO3MOXKHOCTN paboyero mecra;

pa3paboTky onepaTopom npoueayp obecneyeHns Tpebyembix YycioBMA  obecrieyeHus
HenpepbIBHOCTU PYHKLUMOHUPOBAHNA MHOOPMALMOHHOM CUCTEMbl M AOCTYNHOCTM MHOpMaLMM B
cnyvae HapyleHuna GyHKUMoHnposaHua (cboes, aBapuin) pesepBHbIX mecT 06paboTkM MHbopMaLuu;

orpaHu4yeHMe BpeMeHn 0bpaboTKM MHPOpMaLMM Ha pe3epBHOM paboyem MecTe A0 BpeMeHwu
BOCCTaHOB/IeHNA QYHKLMOHNPOBAHNA OCHOBHOro paboyero mecTa;

2) B MHPOPMALMOHHOW cUCTeMe A0/KHO obecneunmsBaTbCca NPeAOCTaB/eHNe pe3epBHbIX KaHaloB
CBA3M OT aNbTEPHATUBHbIX NOCTABLLMKOB TEIEKOMMYHMKALMOHHbIX YCayr (MpoBainaepos), OTANYHbIX OT
NnocTaBLINKOB (NpPoBaitaepoB) OCHOBHbIX KaHaN0B CBA3Y;

3) B MHGOPMALMOHHOW cUcTemMe A0NKHO obecneymBaTbCs UCMNO/b30BaHME Pe3epBHbIX KaHanoB
CBA3M, NPOXOAALLMX MO TPACCam, OT/IMYHbBIM OT TPACC MPOXOXKAEHNA OCHOBHbIX KaHAN0B CBA3MK;

4) B MHOPOPMALMOHHOW CUCTEME [AOMKHO o0b6ecneymBaTbCA MCMNOAb30BaHUE PE3epPBHbIX
(OTAeNeHHbIX OT OCHOBHbIX) TENEeKOMMYHWKAUMOHHbIX CepBMCOB, obecneynBatowmx AOCTYNHOCTb
MHPOpPMaUMKN, OO BOCCTAHOB/AEHWA AOCTYNHOCTM OCHOBHbLIX TENEKOMMYHMKAUMOHHbLIX CepBUCOB
NOCTaBLMKOM TEIEKOMMYHMKALUMOHHbIX yCAyr (NpoBaigepom).

CopeprkaHue 6a3oBont mepbl OAT.2:



Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum

4 3 2 1

OAT.2 +

Ycunernue OAT.2

OAT.3 KOHTPOJ1b BE3OTKA3SHOIO ®YHKUMOHUPOBAHWA TEXHUYECKUX CPEACTB, OBHAPYXEHUE N TOKANTM3ALMA OTKA30B ®YHKLMOHUPOBAHWUA,
MPUHATUE MEP NO BOCCTAHOBJ/TEHNIO OTKA3ABLLNX CPEACTB U UX TECTUPOBAHUE

TpeboBaHua K peanusaumm OAT.3: OnepaTopom [AOMKEH OCYLWLECTBAATLCA KOHTPO/b 6€30TKasHOro ¢QYHKLMOHMPOBAHUA TEXHUYECKUX CPEACTB,
06Hapy»KeHWNe 1 10KaNMU3aLMA OTKA30B QYHKLMOHNPOBAHMA, NPUHATUE MEP MO BOCCTAHOB/IEHWNIO OTKA3aBLUMX CPeACTB U UX TECTUPOBaHMeE.

KoHTponb 6e30TKaszHOro GpyHKUMOHMPOBaAHMA NPOBOAMTCA B OTHOLIEHMU CEPBEPHONO U TeIEKOMMYHUKALUMOHHOrO 060pyA0BaHMA, KaHaN0B CBA3K, CPeacTB
obecneyeHns GyHKUMOHMPOBAHUA MHPOPMALLMOHHON CUCTEMBbI NyTEM MEPUOANYECKOM MPOBEPKM PAabOTOCNOCOOHOCTM B COOTBETCTBMU C 3KCM/yaTaLlMOHHOM
OOKYMEHTaLUMen (B TOM YMc/ie NyTeM MOCbIIKU TECTOBbIX COOBLLEHUI U NPUHATUA "OTBETOB", BU3ya/lbHOTO KOHTPONSA, KOHTPOAA TpaduKa, KOHTpona "noseaeHus"
CUCTEMbI U UHBIMK METoAaMM).

Mpu oB6HapyXeHUU OTKA30B QYHKLMOHMPOBAHMA OCYLLECTBAAETCA WX /IOKanAM3aumMa M MPUHATME Mep MO BOCCTAHOB/IEHMIO OTKA3aBLIMX CPEACTB B
cootBetcTBUM € OL/1.3, UX TeCcTMpoBaHWe B COOTBETCTBUWM C IKCM/IyaTaUMOHHOW AOKYMEHTALMeEN, a TaKKe perucTpauus cobbiTUi, CBA3aHHbLIX C OTKa3amu
GYHKUMOHMPOBAHUA, B COOTBETCTBYHOLLMX KYPHaNaxX.

TpeboBaHuA K ycunenumio OAT.3:

1) B MHPOPMALMOHHOW cucTeMe AOMKHa bbiTb obecneyeHa curHanusauma (yBegoMaeHME) O HEMCNPABHOCTAX, CHOAX U OTKasax B GYHKLMOHWPOBAHUM
NPOrpaMmmHO-TEXHUYECKUX CpeacTB MHGOPMALMOHHOMN CUCTEMBI;

2) onepaTopom A0/KHA obecrneunBaTbCsa perucTpaums cboes U 0TKasoB B GYHKLMOHMPOBAHMM TEXHUYECKMX CPEACTB MHPOPMALMOHHOM CUCTEMDI;

3) B VIH(I)OpMHLI,VIOHHOVI cncreme AOO0J/1KHbl MPUMEHATBCA NporpammHbie cpeactBa MOHUTOPUHIA TEXHUYECKOIoO COCTOAHUA MHd)OpMaLLMOHHOﬁ cncrembl,
ocyuwecrtsaarowme MOHUTOPUHI OTKA30B NPOrpaMmMHbIX U NPOrpaMMHO-TEXHUYECKUX CpeacTB B COOTBETCTBUU C NEpPEYHHEM, onpeaeneHHbIM onepaTtopom.

basosbiit Habop OAT.3:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

oAar.3

+

Ycunernue OAT.3




oAar.4 NEPUOOUNYECKOE PE3EPBHOE KOMWPOBAHWME WH®OPMALWMW HA PE3EPBHbIE
MALWWHHBIE HOCUTEIU UH®OPMALU NN

TpeboBaHua K peanmsaumm OAT.4: Onepatopom A0MKHO obecrneymBaTbCA MNepuoanveckoe
pesepBHOE KOMMpOBaHWE WHPOPMALMM Ha pes3epBHble MallMHHble HocuTenu WuHdopmauuu,
npegycmaTpusatolLee:

pe3sepBHOE KonuMpoBaHWe WMHPOPMALUM HA pe3epBHble MALUMHHble HOCUTENW MHPOopMaLMU C
YCTAHOB/IEHHOM ONepaTopoM NEPUOAMUYHOCTbIO;

pa3paboTky nepeyHa MWHPopmauuu (TUNOB MHPOPMaLMKM), MNOANENKALLENM NepuogUyeckomy
pe3epBHOMY KOMMPOBAHUIO Ha pPe3epBHble MaLUMHHbIE HOCUTENN MHPOPMaLUN;

pPerucTpaumio cobbiTUA, CBA3AHHBIX C Pe3epBHbIM KOMMpoBaHMEM WHPOPMaLUM Ha pe3epBHble
MaLUNHHbIE HOCUTENN MHPOPMaLNN;

NPUHATME Mep A4AA  3alWuTbl  pesepsBupyemon  uHbopmaumm, obecneumBarowmx ee
KOHPUAEHUMANBHOCTb, LENOCTHOCTb U LOCTYNHOCTb.

Mpasuaa M npoueaypbl PE3epBHOTO KOMMPOBaHMA WHPOPMaLUU  pPernameHTUpyoTca B
OopraHM3aLMOoHHO-pacnopaAaUTENbHbIX JOKYMEHTaX onepaTopa no 3almTte MHopmauuu.

TpeboBaHuA K ycuneHuto OAT.4:

1) onepaTopom [AO/XHA OCYLLECTBAATLCA C YCTAaHOBAEHHOW MM NEepPUOANYHOCTbIO NpPOBEepKa
paboTocnocobHOCTM CpeacTB Pe3epBHOTO KOMWMPOBaAHMA, CPeACTB XpPaHEHWUA pe3epBHbIX Konuid U
CPEeACTB  BOCCTAaHOBNEHWA WMHPOPMAUMM M3 Pe3epBHbIX KOMWM  (NEePUOAMYHOCTb  MPOBEPKM
paboTocnocobHOCTM onpeaenseTcs onepaTopom);

2) onepatopom [AOJ/IKHO OCYLLECTBAATbCA XpaHeHWe (pa3melleHue) pe3epBHbIX Konui
MHPOPMaLMN Ha OTAENbHbIX (PasMeLleHHbIX BHE MHGOPMALMOHHOW CUCTEMbI) CPEACTBAX XPaHEHUs
pe3epBHbIX KOMUIA U B NMOMELLEHUAX, CNEeUMasbHO NpeaHa3HauYeHHbIX A1 XPaHEHUA pe3epBHbIX KOMWi
MHPOPMALUK, KOTOPbIE UCKAOYAIOT BO3AENCTBME BHELLIHMX GAKTOPOB Ha XPaHUMYO MHDOPMALLUIO;

3) onepaTopom AONKHO OCYLLECTBAATLCA Pe3ePBHOE KOMMpoBaHMe MHGOPMALMM Ha 3epPKabHYIO
NHPOPMALMOHHYIO CUCTEMY (CErMEHT MHPOPMALIMOHHOWM CUCTEMDI, TEXHUYECKOE CPEeACTBO, YCTPOMCTBO);

4) onepaTopom [OJIXKHA obecneynmBaTbCA COOTBETCTBYHOLLAA MPOMYCKHas CNOCOOHOCTb KaHanoB
CBA3M, UCNO/Ib3yeMbIX 1A Nepesiavn pe3epBHbIX KONUIA B NpoLecce UX CO34aHUA AU BOCCTaHOBEHUA
nHbopmaummn,  gna JOCTMKeHuMa  Tpebyembix  yc/loBUI obecneyeHus HenpepbIBHOCTH
YHKLMOHNPOBAHMA MHPOPMALLMOHHOM CUCTEMBI U AOCTYNHOCTU MHDOPMALNWK;

5) onepaTopom [0/KHO OCYLLECTBAATLCA NPOCTPAHCTBEHHOE (reorpaduyeckoe) pasHeceHne mect
XPaHEHUs HocuTenen pesepBHbIX Konuii MHPOPMALMM M MECT pPacrofIOKEHUA OPUIMHANOB 3TOM
MHbopMauuu.

CopeprkaHue 6a3oBoint mepbl OAT.4:



Mepa 3awmThbl Knacc 3almieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHpopmauum
4 3 2 1
Oﬂ.T4 + +
Ycunenne OAT.4 1,2 1,3

OAT.5 OBECMEYEHME BO3MOMHOCTU BOCCTAHOBNEHWA WMHPOPMALIMU C PE3EPBHbIX MALUMHHbBIX HOCUTENEM WHOOPMALMU (PE3SEPBHbIX
KOMuin) B TEYEHWE YCTAHOBNEHHOIO BPEMEHHOIO MHTEPBAJIA

TpeboBaHua K peanusaumm OAT.5: Onepatopom A[o/xHa 6biTb obecrneyeHa BO3MOMHOCTb BOCCTaHOBAEHMA WMHOOPMALMM C PE3EPBHbIX MALUMHHbIX
HocuTenei nHbopmaumm (pesepBHbIX KOMNWiA) B TeYeHMe YCTaHOBNEHHOTO ONepPaTopoOM BPEMEHHOTO MHTEPBANA.

BoccTaHoBNEHME MHOOPMALMM C PE3EPBHbIX MALIMHHbIX HOCUTENEN MHPOPMALMK (Pe3epBHbIX KOMWIA) AOMKHO NPeayCcMaTPUBaTb:

onpeseneHne BPEMEHWU, B TEYEHME KOTOPOro AOJKHO ObiTb obecneyeHo BocCCTaHoBAeHMe MHPOpmauum u obecneumsatowero Tpebyembie ycnoBuA
HenpepbIBHOCTU GYHKUNMOHMPOBAHNA MHGOPMALLMOHHOM CUCTEMBI U [OCTYNHOCTN MHbOPMALLUWK;

BOCCTaHOB/IEHME MHPOPMALMK C pe3epBHbIX MalMHHbIX HocuTenein nHGopmauum (pesepsHbIX KoNuii) B TeYeHMe YCTaHOBAEHHOrO ONepaTopoM BPEMEHHOTO
WHTEpBana;

perncrTpauuna CO6bITMVI, CBA3aHHbIX BOCCTAHOBNEHNEM MHd)OpMaLI,MVI C pe3epBHbIX MalWNHHbIX HocuTenemn MHd)OpMaLI,VIM.

MpaBuna M npoueaypbl BOCCTAaHOB/AEHUA MHOOPMALMM C PE3EPBHbIX MALUMHHbLIX HOCUTENei WHPOPMaUMKM PEernameHTUMPYHTCA B OPraHM3aLMOHHO-
pacrnopsauTebHbIX LOKYMEHTaxX onepaTopa Mo 3awute MHGopmauuu.

TpeboBaHuA K ycunenumto OAT.5:

1) onepatopom Lo0/KHA 06eCcneymBaTbCs BO3MOMXKHOCTb BOCCTAHOBIEHMSA MHPOPMALMU C YYETOM Harpy»KeHHoro ("ropsayero”) pesepBnpoBaHNA TEXHUYECKUX
cpepcTs B cooteBetcTBum ¢ OAT.2;

2) B MHGOPMALMOHHOMN cUCTEME AO/IKHO OCYLLECTBAATLCA NPeaocTaBAeHMe NO/b30BaTENAM Pe3epBHbIX MecT 06paboTkn nHGopMaunn B COOTBETCTBUM C
O[T.2 oo BOCCTAHOBAEHUA U3 pe3epBHbIX Konuii MHGopMaumn n obecneyeHns ee 4OCTYNHOCTM Ha OCHOBHbIX MecTax 06paboTkM MHbOopMaLMK.



CopeprkaHue 6asoBoit mepbl OAT.5:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
oAaT.5 + +
Ycunenue OAT.5 1

OAT.6 KNACTEPU3ALMA MHOOPMALIMOHHOW CUCTEMbI U (UN1M) EE CETMEHTOB

TpeboBaHua K peanusaumm OAT.6: B MHPOpMaUMOHHOM cUCTEME [O/MKHO obecneymBaTbCs BblgeneHue rpynn O4HOTUMHBIX Y3708, 06beANHEHHbIX
KaHanamu nepegaym MHGoOpPMaLMmM M PacCMaTPUBAEMbIX KaK eAMHbIN MPOrpamMmMHO-TEXHUYECKUI pecypc, MHGOPMALLMOHHON CUCTEMBI B LLESIOM U (MAK) OTAENbHbIX
€e CermeHToB (CepBepoB NPWUIOMNKEHWUH, PalinoBbiXx cepBepoB, cepBepoB 6a3 AaHHbIX, CPEACTB 3alUTbl MHPOPMALMU U UHBIX CETMEHTOB) ANA obecneyeHus
[O0CTYNHOCTM MHGOPMALNKM, CEPBUCOB U MEXAHU3MOB 3aLLUTbl MHPOPMALMN.

TpeboBaHuA K ycunenumto OAT.6:

1) B MHPOPMALMOHHON cUCTEeME [O/IKHA OCYLEeCTBAATLCA KnacTepusauusa CepBepoB KOHTPO//IEPOB AOMEHOB, CEPBEPOB PE3EePBHOIO KOMWPOBaHUA,
CepBepoB ynpas/ieHUa U MOHUTOPUHIA COCTOAHUA WHPOPMALMOHHOMN CUCTEMbI, CEPBEPOB BUPTYa/lbHOW WHPPACTPYKTYPbl M MHbIX OCHOBHbIX YCTPOMCTB M
nporpammHoro obecrneyeHns CUCTEMHOTO YPOBHS;

2) B IHPOPMALMOHHOM CUCTEME AONKHA OCYLLECTBAATLCA KAacTepusauma cepBepoB NpUIoKeHuin, Gainnosbix cepBepos, cepBepoB 6a3 AaHHbIX, NOYTOBbIX
CepBepOB M UHbIX YCTPOWCTB U NPOrpammHoro obecneyeHns NPUKIALHOMO YPOBHS;

3) B MHPOPMALMOHHOM CUCTEME AO0/KHA OCYLLECTBAATLCA Knacrepmsaumsa CpeacTs 3awmTbl MHGOpMaUMK (B Caydasnx, KOrAa 3TO TEXHUYECKU BO3MOXKHO),
BKNHOYAA CPEACTBA MEKCETEBOIrO IKPAHMPOBAHMWA, CPEACTBA 3aLWMTbl KAaHAI0B Nepesadn MHpopmaLuu.

CopeprkaHue 6asoBoit mepbl OAT.6:

Mepa 3aLmThbl Knacc 3awwmuweHHOCcTM MHGOPMaLMOHHOM cUcTeMbI
nHpopmaumm

4 3 2 1




OAT.6

Ycunenue OAT.6




OAT.7 KOHTPOJIb COCTOAHUA N KAYECTBA NPEAOCTABNEHWA YNOJIHOMOYEHHBIM JIMLOM BblYUCANTE/IbHBIX PECYPCOB (MOLLHOCTEN), B TOM
YMCIE MO NEPEAAYE MHOOPMALNNA

TpeboBaHua K peanmsaumm OAT.7: OnepaTtopom A0/MKEH OCYLLEeCTBAATLCA KOHTPOJIb COCTOAHMA U KayecTBa NpeaocTaB/ieHUs YNOJIHOMOYEHHbIM JIMLLOM
(npoBaiigepom) BbIMMCAUTENbHBIX PECYPCOB (MOLLIHOCTEN), B TOM YMcae No nepeaadve MHGoOpmMaLMmn, NpeaycmMmaTpmUBatoLLMiA:

KOHTPO/1b BbINOJIHEHUSI YNOJTHOMOYEHHbIM JINUOM TpeboBaHU 0 3almTe MHPOPMALMKN, YCTAHOB/EHHbIX 3aKOHOAATe/IbcTBOM Poccuitickon degepauum u
YyCNoBMAMM Aorosopa (cornaweHus), Ha OCHOBAHWW KOTOPOro YMOJIHOMOYEHHOEe AuLo obpabaTbiBaeT MHPOPMALMIO MAM NPEeAOCTaBAAET BblYMC/AUTENbHbIE
pecypcbl (MoLWHOCTH);

MOHUTOPUHT COCTOSHMA W KayecTBa NPeAoCcTaBeHna YNoAHOMOYEHHbIM NLOM (MPOBaiAePOM) BbIYMCAUTENbHBIX PECYPCOB (MOLLHOCTEN);
MOHMUTOPUHT COCTOSHMA W KayecTBa NPeAoCcTaB/eHna YNoJHOMOYEHHbIM NLLOM (MpoBaiaepom) ycayr no nepegadye MHGopmaLmu.

YcnoBusa, npaBa U 0683aHHOCTH, COAEPKaHME U NOPALOK KOHTPOIA AO/KHbI ONPeaenaTbCA B 4OrOBOpPE (CornaleHnn), 3aKN04aeMoM MeXKay onepaTopom u
YNONHOMOYEHHbIM /IMLOM Ha NPeaoCcTaBNeHue BblYUCAUTENbHbIX PecypcoB (MOLHOCTEW) Man nepegadyy MHGOPMaALUKU C UCNOAb30BaHMEM MHPOPMALLMOHHO-
TENEKOMMYHUKALIMOHHbIX CETEN CBA3W.

TpeboBaHuA K ycunenuto OAT.7:

1) mexay onepaTopom M MOCTaBLMKOM YCAyr (TENEKOMMYHWUKALMOHHbBIX, BblYMCAUTENbHbIX) AOMXKHO 3aK/AloyaTbCA cornalleHne ob ypoBHe ychyr,
cofiepKallee onmncaHue ycnyr, Nnpas 1 06s83aHHOCTEN CTOPOH M COr1acoOBaHHbIN YPOBEHb KayecTBa NpeaocTaBiaemMblX YCAYr B COOTBETCTBMU C 3aKOHOAAaTEIbCTBOM
Poccuiickoit Pepepaunu.

CopeprkaHue 6a3osoit mepbl OAT.7:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMaLLMOHHOM CUCTEMDbI
nHpopmauum
4 3 2 1
oAaT.7 + +

Ycunenune OAT.7




3.11. 3ALWMTA CPEAbI BUPTYA/IU3ALIMM (3CB)

3CB.1 MAEHTUPUKALNA N AYTEHTUGUKALKMA CYBEBEKTOB AOCTYIMA M OBbEKTOB AOCTYIA B
BUPTYANIbHOM UH®PACTPYKTYPE, B TOM YUC/IE AAMUHUCTPATOPOB YMNPABJ/IEHUA CPEACTBAMMU
BUPTYANTU3SALMN

TpeboBaHma K peanusauum 3CB.1: B MHPOPMALMOHHOM cUCTEME AO0NXKHbI 0becnevymBaTbCs
naeHTMduKauma mn ayteHTUdUMKaumMa cybbekToB [A0CTyna WM OOBEKTOB AOCTyNa B BUPTYa/bHOM
MHPPACTPYKType, B TOM uYMC/Ae aAMWUHUCTPATOPOB YMpaBAeHMA cpeacTBaMM BUPTyannsauuu, B
cootBetcTBUM ¢ NAD.1, UAD.2, NAD.3, UAD.4, NAD.5, UAD.6 1 UAD.7.

BupTyanbHas MHQPACTPyKTypa BKAOYAeT cpeady BuMpTyanus3auuu (nporpammHoe obecneyeHue,
cnykebHble p[aHHble KOMMOHEHTOB BMPTYaAbHOW WHGPACTPYKTYpbl) M annapaTHoe obecneyeHue
(annapaTHble cpeacTBa, HeobxoaMMble A1A GYHKUMOHMPOBAHMA cpeabl BUPTYaaM3auumn, B TOM Yncne
CPeAcTBa pe3epBHOro KONUPOBAHWUA U 3aLWUTbl MHPOPMALMK).

B KauecTBe KOMMOHEHTOB BUPTYya/NibHON WHPPACTPYKTYPbl HEOBXOOAMMO, KaK MUHUMYM,
paccmaTpuBaTb cepBepHoe obopyaoBaHue, annapaTHoe obecrneyeHWe KOHCOMEeM ynpasaeHus,
obopygoBaHMe XpaHeHMA AaHHbIX, CeTeBOe 006O0pyAOBaHWE, FMMNEPBU30P, XOCTOBYIO OMepaLMOHHYIO
cuctemy (ecnm NPUMEHNMO), BUPTYasibHble MaLlMHbI, MPOrPaMMHYI0 Cpeay BUPTYasibHbIX MalWH (B TOM
yncne WX OnepauuoHHble CUCTEMbI M NporpaMmHoe obecneyeHue), BUPTyasibHOE annapaTtHoe
obecneyeHne, BUPTyaNM3MPOBAHHOE MNporpamMmHoe obecrneyeHre (BUpPTyasibHble MalUWHbI €
npeaycTaHOB/EHHbIM  MPOrPaMMHbIM  obecnevyeHMem, MNpeAHasHAYeHHbIM  AAA  BbINOJIHEHUSA
onpeaeneHHblx GYHKUMIA B BUPTYanbHOW MHPPACTPYKTYpe), nporpammHoe obecrneyeHne ynpasBaeHus
BUPTYaNbHOM MHPPACTPYKTYpoin (B TOM UMCNe TMNEPBU3OPOM, HACTPOMKAMM BUPTYasbHbIX MaLUWH,
MUTpaUMENn BUPTYaNbHbIX MalWH, 6anaHCUPOBKOW Harpysku), cnyebHble AaHHble KOMMOHEHTOB
BUPTYyaNbHOM WHOPACTPYKTYpbl (HACTPOMKM M UHble cnyKebHble AaHHbIE), CpPeacTBa pPEe3epPBHOro
KOMMPOBaHMA KOMMOHEHTOB cpebl BUPTyaM3aLumm U CpeacTsa 3amnTbl MHGOPMALLIMK, UCNOJIb3yeMbIE B
pamKax BUPTya/ibHbIX MallWH U BUPTYanbHOW MHPPACTPYKTYPbI B LLESIOM.

B KauecTBe 0OBEKTOB AOCTYyMa B BUPTYa/NbHOW WHPPACTPYKTYpPe HEOBXOAMMO, KaK MUHUMYM,
paccmaTpuBaTb NporpaMmmHoe obecneyeHme ynpaBaeHUs BUPTyaNbHOM MHPACTPYKTYPOI, rmnepensop,
XOCTOBYIO OMEPALMOHHYIO CUCTEMY (€CIM MPUMEHUMO), BUPTYasibHble MaLUUWHbI, MPOrPaMMHYI0 Cpeay
BMPTYa/lbHbIX MallMH (B TOM 4YMCNe WX OMepaLMOHHble CUCTEMbI M MporpammHoe obecneyeHue),
BMPTYyasibHble KOHTEeMHepbl (30Hbl), BUPTYaM3MPOBAHHOE MporpaMmHoe obecneyeHune (BUpTyasibHble
MaLUMHbI C NpeayCTaHOBAEHHbIM MPOrpaMMHbIM obecnevyeHmem, npegHasHayeHHas gAs BbINOJHEHUA
onpeaeneHHblx GYHKUMA B BUPTyanbHOW UHOPACTPYKType), cpeacTBa 3awuTbl  MHOOpPMaLMM,
MCNONIb3yeMble B PaMKax BUPTYasibHbIX MALUWH U BUPTYaNbHOM MHDPACTPYKTYPbI B LLESIOM.

Mpu peanusaumm mep nNo MAEHTUGUKALUMKN M ayTEeHTUGUKALUMKN CYOHEKTOB A0CTyna U 06beKToB
A0CTYna B BUPTYyanbHOW MHPPACTPYKTYpe A0NKHbI 0becneymBaTbes:

naeHTMdUKaumMa 1 ayTeHTUPMKaLma agMUHUCTPATOPOB YNPaBAeHNA CPeaCTBaMU BUPTYyann3aLmm;

ngeHTMdUKauma n ayteHTUPMKauma cybbeKToB A0CTyna MNPy MX JIOKaNbHOM M yaaneHHOM
obpalLeHMn K 06beKTam JOCTYNa B BUPTYa/IbHON MHDPACTPYKTYPE;

6/I0KMPOBKA A0CTYNA K KOMNOHEHTaM BUPTYasibHOWM MHOPACTPYKTYPbI ANs CyObEKTOB A0CTYNA, He
npoLeawnx npoueaypy ayTeHTMduKaLmm;

3allMTa ayTEeHTUOUKALMOHHOW MHGOPMALMM CYOBEKTOB L0CTYMA, XPAHALWLENCA B KOMMOHEHTax
BMPTYanbHOM WHQPACTPYKTYPbl OT HEMpaBOMEPHbIX AOCTyna K HeW, YHUUTOMXKEeHMA WM
MoaAndULMPOBAHMS;



3aWwmTa ayTeHTUPUKauMoHHON WHPOpMaLMM B npouecce ee BBOAA ANA ayTeHTUOMKaumMm B
BUPTYaNbHOM WHGPACTPYKType OT BO3MOXKHOIO WCMO/Ib30BAaHUA /IMLAMU, HE WUMEWMMKM Ha 3TO
NOJIHOMOYMI;

naeHTUdGMKaumMa n ayTeHTUdMKaLUMa cybbeKToB A0CTyna MNpPu OCYLLECTBAEHUN WMU MOMbITOK
JocTyna K cpeactBam  ynpaB/ieHMA MNapameTrpamMu  annapaTtHoro obecneyeHuss BUPTyanbHOM

MHOPACTPYKTYpPbI.

BHYyTpW pasBepHyTbiX Ha 6a3e BUPTYanbHOW MHOPACTPYKTYPbl BUPTYasIbHbIX MALWWH A0KHA ObiTh
TaKKe obecneyeHa peanusaums mep No UAEHTUOMKALMM U ayTeHTUdUKauMmM cybbekToB M 06BHEKTOB
poctyna B cootBetcteun ¢ MAD.1 - UAD.7.

TpeboBaHuA K ycuneHuto 3CB.1:

1) B8 uHPOpPMALMOHHOM cUCTEME [OMKHbI obecneumsBaTbCAs B3aMMHaA uAeHTUPUKAUMA U
ayTeHTUOUKAUMA MONb30BaTeNA M CepBepa BUPTyannsauuu (BUPTyanbHbIX MalMH) MpU yaafeHHOM

Joctyne.

CopeprkaHue 6asosoit mepbl 3CB.1:



Mepa 3awmTbl

Knacc 3awmuieHHoCcTM MHGOPMaLMOHHOM cUCTEMBI

nHpopmauum
3 2
3CB.1 + +
Ycunerue 3CB.1 1




3CB.2 VYIMPABJIEHME [OOCTYNOM CYBBEKTOB [AOCTYNA K OBbEKTAM [JOCTYINA B
BUPTYANIbHOW MHOPACTPYKTYPE, B TOM YMC/IE BHYTPU BUPTYAJIbHbIX MALLMH

TpeboBaHua K peanusaumm 3CB.2: B MHPOPMALMOHHOM cCUCTEME [O/MKHO obecneymBaTbhbes
ynpassieHne AocTynom cybbeKkToB A0CTyna K obbekTam A0CTyna, B TOM YMCAe BHYTPU BUPTYasIbHbIX
malwmH, B cootsetcteum ¢ YNA.1, ynA4d.2, yna.4, yna.s, vng.e, yna.e, yna.1o, yna.11, yna.12,
yna.13.

Mpu peanusaumMmM mep Mo ynpasBiAeHMIO AOCTYNom Cy6beKkToB AocCTyna K obbekTam Aoctyna B
BMPTYaNbHOM MHOPACTPYKTYPE A0/KHbI 0becneynsaTbCa:

KOHTPO/Ib A0CTyNa CyObeKTOB AOCTyNa K CpeAcTBaM yNpaBiAeHMS KOMMOHEHTaMW BUPTyanbHOWM
NHPPACTPYKTYpPbI;

KOHTPO/b A0CTyna cybbeKkToB AocTyna K daitnam-obpasam BUPTYaM3MPOBAHHOIO NPOrpPamMmmMHOro
obecneyeHuns, BUPTyanbHbIX MalwuH, dainam-obpasam, cAyKebHbIM AaHHbIM, UCMONAb3YEeMbIM AR
obecrnieyeHnsa paboTbl BUPTyanbHbIX GANNOBbIX CUCTEM, M WHbIM CAYXKEOHbIM AaHHbIM CPeacTs
BUPTYa/IbHOM Ccpeapbl;

yrnpasneHue AOCTYNOM K BUPTYasibHOMY annapaTHoMy obecrneveHnto MHPOPMaLMOHHOMN CUCTEMBI,
ABNAOLWMMCA 06bEKTOM A0CTYNa;

KOHTPO/1b 3aMyCKa BUPTYaJ/ibHbIX MallMH HaA OCHOBE 3a4dHHbLIX OMEPAToOpPOM Nnpasun (pemmma
3anycCkKa, Tuna Ncnosibayemoro Hocmtena n NHbIX npanm).

Kpome Toro, mepbl No ynpasieHUto AOCTyNom cybbeKToB A0cTyna K 06bekTam A0CTyna A0XKHbI
obecneuynBaThb:

pasrpaHuMyeHne AocTyna cybbeKkToB A0CTyna, 3aperncTpMpPoBaHHbIX Ha BUPTYasibHbIX MallMHaXx, K
obbekTaM A0CTyMna, Pacno/IOXEHHbIM BHYTPU BUPTYyasbHbIX MallWH, B COOTBETCTBUMM C NpaBMaamMu
pasrpaHMyeHns AO0CTyna nosib3oBaTeneil AaHHbIX BUPTYasbHbIX MaluMH (noTpebuteneit obnavHbIX

yenyr);

pasrpaHuMyeHne AocTyna cybbeKkToB A0CTyna, 3aperncTpMpPoBaHHbIX Ha BUPTYa/bHbIX MalMHaXx, K
pecypcam WHPOPMALMOHHOM CUCTEMBI, Pa3MELLEHHbIM 33 MpeAenamy BUPTYasbHbIX MallWH, B
COOTBETCTBMM C MNpPaBUIaMMU PasrPaHUYEHUs AOCTyNa MPUHATbIMU B MHPOPMALMOHHON cUcCTeMe B
Lenom.

TpeboBaHuAa K ycuneHuto 3CB.2:

1) B uHdopMaLMOHHON cucTeme AoNKeH obecneunsaTbcA AOCTYN K ONepaLmaM, BbIMOAHAEMbIM C
MOMOLLBIO CPEeACTB YyNpaBieHUA BUPTYyasbHbIMM MALIMHAMKW, B TOM 4WCae K Onepauuam CO3faHus,
3anycka, OCTaHOBa, CO3J4aHWA KOMWM, yAANEHUA BUPTYaNbHbIX MALUWH, KOTOPbIA [O/KeH ObiTb
paspeLueH TONbKO aiMUHUCTPATOPaM BUPTYaAbHON MHPPACTPYKTYPbI;

2) B IHPOPMALMOHHOMN CUCTEME AO/IKEH 06ECneumBaTbCs AOCTYN K KOHOUIypauumn BUPTYabHbIX
MaLUWNH TONbKO aAMMHUCTPATOPaM BUPTYaibHOM MHOPACTPYKTYPbI;

3) aAMMHUCTPATOP BUPTYasbHOW MHOPACTPYKTYPbl onpedenseT OrpaHUYeHUs Mo U3MEHEeHMUIo
COCTaBa YCTPOWCTB BMPTyaNbHbIX MalKWH, 0b6bemMa WCMOAb3yeMol OnepaTUBHOW  NamATH,
NOAK/AYaEMbIX BUPTYaNbHbIX U GU3NYECKUX HocUTenel nHdopmaumm;

4) B MHOOPMALMOHHOM cUCTeMe A0/KeH obecneunBaTbCca KOHTPOb A0CTYNa cybbeKToB A4OCTyna
K W30/ MPOBAaHHOMY QaJpPECHOMY TNPOCTPAHCTBY B MamMATU TUMNEpPBM30pa, B MaMATU  XOCTOBOM
OnepaLMoHHON CUCTEMbI, BUPTYAIbHbIX MALLIMH U (MAK) MHBIX 06BEKTOB AOCTYNa.



CopeprkaHue 6asosoit mepbl 3CB.2:



Mepa 3awmTbl

Knacc 3awwmueHHOCcTM MHGOPMaLMOHHOM CUCTEMBI

nHpopmauum
3 2 1
3CB.2 + + +
Ycunenue 3CB.2 1,2 1,2 1,2




3CB.3 PEFTMCTPALIMA COBbITUI BE3OMNACHOCTU B BUPTYA/IbHON MHOPACTPYKTYPE

TpeboBaHma K peanmsaumm 3CB.3: B mHbopmaumoOHHON cucTeme A[0/XKHa obecneymBaTbhbes
pernctpaumnsa cobbiTin 6esonacHocTM B BUPTyanbHON MHpPacTpyKType B cooTBeTcTBum ¢ PCB.1, PCE.2,
PCB.3, PCB.4 n PCB.5.

Mpwn peannsaunmn mep No perncrtpaumm cobbiTuin 6e3onacHOCTU B BUPTYanbHOW MHPPACTPYKTYype
OOMNOJIHUTENBHO K COOLITUAM, yCTaHOBAEHHbIM B PCB.1, fO/MKHbBI NOANENKATb PErUCTPaLUN Cneayowme
cobbITnA:

3anyckK (3aBepLlieHne) paboTbl KOMMOHEHTOB BUPTYa/IbHOM MHOPACTPYKTYPbI;
[0CTyN cybbeKToB A0CTyNa K KOMMOHEHTAM BUPTYalbHOWM MHPPACTPYKTYpPbI;

M3MEHEHMA B COCTaBE M KOHPUIypaLMM KOMMNOHEHTOB BUPTYanbHOW MHPPACTPYKTYpPbl BO BpeMs
MX 3anycKa, GYHKLMOHUPOBAHUA M aNMapPaTHOTO OTK/OYEHUS;

M3MEHEHMA NPaBUA PasrpPaHUYeHNs 4OCTyNa K KOMNOHEHTAM BUPTYasibHOM MHPPACTPYKTYPbI.

Mpu pernctpaummn 3anycka (3aseplieHnn) paboTbl KOMMNOHEHTOB BUPTYAbHOW WMHOPACTPYKTYPbI
COCTaB WU cofepkaHue MHbOpPMaumK, nogsexKallen perncrtpaumu, LOKHbI BKAOYATL AaTy M Bpems
3anycka (3aBepluieHus) paboTbl rMNepBM3opa WM BUPTYANbHbIX MallWMH, XOCTOBOW OMepaLMOHHOM
CUCTEMDbI, NMPOrPaMM M NPOLLECCOB B BUPTYaibHbIX MalUMHAX, Pe3yabTaT 3anycKa (3aBeplieHuns) paboTbl
YKa3aHHbIX KOMMNOHEHTOB BUPTYaibHON MHOPACTPYKTYPbI (YCNewwHan nam HeycnewHas), naeHTMduKaTop
no/sib30BaTeNA, NpeAbABAEHHbIN NPW NOMbITKE 3amnycka (3asepleHuna) paboTbl YyKa3aHHbIX KOMNOHEHTOB
BMPTYaNbHOM MHOPACTPYKTYpPbI.

Mpu peructpauum Bxoda (Bbixoda) cy6beKTOB [OCTyna B KOMMOHEHTbl  BUPTYasbHOM
MHPPACTPYKTYPbI COCTaB U coaepKaHne nHGopmaunm, noanerKalenn permcTpaunm, SOMKHbI BKAKOYaTb
JaTy M Bpems [OCTyna CyObeKTOB AOCTYNa K FMNepBU3OPY W BUPTYa/IbHOW MALUMHE, K XOCTOBOWM
OMnepaLyMoOHHON cUCTeMe, pe3yibTaT MOMbITKM JOCTYNa CyObEKTOB AOCTYNA K YKa3aHHbIM KOMMOHEHTaM
BMPTYa/lbHOM WMHQPPACTPYKTYpbl (ycnewHas WAM  HeycnewHasa), waeHTUPUKaTop nonb3oBaTens,
npeabaABAEHHbIM NPW MONbITKE A0CTyNa CyObeKTOB A0CTyMNa K yKa3aHHbIM KOMMOHEHTaM BUMPTYasbHOM
NHPPACTPYKTYpPbI.

MpY M3MEHEHUU B cOCTaBe U KOHPUrypauuMum KOMMNOHEHTOB BUPTYyasnbHOW WMHGOPACTPYKTYPbl BO
BpeMA 3anycKa, GYHKLUMOHUPOBAHMA M B Mepuod ee annapaTHOro OTK/AKOYEHUA COCTaB U coaeprKaHue
MHpOpMaUMK, Noanexallein perncTpaunm, AOMKHbI BKAOYATb AaTy U BPeMA M3MEHEHMA B COCTaBe M
KOHdUrypaLmm BUPTYaNbHbIX MalWH, BUPTYaNbHOrO annapaTHOro obecneyeHus, BUPTyaan3MpoBaHHOIO
nporpammHoro obecnedyeHns, BMPTYanbHOro annapaTHOro obecneyeHns B TrMNepBU3OpPe U B
BMPTYa/bHbIX MalUMHAX, B XOCTOBOM OMNepaLMOHHON cucTeme, BUPTyaslbHOM ceTeBOM 06opyLoBaHUM,
pe3ynbTaTt NonbITKU U3IMEHEHUA B COCTaBe U KOHd)VIpraLI,VIVI YKa3aHHbIX KOMMNOHEHTOB BMpTyaﬂbHOVI
MHOPACTPYKTYpbI (yCnewHas uamM HeycnewHas), naeHTMdMKaTop Nonb3oBaTeNsd, NpeabABAEHHbIN Npu
MonbITKE W3MEHEHMA B COCTaBe W KOHOUIypauMM YKA3aHHbIX KOMMOHEHTOB BUPTyasibHOM

NMHOPaCTPYKTYPBI.

Mpy M3MEeHeHUN NPaBUA pasrpPaHNYeHns 4OCTyrna K KOMNOHEHTAM BUPTYaNbHON MHOPACTPYKTYPbI
COCTaB W cofeprkaHve WHPopMauuu, nogiexkallein perncTpaumu, AO/KHbI BKAOYATb AATy U Bpems
M3MEHEeHMA MNpaBuA pasrpaHMYeHnsa [0CTyna K BUPTyanbHOMY W GU3MYECKOMYy annapaTHOMY
obecneueHunto, K paitnam-obpasam BUPTYaIM3MPOBAHHOIO NPOrpammMHoro obecneyeHuns 1 BUPTyanbHbIX
MaWuH, K ¢ainam-obpasam, ucnonbsyembim ana obecnedeHua paboTbl BUPTYyanbHbIX ¢alinoBbIX
cucTeM, K BMPTyanbHOMY ceTeBOMYy 060pyAOBaHMIO, K 3almuiaemoir MHPopmMaumn, XpaHUMOMN W
obpabaTbiBaemMoin B rMNepBM3ope M BUPTYa/bHbIX MalLUMHAX, B XOCTOBOM OMepaLMOHHON CUCTeME,
pe3ynbTaT MOMbITKM W3MEHEHMS MNPaBUA pPa3rPaHUYEHMs A0CTyNa K YKa3aHHbIM KOMMOHEHTam



BMPTYanbHOM MHOPACTPYKTYpbl (ycnewHas wWAuM HeycnewHas), wuaeHTUOMKATOp MoAb30oBaTeNs,
npeabABAEHHbIA NPW  MNOMbITKE W3MEHEeHMs MNPaBMA  pasrpaHuyYeHMa  [OCTyna K  yKasaHHbIM
KOMMNOHEHTam BUPTyasbHOM MHGPACTPYKTYpbI.

TpebosaHua K ycuneHuio 3CB.3:

1) B MHGOPMaLMOHHOW cucTemMe A0NXKeH obecneunBaTbCcs LEEHTPAIM30BaHHbIN cbop, XxpaHeHue U
aHanmn3 MHGoPMaLMKM O 3aPEerncTPMpPOBaHHbIX COBbITUAX 6e30MacHOCTU BUPTYasIbHOM MHDPACTPYKTYPbI;

2) B MHPOPMALMOHHOW cUCTeMe MpPU perucTpaumnmn 3anycka (3aseplieHuns) paboTbl KOMNOHEHTOB
BMPTYyanbHOM WHOPACTPYKTYPbl COCTaB M cofepiKaHue MUHbOopMauuK, MoAneskallei perncrpaumu,
OOJ/IKHbI BKAOYATb AaTy M Bpema 3anycka (3aseplieHus) nporpamm M MNpoLeccoB B runepsusope U
XOCTOBOM ONnepaLMOHHON CUCTEME;

3) B MHOOPMAUMOHHOM cuCTEME A0KHA obecneunBaTbCs perncrpayusa cobbiTin 6e3onacHoCTH,
CBA3aHHbIX C NepemMeLLeHneM U pasmeLl,eHMeM BUPTYasbHbIX MaLLWH.

CopeprkaHue 6asosoit mepbl 3CB.3:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

3CB.3

+ +

Ycunenue 3CB.3




3CB.4 YNPAB/MEHUE (PUNLTPALUA, MAPLWIPYTU3AUMA, KOHTPOJ/Ib COEAUWHEHWUA,
OAHOHAMPAB/IEHHAA MNEPEOAYA) MOTOKAMU UHDPOPMALMKU  MEXAY KOMMNOHEHTAMMU
BUPTYANIbHOW MH®PACTPYKTYPbI, A TAKXKE MO NEPUMETPY BUPTYA/IbHON UHOPACTPYKTYPbI

TpeboBaHua K peanmsaumm 3CB.4: B mHbOpMaUMOHHON cUCTEME AO/KHO OCYLLEeCTBAATLCA
ynpasieHne MNOTOKaMu MHOOPMALUN MeXAY KOMMNOHEHTAaMW BUPTYaNbHON MHPPACTPYKTypbl M MO
nepuMeTpy BUPTyanbHON MHPPaACTPYKTYpbl B cooTBeTcTBuM ¢ YIMA.3, 3UC.3.

Mpu peanusaumm mep MO YMAPaBJAEHUIO MOTOKAMM WMHPOPMALMN MeXOYy KOMMOHEeHTaMu
BMPTYaNbHON MHOPACTPYKTYPbI A0KHbI 06ecneynBaTbCs:

dunbTpauusa ceteBoro TpaduKa MexKay KOMMOHEHTaMW BMPTYaNbHON WMHPPACTPYKTYpPbI, B TOM
ynucne Mexay BHEWHMMW MO OTHOLIEHMIO K CepBepy BUPTyaau3auuu CeTAMM UM BHYTPEHHUMM MO
OTHOLLEHMIO K CepBepy BUPTyann3aLMM CETAMM, B TOM YMC/e MPU OpraHM3aumm ceteBoro obmeHa c
CeTAMM CBA3M 06LLEro No/b30BaHMUS;

obecneyeHne [A0OBEPEHHbIX KaHasa, MapLUpyTa BHYTPU BUPTYasIbHOW WMHOPACTPYKTYPbI MeXay
aAMWHUCTPATOPOM, NOb30BaTENEM U CPEACTBaMM 3aLLUTbI MHPopMaLun (GyHKUMAMM Be3onacHOCTH);

KOHTPO/Ib nepeaayn ciy»KebHbiXx MHGOPMaLMOHHbIX COODLLEHNI, NepeaaBaeMbiX B BUPTYasbHbIX
ceTaX rMnepsM3opa, X0CTOBOW ONepaLMoOHHON CUCTEMbI, NO COCTaBy, 06beMy M UHbIM XapaKTepUCTUKaM;

OTKNIOYEHME  HEWUCNO/Nb3yeMbIX  CETeBbIX  MPOTOKO/JOB  KOMMOHEHTaMW  BMPTYasibHOM
MHQPACTPYKTYpbl TMNepBU30opa, XOCTOBOW ONEpauMOHHON CUCTEMbI, BUPTYasbHOW BbIYMCAUTENbHOM
ceTu;

obecneyeHne MOANMHHOCTM CETEBbIX COEAMHEHU (CceaHCOB B3aMMOAENCTBMA) BHYTPU
BMPTYaNbHON MHOPACTPYKTYPbI, B TOM YMC/E A5 3aLUMTbI OT MOAMEHbI CETEBbIX YCTPOWCTB N CEPBUCOB;

obecrneyeHne M301AUMK MOTOKOB AaHHbIX, NepeaaBaemblx U 06pabaTbiBaemMbIX KOMMNOHEHTaMM
BUPTYaNbHOM WHPPACTPYKTYPbl (rMNepBM3OPOM, XOCTOBOW OMepalMoOHHON CUCTEMON) W CceTeBbIX
NOTOKOB BUPTYa/lbHOM BbIYUC/UTENLHOM CETU;

CEMAHTUYECKUIN W CTAaTUCTUYECKMIA aHaNU3 ceTeBOro TpaduKa BUPTYasibHON BbIYUCAUTENbHOWN
cetu.

TpeboBaHua K ycuneHuto 3CB.4:

1) B MHPOPMALMOHHOWN cUCTEME, MOCTPOEHHON C MPUMEHEHUMEM TEXHONOTMM BUPTYanu3aLmu,
Jo/MmKHa 6biTb obecneyeHa enuHas TOYKA MNOAK/OYMEHUS K BUPTyaNbHOM WHGpPACTpyKType (mpu
HeobX0AMMOCTU PE3ePBUPOBAHNA KaHa/I0B CBA3M, TOUYKA MOLK/IOUYEHUA AO/KHA PACCMATPMBATLCA KaK
KOMI/IEKCHOE pelleHune, BKAKOYatoLLee B cebs cpeacTBa B3aMMOLENCTBUA C OCHOBHbIM U pe3epBHbIMM
KaHanammu cBAsn);

2) B MHGOPMALMOHHOM cucTeme A0NXKHaA obecneunBatbes GUAbTPaALUA ceTeBoro TpadumKa ot (K)
KaXKOQoN rocTeBol OMepaumoHHOM CUCTEMBI, B BUPTYaNibHbIX CETAX TUMEPBM30OpPa M ANA KaKaoM
BMPTYaNbHON MalLUHBI;

3) B MHGOPMALMOHHON cucTeme AoXeH obecneynsaTbcs 3anpeT NPSAMOro (C MCNonb3oBaHMEM
MEeXaHW3MOB, BCTPOEHHbIX B CPeACTBa BUPTYanM3aLmmn) B3aMMOAENCTBMA BUPTYabHbIX MaLUMH MeXay
coboli; ana cnyKebHblX AaHHbIX A0/KeH obecneunMBaTbCA KOHTPO/Ib NPAMOro B3aMMOAENCTBUA
BMPTYaNbHbIX MalWWH MeKay coboir;

4) B UHPOPMALMOHHOM CUCTEME B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuitickon Peaepauun
NPUMEHSAIOTCA KpunTorpaduyeckne meTtoabl 3awmTbl MHGOPMALMKM KOHPUAEHUMANbHOTO XapaKTepa,



nepefaBaemMoit MO BUPTYanbHbIM UM GU3MYECKMM KaHanam CBA3M FMNEpBM30pPa, XOCTOBOM
onepaLmoHHO CUCTEMDbI;

5) B MHOPMALMOHHOM cUCTEME NPU Peanm3aumm mep no yrnpasBaeHWio NoToKamMn MHPopmaumnm
MeXKAY KOMMNOHEHTaMW BUPTYaNbHOM MHPPACTPYKTYPbl AOMKHbI 06ecneynBaTbCA CEMAHTUYECKUIN U
CTAaTUCTUYECKMI aHANM3 CETEBOTO TPadUKa;

6) B MHPpOPMaALIMOHHOKN cncTeMe AONKHO obecrneynBaTbcA onpeseneHne nepedyHa NPoTOKOA0B U
NMopToB (BKAOYAs OAMHAMMYECKU BblAensiemble NOpPTbl), HEOBXOAUMbIX AaA PaboTbl NPUNOKEHUI U
CEepPBMCOB B paMKax BUPTYaNbHOM MHOPACTPYKTYpbI;

7) B UHGOPMALMOHHON cUCTEME AOKHO obecneymBaTbCca onpenenieHne nepeyHsa NPOTOKOI0B U
NopToB (BKAKOYAA AUHAMMYECKWU BblAensieMble NOPTbl), HEOOXOAMMbIX ANA PAbOTbl NPUNOKEHUN U
CEPBMCOB MEKAY BUPTYaNbHOM MHOPACTPYKTYPOI U CETAMM, ABAAIOWMMMUCA BHELWHUMM MO OTHOLLEHUIO
K BUPTYyaNbHOM MHpPACTPYKType.

CopeprkaHue 6asosoit mepbl 3CB.4:



Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
3CB.4 + +
Ycunenue 3CB.4 1,2

3CB.5 JOBEPEHHAA 3ATPY3KA CEPBEPOB BUPTYAJIU3ALINW, BUPTYA/IbBHOW MALLMHBI (KOHTEMHEPA), CEPBEPOB YMNPABJIEHUA BUPTYATU3ALMEN

TpeboBaHuA K peannsaumm 3CB.5: B MHPpopmaUMOHHONM cucTeme A0/KHA obecneunBaTbcA AOBEPEHHas 3arpy3ka CepBepoB BUPTyannsaumm, BUPTYaibHbIX
MaLUKH (KOHTEMHEpPOB) U CepBEPOB YNpaBAeHNa BUPTyanm3aLumeit B cooTBetcTeum ¢ YMNA.17.

JoBepeHHaa 3arpy3ka AOO0XKHa obecneunsatb 6J'IOKMpOBaHVIe NnonbITOK HecaHKLI,MOHMPOBaHHOI‘a 3arpyskm rmnepsusopa, XOCTOBOM W [OCTEBbIX
onepaunoOHHbIX CUCTEM.

[loBepeHHan 3arpy3Ka rmnepBM3opoB obecneynBaeTcs ¢ UCNoNb30BaHMEM CPeACTB A0BEPEHHOM 3arpy3KM GYHKLMOHMPYIOLLMX HA CepBepax BUPTYann3aumm.

[loBepeHHasa 3arpy3ka BUPTyaNbHbIX MalwWH (KOHTelHepoB) obecneynBaeTcs C MCMO/Ab30BaHMEM MHOTOKOMMOHEHTHbIX CPeACTB LOBEPEHHOW 3arpysku,
OTAEe/IbHble KOMMNOHEHTbI KOTOPbIX GYHKLMOHUPYIOT B r1MnepBn3opax.

TpeboBaHuA K ycunenumio 3CB.5:

1) AONXKHa obecneumnBaTbCs AoBepeHHaA 3arpy3ka aBTomaTtn3anpoBaHHbIX pa6oqu MecCT aAMNUHNCTPATOPOB ynpaBaeHnA cpeacTtsamMmum BUpTyaansayunn.

CopeprkaHue 6asosoi mepbl 3CB.5:

Mepa 3awmThbl Knacc 3awmweHHoCcTM MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
3CB.5

Ycunenue 3CB.5




3CB.6 YMNPABJIEHME NEPEMELWLEHMEM BWPTYAJIbHbIX MALUMH (KOHTEMHEPOB) U
OBPABATbLIBAEMbIX HA HUX OAHHbIX

TpeboBaHuMa K peanusaumm 3CB.6: Onepatopom [0/KHO obecneymBaTbCca ynpaBaeHue
nepemelleHMem BUPTYanbHbIX MalliMH (KOHTeliHepoB) n o6pabaTbiBaeMbiX Ha HUX AAHHbIX.

Mpy ynpaBieHUM nepemeleHnem BUPTYaAbHbIX MalMH (KOHTelHepoB) N obpabaTtbiBaemMblX Ha
HUX AaHHbIX AO/MKHbI 0becneynBaTbea:

pernameHTMpoBaHWe NopsadKa nepemelleHns (onpegeneHue OTBETCTBEHHbIX 3a OpraHM3auuio
npouecca, 06beKTOB NepemeLleHNs, pecypcoB MHPPACTPYKTYPbI, 3a4eCTBOBAHHbIX B NepemelleHnn, a
TaK»Ke cnocobos nepemeLLeHuUn);

ynpaBiaeHue pasmelleHMem U nepemelleHnem $alinoB-o6pa3oB BMPTYasbHbIX MalLWH
(KoHTelMHepoB) Mexay HocuTenAMM (CMcTeMamMm XpaHeHUs JaHHbIX);

ynpasneHne pasmelleHMem 1 nepemelleHnemM  UCMOAHAEMbIX  BUPTYanbHbIX  MaLIWH
(KoHTelMHepoB) Mexay cepBepamm BUPTYannsaLum;

ynpasieHve pasmelieHMemM W nepemelleHMem AaHHbIX, 06pabaTbiBaembiX C MCNOAb30BAHMEM
BMPTYaNbHbIX MAWMWH, MEXAY HOCUTENAMM (CUCTEMAMM XPaHEHMA AAHHbIX).

YnpaBneHve nepemeLeHMem BUPTYabHbIX MaLUWH (KOHTEHEPOB) LO/IKHO NpeaycMaTpUBaTh:
NOJIHbIV 3aNpeT NepemMeLL,eHMsA BUPTYaibHbIX MalWWH (KOHTeHepoB);

orpaHMyeHue nepemeLLeHns BUPTYyasibHbIX MalKWH (KOHTeliHepoB) B Npeaenax MHPOPMaLMOHHOM
cuctembl (cermeHTa MHGOPMALMOHHOM CUCTEMBI);

orpaHMyeHMe TMNepemMeLLeHMA BUPTyasbHbIX MalKWH (KOHTEMHEPOB) MeXKay CermeHTamu
MHPOPMALMOHHOM CUCTEMBI.

TpeboBaHua K ycuneHuto 3CB.6:

1) onepatopom A0NKHO obecneynBaTbC NepemelleHne BUPTYanbHbIX MaWKH (KOHTEMHepPOB) U
06pabaTbiBaeMbIX Ha HUX AaHHbIX B Npeaenax MHGOPMaLMOHHOMN CUCTEMbI TOIbKO Ha KOHTPOIMpYyEeMble
UM (UM YNONHOMOYEHHBIM /IMLOM) TEXHMYECKMe CpeacTBa (cepBepa BMPTyanusauuu, HOCUTENW,
CUCTEMbI XpaHeHWs AaHHbIX);

2) onNepaTopoM A0/KHA OCYLLECTBAATLCA 06PaboTKa OTKA30B NepemeLL,eHNA BUPTYaNbHbIX MaLLIMH
(KoHTeliHepoB) M 06pabaTbiBAaEMbIX Ha HUX AaHHbIX;

3) B MHOOPMALIMOHHON CUCTEME AO0/KHbI WCMO/b30BaTbCA MEXaHW3Mbl LLeHTPa/IM30BaHHOro
ynpaB/ieHna nepemeLl,eHMeM BUPTYasibHbIX MalUWH (KOHTElHePOB) M 06pabaTbiBaeMbIX Ha HUX AAHHbIX;

4) B MHOOPMAUMOHHON cUCTEME AOMKHA b6biTb obecneyeHa HeMNPEpPbIBHOCTb pPerucTpaumm
cobbITUit 6€30NacHOCTM B BUPTYasibHbIX MalLMHaX (KOHTelHepax) B NpoLecce NnepemelLeHns;

5) B MHPOPMALMOHHOM CUCTEMe OO0MXKHA OCYLLEeCTBAATLCA O4YMCTKA ocBoboKAaembix obnacteit
NamMATU Ha cepBepax BMPTYa/M3aLuK, HOCUTENAX, CMCTEMAX XPaHEHMS AaHHbIX MpU MNepemelLeHunn
BMPTYaNbHbIX MALWMWH (KOHTElHepoB) M 06pabaTtbiBaeMbIX HA HUX SAHHbIX.

CopeprkaHue 6asoson mepbl 3CB.6:



Mepa 3awmTbl

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
3CB.6 + +
Ycunenue 3CB.6 1 1,2




3CB.7 KOHTPO/1b LIE/IOCTHOCTU BUPTYA/IbHON MH®PACTPYKTYPbI U EE KOHOUTYPALMIA

TpeboBaHua K peanusaumm 3CB.7: B uHPOpMaUMOHHOM cucTeMe [O0/KeH obecneymBaTbeA
KOHTPO/1b LLeIOCTHOCTM KOMMOHEHTOB BUPTYaNbHOW MHPPACTPYKTYpbl B cooTBeTcTBMM ¢ OLJI. 1.

Mpwn peanusaumm mep MO KOHTPOJO LEeNOCTHOCTU KOMMOHEHTOB BUPTYaslbHOM MHOPACTPYKTYpPbI
OO0/MKHbI 0becneynBaTbhbea:

KOHTPO/Ib LLe/IOCTHOCTY KOMMOHEHTOB, KPUTUUYECKU BaXKHbIX AN PYHKLUMOHMPOBAHMA XOCTOBOW
OMNepaLMoHHOM CUCTEMbI, FMMNEepPBM30pPa, FOCTEBLIX OMEPALMOHHBLIX cUCTEM M (MaM) obecnedyeHus
6esonacHoCcTM obpabaTbiBaeMol B HUX MHPOPMaLMK (3arpysumKa, cuctemHbix ¢ainos, bubnmnortek
OnepaLMoHHON CUCTEMbI U MHBIX KOMNOHEHTOB);

KOHTPO/Ib LLeNOCTHOCTM COCTaBa M KOHdUrypaLmmn BUpTyabHOro 060pya0BaHuS;

KOHTPO/Ib LUENOCTHOCTU ¢GannoB, codepKallmMx napameTpbl HAaCTPOMKU BUPTYaIM3MPOBAHHOIO
NporpamMmmHoro obecrneyeHusa 1 BUPTyasibHbIX MaLLMWH;

KOHTPO/Ib UEeNocTHocTM $ainnoB-o6pasoB BUPTYa/IM3MPOBAHHOIO NPOrpaMMHOro obecnedyeHms m
BMPTYasibHbIX MaluuH, ¢alinoB-o6pas3os, WMCNONb3yeMblXx ANA obecrneyveHWa pPaboTbl BUPTYaNbHbIX
dalinosbIx cnuctem (KoHTposb dhainoB-o6pasoB AONKEH NPOBOAMTLCA BO Bpems, Koraa ¢alinbi-obpasbl
He 3aZ,eMCTBOBaHbI).

B MHbOPMALMOHHOW cUCTEME A0/KEH 06eCcneymBaTbCa KOHTPOb LENOCTHOCTM Pe3ePBHbIX KOMUIA
BMPTYaNbHbIX MaWMWH (KOHTElHepOoB).

TpebosaHua K ycuneHuio 3CB.7:

1) B WMHOOPMaUMOHHON cucTeme [oaXKeH obecrneymBaTbCA KOHTPO/b LLENOCTHOCTM 6a30BOM
CUCTEMbl  BBOLA-BbIBOAA BbIYMC/AUTE/IbHBIX CEPBEPOB W  KOHCONEW YMNPaBJEHUs BUPTYaNbHOM

MHPPACTPYKTYpPbI;

2) B uHOOPMAUMOHHOW cucTeme Ao/KeH obecneunsaTbCd  KOHTPO/Ab  LEeNOCTHOCTU
MUKPONPOrpamMmm N CAYKeBHbIX AaHHbIX 31€MEHTOB annapaTHOW YacTu BUPTYaNbHOM UHPPACTPYKTYpbI
(B TOM umncne 3arpy3o4HbIX 3anMceit MaWMHHbIX HocuTenel nHdbopmaumm);

3) B MHOOPMALMOHHOW cUCTEME A0/KeH obecneunBaTbCs KOHTPO/Ib COCTaBa annapaTHOW YacTu
KOMMNOHEHTOB BMPTYaNbHOW MHBPACTPYKTYPbI;

4) B MHGOPMALMOHHOM cUCTEME A0/IKEH 06ecneunBaTbCs KOHTPO/b LeIOCTHOCTM NPOrpaMmMHOro
obecneyeHnsa 061a4HbIX KAMEHTOB.

CogpeprkaHue 6asoson mepbl 3CB.7:



Mepa 3awmTbl

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
3CB.7 + +
Ycunenue 3CB.7 3 1,3




3CB.8 PE3EPBHOE KOIMWPOBAHWE JOAHHbIX, PE3EPBUPOBAHWE TEXHWYECKWMX CPEACTB,
NPOrPAMMHOIO OBECMEYEHWA BUPTYAJIbHOM WH®OPACTPYKTYPbI, A TAKME KAHAJ/IOB CBA3U
BHYTPU BUPTYA/IbHOW MH®PACTPYKTYPbI

TpeboBaHma K peanusauum 3CB.8: B MHPOpmaLMOHHOM cuUCTeEMe AO0/XKHbl obecnevymBaTbhbes
pe3epBHOE KOMWPOBAHME [AaHHbIX, PE3epPBUPOBAHME TEXHUYECKUX CPEACTB, MNPOrPamMMHOro
obecneyeHns BUPTYanbHOM MHGPACTPYKTYPbl U KAaHANOB CBA3W BHYTPU BUPTYaSIbHOM MHPPACTPYKTYPLI B
cootBetcTBum ¢ OA4T.2, OAT.4, OAT.5.

Mpu peanusaumm mep Mo Pe3epBHOMY KOMUPOBAHUIO AA@HHbIX, PE3EPBMPOBAHUIO TEXHUYECKUX
CpeacTB, MporpaMmmMmHoro obecneyeHnn BUPTyabHOW MHPPACTPYKTYPbI LOKHbI 06ecneynBaTbea:

onpeaeneHne MecT XpaHeHMs Pe3epPBHbIX KONWIM BUPTYa/IbHbIX MALMH (KOHTEMHEPOB) U AaHHbIX,
o0bpabaTbiBaembix B BUPTYasibHOM MHOPACTPYKTYpE;

pesepBHOE KONMMPOBaHWE BUPTYanbHbIX MalUMH (KOHTEMHEPOB);

pesepBHOE KOMMPOBAHWE AaHHbIX, 0bpabaTbiBaeMbix B BUPTYa/IbHON MHDPACTPYKTYPE;
pe3epBUpOBaHNE NPOrPaMMHOro obecnevyeHns BUPTYasibHOM MHDPACTPYKTYpbI;
pesepBUpPOBaHME KaHaANOB CBA3U, UCMO/Ib3YEMbIX B BUPTYaNbHON MHPPACTPYKTYPE;

nepuoamyeckas MNnpPoBepKa PE3ePBHbIX KOMUMA M BO3MOXKHOCTM BOCCTAaHOBJIEHMA BUPTYasbHbIX
MalnH (KOHTelHepoB) W  AaHHbIX, ob6pabaTbiBaeMbiX B BUPTYanbHOW WHPPACTPYKTYpe C
NCNoIb30BaHMEM Pe3epPBHbIX KOMUIA.

TpebosaHua K ycuneHuio 3CB.8:

1) B UHPOPMALMOHHOM CUCTEME [LOIKHO BbIMOJHATLCA PEe3epPBHOE KOMMPOBAHME KOHGUIypaLmm
BUPTYa/IbHOM MHPPACTPYKTYPbI;

2) B UHPOPMALMOHHOM CUCTEME A0/KHO BbIMONHATLCA PE3EPBHOE KOMMPOBAHME NPOrPaMMHOr0
obecneyeHnna CepBepoB yNpaBieHUA BUPTyanusauMen, aBTOMaTM3MpPOBaHHOro pabouyero mecTa
afAMWHKUCTPATOpa YNpaBAeHWA CPeaCcTBamMmn BUPTyann3aLmm;

3) B MHOOPMALMOHHOW CUCTEME AO/IKHO BbINONHATLCA PE3EPBMPOBAHME ANCTPUBYTMBOB CpeacTs
NOCTPOEHMSA BMPTyasbHOM WHOPACTPYKTYPbl (B TOM 4ucCNe CPeacTB YNpaBAeHWA BUPTYanbHOM

NHPaCTPYKTypoON);

4) B UHGOPMALMOHHOM cUCTEME AOMKHO 06ecneymBaTbCs Pe3epBnpPoOBaHME TEXHUYECKUX CPEACTB
AN CepBepoB BMPTyanu3aumu, CepBepoB YMNpaBAeHMA BUPTyanusaumei, aBTOMaTU3MPOBAHHOIO
pabouyero mecta aAMWHUCTPATOPA YNPaBAEHUA CPeACTBAMU BUPTYaIM3aUmu;

5) B UHPOPMAUMOHHOM cUCTEME A0KHO 06ecneymBaTbCa Pe3epBMpPoOBaHME TEXHUYECKMX CPeaCcTB
CUCTEM XPaHEHUA AAHHbIX M X KOMMOHEHT, UCNOJIb3yeMbIX B BUPTYaibHOM MHOPACTPYKTYPE;

6) B UHPOPMALMOHHOM cnCTeMe A0KHO 0becneymBaTbCa pe3epBMpPoBaHME TEXHNYECKMX CPpeacTB
aKTUBHOrO (KOMMYTAUMOHHOIO) WM MACcCMBHOrO 06OPYAOBaHWA KaHa/lOB CBA3M, WMCMO/b3yeMbIX B
BUPTYaNbHOM MHPACTPYKTYPE;

7) B VHPOPMALMOHHON cuCTemMe f[OMKHO obecneynmBaTbCsl MPUMEHEHWE TEeXHONOTWUi
pacnpefeneHHoro XxpaHeHua uHOGOPMaUMM U BOCCTaHOBAEHWA WHPopmaumm nocne cboeB Ans
obecneyeHns 0TKa3oyCTONYMBOCTU BUPTYaNbHON MHOPACTPYKTYpPbI.



CopeprkaHue 6asosoit mepbl 3CB.8:



Mepa 3awmTbl

Knacc 3awwmueHHOCcTM MHGOPMaLMOHHOM CUCTEMBI

nHpopmauum
3 2 1
3CB.8 + +
YcunerHue 3CB.8 1,2,3




3CB.9 PEANM3AUMA W YMPABNEHME AHTUBUPYCHOW 3ALUMTOM B BUPTYA/IbHOM
NHOPACTPYKTYPE

TpeboBaHma K peanusauum 3CB.9: B MHPOPMALMOHHOM cUCTEME AO0NXKHbI 0becnevymBaTbCs
peannsauma u ynpaBieHUe aHTUBMPYCHON 3aLLMTOM B BUPTYaNbHON MHPPACTPYKTYpe B COOTBETCTBUM C
AB3.1, AB3.2.

Mpu peannsaumm COOTBETCTBYIOLLMX MEpP AOMKHbI obecneymBaTbea:

NpPoOBEpPKa HaAMyYMA BPELOHOCHbIX NPOrpamm (BMPYCOB) B XOCTOBOM OMEPaALMOHHONM cucTeme,
BK/1H0YAA KOHTPO/Ib (paitIoBOM CUCTEMbI, NAMATH, 3aMNYLLLEHHbIX MPUAOKEHUIM U NPOLLECCOB;

npoBepKa HaAM4YnA BPEeLOHOCHbIX MPOrPamMmm B FOCTEBOM OMepPaLMOHHOM CUCTEME, B NpOLLECCe ee
YHKLMOHNPOBAHMA, BKAOYAA KOHTPO/Sb $GalfoBOM CUCTEMBI, MAMATU, 3aNYLLEHHbIX MPUIOXKEHUA U
npoL.eccos.

TpebosaHua K ycuneHuio 3CB.9:

1) B MHPOPMALMOHHOM cUCTEME A0JIKHO 0becneymnBaTbCca pasrpaHUYeHne 4OCTyna K ynpaBieHuIo
CpeAcTBamMM aHTUBUPYCHOM 3aLUNTbI;

2) B UHPOPMAUMOHHOM cUCTeMe A0KEH 06ecneunBaTbca KOHTPOAb GYHKLMOHUPOBAHMA CPEACTB
aHTUBMPYCHOM 3aWuTbl B BMPTYa/NbHOM WHQPACTPYKType, B TOM UMC/Ie MapLpyTU3aumMa MNOTOKOB
MHOPMaLUMN B BUPTYaNbHOMN MHOPACTPYKTYPE Yepes cpeacTBO aHTUBUPYCHOM 3aLLUThI;

3) B MHGOPMALMOHHOMN cucTeMe A0/KHA obecneunmBaTbhCsa peanmsauma TeXHON0rMM obHoBAEHMSA
nporpammHoro obecneyeHma W 6a3  AaHHbIX MPM3HAKOB KOMMbIOTEPHbIX BUPYCOB CPeACTB
aHTUBMPYCHOM 3aWmTbl, NpeaycMaTpuBalOWas OLHOKPATHYH nepegadyy OOHOB/MEHMI Ha cepBsep
BMPTYasibHOM MHPPACTPYKTYPbI 418 UX NOCNeAYIOWEro NPpMMEHEHUS B BUPTYa/IbHbIX MaLUMHAX;

4) B MHOOPMALMOHHOW cUCTeMe A0/MKHA obecrneymBaTbCA MPOBEPKa HaAnuyMA BPEAOHOCHbIX
nporpamm (BMpPYyCoB) B rTMNepPBU30PE;

5) B MHGOPMALMOHHOW cucTeme [LO/KHa obecneuymBaTbCA MPOBEPKA HANMUMA BPELOHOCHbIX
nporpamm B ¢aiinax KoHGUrypaumm BUPTyaibHOro 060pyaoBaHNs;

6) B MHOOPMALMOHHON cucTeme AOMKHA obecneumBaTbCAa MPOBepPKa HaAMuMA BPEAOHOCHbIX
nporpamm B ¢ainax-obpasax BMPTYaNU3MPOBAHHOIO MNPOrpaMmHOro obecneyeHnsa U BUPTYasibHbIX
MaLLUKH,

CopeprkaHue 6asoson mepbl 3CB.9:



Mepa 3awmTol Knacc 3awwmuweHHOCTU MHGOPMaLMOHHOM cUCTEMDI
nHpopmauum
3 2
3CB.9 + +
Ycnnenune 3CB.9 1

3CB.10 PA3BMEHWE BUPTYA/IbBHOWM MH®PACTPYKTYPbl HA CEFMEHTbI (CETMEHTUPOBAHWE BUPTYA/IbBHOWM WMH®PACTPYKTYPbI) A1 OBEPABOTKMU
NHOOPMALMM OTAE/IbHBIM MONb3OBATENEM U (U/IN) TPYNNOM NONb30OBATENEN

TpeboBaHua K peanusauyumn 3CB.10: B nHPoOpmMaumoHHOM cucTeme O0KHO obecneumBaTbcAa pasbueHne BUPTYyanbHOW WHPPACTPYKTYPbl HA CErMeHTbl
(cermeHTMpoBaHME BUPTYanbHOWM MHOPACTPYKTYPbLI) 418 06paboTKM MHPOPMALMKN OTAENbHLIM NONb30BaTeIeM M (MK) TPYNNoi Nosb3oBaTeNeit B COOTBETCTBUM C
31C.17.

TpeboBaHMA K ycunenumto 3CB.10:

1) B MHPOPMALMOHHON cucTeMe LOIKHO 0becneynBaTbCs JI0rMYECKOe CErMEHTUPOBAHME BUPTYabHOM MHOPACTPYKTYPbI, NpesycMaTprBatoLLee BblaeseHne
rPynnbl BUPTYaNbHbIX MALLIMH, XPaHUAWL, MHGOPMALMU Y MHPOPMALMOHHBIX NOTOKOB, NpeAHa3HauYeHHbIX /1A pelleHus BblaeneHHbIX (060cobneHHbIX) 3a4ay;

2) B8 WHPOPMaLMOHHON cUCTeMe [O0/MKHO o0becneynsaTbCsa BblAefieHNe B OTAE/NbHbIA CermeHT (OTAe/bHble CermeHTbl) CepBepoB YnpasaeHus
BMpPTyanusaumen (aBToMaTM3MpPOBaHHOro paboyero mecta agMMHUCTPATOPa yNpaBaeHUs cpeacTBaMmm BUPTyanusaumm);

3) B MHGOPMALMOHHON cuCTeMe AO0/KHO obecneumBaTbCa GU3MYECKOE CEermeHTMPOBaHWME BMPTYaNbHON WHPPACTPYKTYpPbl ANA PELIeHUA BblAeNeHHbIX
(o6ocobneHHbIX) 3aaa4.

CopeprkaHue 6aszosoi mepbl 3CB.10:

Mepa 3awmThbl Knacc 3awwmueHHOCTM MHGOPMaLMOHHOM CcUCTEMDI
nHpopmaumm

4 3 2 1

3CB.10 + +




Ycunenue 3CB.10

3.12. 3ALLIUTA TEXHUYECKMX CPEACTB (3TC)

3T7C.1 3ALLNTA UHOOPMALIMU, OGPABATBIBAEMOW TEXHUYECKMMMW CPEACTBAMM, OT EE YTEYKM MO TEXHUYECKUM KAHANIAM

TpeboBaHuA K peanusaumm 3TC.1:

OnepaTopOM AO0/XKHa obecneunBaTbea 3ainTa VIH(I)OpMaLI,VIVI, O6pa6aTbIBaEMOl\;1 TEXHUYECKMMU CpeacTtBamu, OT ee

YTEYKM 3a cHeT No60oYHbIX 3NNEKTPOMArHUTHbLIX VI3I'Iy‘-IEHMVI M HaBOAOOK.

3awwmTa MHGOPMALUK OT YTEYKM MO TEXHUYECKMM KaHaMaM A0/1KHA OCYLLECTBAATLCA B COOTBETCTBUM €O CneumanbHbIMU TPEBOBaHUAMM M peKOMEHAALMAMM
Nno TEXHUYECKOM 3amTe KoHduaeHUuManbHol nHdopmaumnm (CTP-K), yTeepKaeHHbIMU NpuKasom Foctexkomuccum Poccmun ot 30 aBrycta 2002 r. N 282, a TakKe
®CTIK Poccum no 3awmte MHOOPMAUUM OFpaHMYEHHOrO A0CTyMNa, He CoAeprKallel CBeAeHWM, COCTaBAAOLMX

UHbIMN MeToAUNYECKMMUN [OOKYMEHTaMU

rocygapCTBeHHYIO TaﬁHy, OT YTE€YKU NO TEXHNYECKMUM KaHanam.

TpeboBaHuA K ycunenuto 3TC.1:

He ycTtaHoBnEHbI.

CopeprkaHue 6asosoi mepbl 3TC.1:

Mepa 3awmTbl

Knacc 3awmueHHocTU MHGOPMaLMOHHOM CUCTEMDI

nHbopmaumm

3 2

3TC.1

Ycunenune 3TC.1

3TC.2 OPFAHM3ALMA KOHTPOJIMPYEMOW 30Hbl, B MPEAE/AX KOTOPOW MOCTOAHHO PA3MELLAKOTCA CTALMOHAPHBIE TEXHUYECKUE CPELCTBA,
OBPABATbIBAOLWME NHOOPMALINIO, N CPEACTBA 3ALWLNTBI UHOOPMALMK, A TAKKE CPEACTBA OBECNEYEHNA ®YHKUMOHNPOBAHUA

TpeboBaHua K peanusaumm 3TC.2: Onepatopom f[o/KHA obecrneumBaTbCA KOHTPOJIMpyemas 30Ha, B Mpefesnax KOTOPOW MOCTOSHHO pPasMeLLatoTcs
CTaLMOHapHble TeXHUYeCcKne cpeactea, obpabaTbiBatowme nHGOPMaLLMIO, U CPEACTBa 3aLMTbl MHOOPMALMK, a TaKKe CpeacTBa obecnedyeHna GyHKLMOHNPOBAHMA.




KOHTpOﬂMpyEMaﬂ 30Ha BK/IKOYAET MNPOCTPAHCTBO (TeppMTopmo, 34aHune, 4actb 3,D,aHMF|), B KOTOPOM MUCKIHOHYEHO HEKOHTpO/anpyemoe npe6b|BaHv1e
pa6OTHVIKOB (COpr,D,HMKOB) onepatopa n nul, HEe MMmerwnx NOCTOAHHOIO AOMyCKa Ha 06BbEKTDI MH(I)OpMaLI,MOHHOﬁ CncTembl (He ABNAOLWNXCA pa6OTHMKaMM
onepaTopa), a TaKXXe TPAHCNOPTHbIX, TEXHUYECKNX N UHbBIX MaTepUasibHbIX CpeacTB.

paHULAMMU KOHTPOAUPYEMOI 30HblI MOFYT SBAATHCA MNMEPUMETP OXPaHAEMOW TePPUTOPUKN, Orpakalroline KOHCTPYKLMU OXPaHAEMOoro 3A4aHusa WU
OXPaHAEMOW YacTU 3[4aHUS, €C/IM OHO PAa3MELLEHO HA HeoXpaHAEeMOW TeppuUTopuu. FPaHMUbl KOHTPOJIMPYEMOW 30Hbl YCTaHaB/AMBAKOTCA B OpPraHM3aLMOHHO-
pacnopaaMTeibHbIX AOKYMEHTAX NO 3aluuTe MHGopMaLLUi.

[na ogHOM MHPOPMALMOHHOM CUCTEMbI (€€ CErMEHTOB) MOKET BbITb OPraHM30BaHO HECKO/IbKO KOHTPOIMPYEMbIX 30H.

TpeboBaHMA K ycuneHuto 3TC.2:

He YCTAQHOB/1EHbI.

CopeprkaHue 6asoBoit mepbl 3TC.2:

Mepa 3awmTol Knacc 3amueHHocT! MHPOPMaLLMOHHOM CcUCTEMDBI
nHpopmauum
4 3 2 1
3TC.2 + + + +

Ycunenune 3TC.2




3TC.3 KOHTPOJ1b U YMPABJIEHUE ®U3SNYECKMM AOCTYINOM K TEXHUYECKMM CPEACTBAM,
CPEACTBAM 3AWMNTBI NHPOPMALUN, CPEACTBAM OBECMNEYEHNA ®YHKUMOHUPOBAHUA, A TAKKE
B TMOMELWEHMA W COOPYXEHMA, B KOTOPbIX OHW YCTAHOBJEHbI, WCR/IOYAIOLLME
HECAHKUMOHWUPOBAHHbIA ®U3MYECKMI OOCTYN K CPEACTBAM OBPABOTKU WMHOOPMALINMY,
CPEACTBAM 3AWUNTBI MHO®OPMALMMN W CPEACTBAM OBECMEYEHMA ®OYHKUMOHUPOBAHUA
MHOOPMALMOHHOWM CUCTEMbI M NOMELLLEEHMA U COOPYXKEHUA, B KOTOPbIX OHM YCTAHOB/IEHbI

TpeboBaHmMa K peanmsaumm 3TC.3: Onepatopom A0/KHbI obecneunmBaTbCa KOHTPO/b U
ynpasneHne ¢uU3MYEeCKMM OO0CTYNOM K TEXHMYECKMM CpeacTBam, CPeAcTBam 3alumnTbl MHbOpMaLmu,
cpeacTBam obecneyeHns GYHKLMOHUPOBAHMA, a TaKKe B MOMELLEHNA U COOPYKEHMUA, B KOTOPbIX OHU
YCTaQHOB/IEHbI, UCKOYalOWME HECaHKLMOHUPOBaHHbIM GU3MYECKUN OOCTYN K cpeactBam 06paboTku
nHbopmaumumM, cpeactsam 3alMTbl MHPoOpMaLMM M cpeacTBam obecnedyeHuUa QGYHKUMOHMPOBAHMUA
MHOOPMALMOHHOM CUCTEMbI U NOMELLEHUA U COOPYKEHUS, B KOTOPbIX OHU YCTAaHOB/IEHbI.

KoHTpoAb 1 ynpaBaeHne pusanyecknm 40CTYNOM A0/KHbI NpeaycmaTpmBaTh:

onpeaeneHne nuL, AONYLWEHHbIX K TEeXHUYECKMM CpeacTBam, CpeAcTBam 3almuTbl MHOPMaLUuu,
cpeactsam obecrneyeHna GyHKUMOHMPOBAHUA, a TaKXKe B NMOMELLEHUSA U COOPYIKEHMUA, B KOTOPbIX OHM
YyCTaHOB/IEHbI;

CaHKUMOHMPOBaHME (U3MYECKOro A[0CTyNna K TEXHUMYECKMM CpeacTBam, CpPeacTBam 3aluThbl
MHbopMaumu, cpeactsam obecnedyeHms GYHKLMOHUPOBAHMUA, a TaKKe B NOMELLEHUS U COOPYXKEHUA, B
KOTOPbIX OHW YCTAaHOB/EHbI;

yyer ¢M3MH€CKOI’O AO0CTyna K TexXHW4eCKMm cpencream, cCpeacrsam 3allUTbl MH(I)OpMaLI,MM,
cpeacrteam obecneyeHus d)YHKLI,MOHVIpOBaHMFI, a TaKXe B NomeulleHMA U COOpYyHKeHUA, B KOTOPbIX OHU
YCTaHOB/IEHbI.

MpaBuna v npoueaypbl KOHTPOAA U yNpaBneHua GU3NYECKMM A0CTYNOM PernaMmeHTUpPYHoTCa B
OpraHM3aLMOHHO-PaCcNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute nHGopmaumnn.

TpeboBaHua K ycunenuto 3TC.3:

1) onepaTopom AO0MKHbI NMPUMEHATLCA aBTOMaTM3UPOBAHHbIE CUCTEMbI KOHTPONS M YNpPaB/ieHUs
poctynom (CKY[), obecneuvBatowme KOHTPOAb U y4yeT (U3MYECKOro AOCTyna K TeXHUYECKUM
CpeAcTBam, CPeacTBam 3awWwmnTbl HGOPMaLuK, cpeacTeam obecneyeHns GYHKUMOHUPOBAHMA, @ TaKKe B
NOMELLEHUA N COOPYKEHUA, B KOTOPLIX OHW ycTaHoBAEHbI ¢ yyeTom FOCT P 51241-2008;

2) onepatopom AO0/IKHblI NPUMEHATbCA CpeacTBa BMAE‘OHa6!'HOAeHMﬂ, o6ecnew3a+om,me
perncTtpaunio AOoCtyna K TeXxHn4eCKMm cpeacrsam, cpeacrsam 3aluTbl MHd)OpMaLJ,MM, cpeacrteam
obecneyeHus d)yHKLl,VIOHMpOBaHVIFI, a TaKXXe B NnoMeLleHNnA N COopyXeHnA, B KOTOPbIX OHWN YCTAHOB/1EHbI;

3) onepaTtopom obecneymBaeTcs MHTErpaLMa CUCTEMbI KOHTPOIA U ynpasaeHus goctynom (CKY/)
CO cpeacTBamMn UAEHTUOMKaLMM U ayTeHTUOMKaLMKU Nosb3oBaTeneln B MHGOPMALMOHHOM cucTeme B
cootBeTcTBMM ¢ UAD.1, MUAD.6 n cpeacTBamm ynpasieHns AocTynom B cootsetctamm ¢ YN A.2, YNA.10.

CoaeprkaHue 6asoson mepbl 3TC.3:
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Mepa 3awwmTbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CcUCTEMDI
nHpopmauum

4 3 2 1

3TC.3 + + + +

Ycunenune 3TC.3

3TC.4 PASMELLEHWE YCTPOWCTB BbIBOJA (OTOEPAMKEHMA) UHOOPMALMU, UCKNKOYAIOLLLEE EE HECAHKLMOHWUPOBAHHbIA NPOCMOTP

TpeboBaHusA K peanmsauumn 3TC.4: OnepaTopom A0/IKHO OCYLLECTBAATLCA Pa3MELLEHME YCTPONCTB BbiBoAa (0ToBparkeHWa) MHPOPMaLMn, UCKAKOYatoLLee ee
HEeCaHKLMOHNPOBaHHbI MPOCMOTP.

B KauyecTBe YyCTpoicTB BbiBoga (oTobparkeHna) wHbopmaumMmM B MHOOPMALMOHHOW CUCTeMe c/edyeT pPaccmMaTpuBaTb 3SKpaHbl  MOHMTOPOB
aBTOMAaTU3MPOBaHHbIX PabouyMx MeCT Mo/sb30BaTeNeil, MOHMTOPbl KOHCO/El YNpPaBAeHUA TEeXHUYECKUX CPEeACTB (CepBepoB, TeNEeKOMMYHMKALMOHHOO
060pya0BaHNA U MHBIX TEXHWYECKMX CPeacTB), BMOEOMaHeNM, BUAEOCTEHbl M APYyruMe CPeacTBa BM3yasibHOTO OTOBpaXKeHMs 3alumiiaemont MHbopmaLmu,
nevaTaloLLme ycTpoicTBa (MPUHTEPLI, NAOTTEPbI U UHbIE YCTPOWCTBA), ayAMOYCTPONCTBA, MHOrOdYHKLMOHAbHbIE YCTPOWCTBA.

PasmeLleHune ycTpoCTB BbiBoAa (0TOBpaKeHus, NevaTm) MHGOPMAaLLMM AONKHO UCKAOYATh BO3MOMKHOCTb HECAHKLMOHMPOBAHHOMO NPOCMOTPA BbIBOAUMOWA
MHPOPMaLMK, KaK M3-3a NpeaeioB KOHTPOMPYEMOI 30HbI, TaK U B Npesenax KOHTPoAnpyemMol 30Hbl. He cneayeT pasmellaTtb YCTPOMCTBA BblBOAa (0TOBparkeHusn,
neyatm) MHPOPMaLUN HANPOTMB OKOHHbLIX MPOEMOB, BXOAHbIX ABEPEN, TEXHONOIMYECKMX OTBEPCTUIN, B KOPUAOPAX, XONNAX U WMHbIX MECTax, AOCTYMNHbIX AAA
HEeCaHKLMOHNPOBAHHOro NPOCMOTPA.

TpeboBaHuA K ycuneHuio 3TC.4:

1) onepaTtopom obecrneuymBaeTcs YCTaHOBKA Ha OKHa nomeleHWUid MHOOPMALMOHHOW CUCTEMbI CPEACTB, OrpaHWMYMBAOWMX BO3MOMKHOCTb BM3YasbHOTO
O03HAaKOMJ/IEHMA C 3alMLLaeMOi MHPOpMaumMell M3BHE MOMELLEHUIA (XKanto3M, MNAOTHbIe WTOPbl M WHble CPeACTBa), €CAN B 3TMX MOMELLEHUAX PasMeLeHbl
YCTPOMCTBA BbIBOAA MHOOPMALMM Ha NevaTb U (MKn) ocyliecTsaseTca oTobparkeHne MHGOPMaLMK Ha BULEOYCTPONCTBa.

CopeprkaHue 6asosoi mepsbl 3TC.4:

Mepa 3aLmThbl Knacc 3awwmuweHHOCTY MHGOPMaLMOHHOM CUCTEMDI
nHpopmaumm

4 3 2 1




3TC.4

Ycunenune 3TC.4




3TC.5 3AWMTA OT BHEWHWMX BO3AENCTBMW  (BO3AEMCTBMA  OKPYMKAIOLLEN

KOHANMUMNOHNPOBAHWA U MHbBIX BHELLHNX ®AKTOPOB)

TpeboBaHuAa K peanusaumm 3TC.5: OnepaTopom [0/’KHa OCYLIECTBAATLCA 3allMTa OT BHELWHWX BO3AEWCTBMA (BO3AEWCTBUI OKpyKatollen cpeapl,

HecTabuAbHOCTU 3NEKTPOCHABXKEHUA, KOHAULMOHNPOBAHUA U UHbIX BHELLIHUX GaKTOPOB).

3almTa OT BHELHUX BO34ENCTBUIA B COOTBETCTBUU C TpeboBaHMAMM 3aKoHoAaTeNbCTBa Poccuiickoit degepaumnm (HaLMOHANbHBIX CTAHAAPTOB, TEXHUYECKMX
pernaMeHToB) LOJIKHa NpeaycMaTpmBaTh:

BbIMOJIHEHWE HOPM W NPaBWJI NOXKapHON 6e3onacHoCTy;

BbIMNO/IHEHME HOPM WU NpaBuUn yCTpOﬁCTBa N TeXHUYecKomn 3KCNAyaTaunnm 3NEKTPOYCTAHOBOK, a TaKXe CO6!'IIOLI,EHME napaMeTpoB 3/1EKTPONMUTAHNA U

3a3eMieHnNA TEXHNYECKUX CPeacTs;

obecneveHune HeO6XOAMMbIX Ana 3KcnayatTaunun TeXHUYECKUX CpeactB TemMnepatypHO-B/1IaXKHOCTHOTO pexXuma U yCﬂOBMVI no creneHun 3anblIeHHOCTU

BO3Ayxa.

TpeboBaHuA K ycunenuto 3TC.5:

He ycTtaHoBnEHbI.

CopeprkaHue 6a3osoit mepbl 3TC.5:

Mepa 3awmTbl

Knacc 3awmueHHocTU MHGOPMaLMOHHOM CUCTEMDI

nHbopmaumm

3 2

3TC.5

Ycunenue 3TC.5

HECTABU/IbHOCTU  3/TIEKTPOCHABKEHUA,




3.13. 3ALUMTA MHOOPMALIMOHHOW CUCTEMbI, EE CPEACTB U CUCTEM CBA3W U MEPEAAYM
JAHHbBIX (31C)

3UC.1 PA3AENEHME B WH®OPMALIMOHHOWM CUCTEME ®YHKUMA NO  YNPABJIEHWUIO
(AOMUHUCTPUPOBAHUIO) MHOOPMALMOHHOW CUCTEMOWN, YMNPABJTIEHNIO
(AOMWUHUCTPUPOBAHWMIO) CUCTEMOW 3ALLUUTBI MH®OPMAUMK, OYHKLWWM MO OBPABOTKE
MHOOPMALUMN U UHBIX ®YHKLUA MIHOOPMALMOHHOW CUCTEMBbI

TpeboBaHua K peanmsaumm 3UC.1: B nHbopmauMOHHON cucTeme AO0/KHO ObiTb obecnevyeHo
pasgeneHme  GYHKUMOHANbHbIX  BO3MOXHOCTEW  NO  YyNpaBAeHUO  (agMWHUCTPUPOBAHMUIO)
MHPOPMALMOHHON CUCTEMOM, YNPaBAeHWUO (afMUHUCTPUPOBAHMIO) CUCTEMOW 3alUnUTbl MHOOPMaLUK
(byHKUMIA Be3sonacHOCTM) W PYHKUMOHANbHLIX BO3MOXKHOCTEM Mosb3oBaTenen no obpaboTke
nHpopmaymu.

®PyHKUMOHANbHbIE BO3MOXKHOCTM MO YNPaBAeHUO (aAMUHUCTPUPOBAHUIO) WMHOOPMALMOHHOWN
CUCTEMOM W yNpaBAeHUIO (a4MUHUCTPUPOBAHNIO) CUCTEMOW 3aLLUTbI MHPOPMALIMK BKAKOYAIOT GYHKLMM
no yrnpasaeHuUto 6azamu OaHHbIX, NPUKAagHbIM NPOrpPamMMHbIM obecneyeHunem,
TENIEKOMMYHMKAUMOHHbIM 060pyAoBaHMeM, paboumMmmn CTaHUMAMM, cepBepamu, CPeAcTBaMM 3aLLMUTbI
MHGOPMALUM U UHble GYHKUMM, TPEDYLoLME BbICOKUX MPUBUIETUA.

PaspeneHne ¢yHKUMOHaNbHLIX BO3MOMKHOCTEN oObecneuymBaercd Ha u3MYecKom U (KMau)
JNIOTMY4ECKOM YPOBHE MyTEM BblAENEHUA YacTU MPOrPaMMHO-TEXHUYECKMX CpencTB MHPOPMaLMOHHOM
CUCTEMbI, peanusyolmx OyHKUMOHa/IbHbIE BO3MOMKHOCTM MO YMpaBAeHUO (agMUHUCTPUPOBAHMIO)
MHPOPMALMOHHON CUCTEMOW M yNpaBieHUo (aAMUHUCTPUPOBAHUIO) CUCTEMOM 3aLLUTbI MHGOPMaUuu, B
OTAENbHbIN AOMEH, MUCNOAb30BAaHMUA Pa3/IMYHbIX aBTOMATU3MPOBAHHbLIX PaboymMx MecT U CepBepos,
Pas/INYHbIX TUMOB ONEPALMOHHbLIX CUCTEM, PasHbIX CNOCObOB ayTeHTUDMKALMM, PA3AUYHBIX CETEBbIX
afpecos, BblAENEHHbIX KaHANO0B YNpPaBAeHUA U (MAM) KOMBMHAUMIA AaHHbIX CNOCO60B, @ TaKXKe UHbIMU
MeToaamMm.

TpeboBaHuA K ycunenuio 3UC.1:

1) B WHPOPMAUMOHHOM cuCTeme [O/MKHO obecneuynBaTbCs WCKAOYEHUE OTobpaxKeHus
OYHKUMOHANbHbLIX  BO3MOXHOCTE MO  ynpasaeHuio  (aAMUHUCTPUPOBAHUIO) MHPOPMALMOHHOM
CUCTEMOM, ynpaB/ieHUo (agMUHUCTPUPOBAHMIO) CUCTEMOM 3aWwmTbl MHPOpMauuM B UHTepdeiice
no/sib3oBaTens;

2) B UHPOPMALMOHHONM cuUCTemMe AO0/IKHO 0becneuymBaTbCs BblAeNeHME aBTOMATU3NPOBAHHBIX
pabounx mect Ana agMUHUCTPATOPOB MHPOPMALLMOHHOM CUCTEMBI;

3) B MHPOPMALMOHHOW cucTeMe A0/KHO obecneunBaTbCA BblAae/ieHWe aBTOMAaTU3UMPOBAHHbIX
paboumx MecT Ana agMUHUCTPaATOPOB 6e30MacHoCTY;

4) onepaTopom AO/KHO  obecneumBaTbCA  MCKAIOYEHME  BO3MOMKHOCTM  yMNpaBieHus
(aAMUHUCTPUpPOBAHMA) MHPOPMALMOHHOW CUCTEMON, ynpasieHna (agMMHUCTPUPOBAHMA) CUCTEMOM
3aLWmMTbl MHGOPMALLIMM U3-3a NPEeAENOB KOHTPOIMPYEMOW 30HbI.

CogaeprkaHue 6asoson mepbl 3UC.1:



Mepa 3awmTbl

Knacc 3awmuieHHoCcTU MHGOPMaLMOHHOM CUCTEMDI

nHpopmauum
3 2
31C.1 +
Ycunenume 3M1C.1 3

31C.2 NPEAOTBPALLEHUE 3AAEPHKKWN WUIN MPEPbIBAHWA BbIMOJIHEHWNA MPOLUECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI MPOLECCOB C
HU3KUM MPUOPUTETOM

TpeboBaHua K peanusaumn 3MC.2: B nHGOPMaALMOHHON cucTemMe AOMKHO obecneunBaTbCA NpeaoTBPaLLEeHNE 3a4EPKKU WAM NPepbiBaHMA BbINOJHEHUN
NPOLLECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI MPOLLECCOB (CNYK6, CEPBUCOB) C HU3KMM NPUOPUTETOM, NpeayCcMmaTpmBaloLLee:

onpeaenieHne NPMopMUTETOB NPOLLECCOB (CYXKD, CePBMCOB) A4 Nosb3oBaTenel n (Mnun) rpynn nonb3osatenei u (Mam) ponei B UHPOPMaLMOHHOMN CUCTEME;

BbINOJIHEHWE npoueccoB (cnyxb, cepsucos) B MHGOPMALIMOHHOM CUCTEME C YHETOM UX NPUOpUTETa (B NEpByto ovepesb AO/KHbI BbIMOJHATHCA NMPOLLECChI C
6os1ee BbICOKMM NPUOPUTETOM);

UCKIOUYEHMNE 334EPKKM U (MAKM) BMellaTenbCcTBa B BbIMOJIHEHME MPOLLEcCoB (Cny:k6, cepsucos) ¢ 6onee BbICOKMM MPUOPUTETOM CO CTOPOHbI MPOLLECCOB

(cny»k6, cepBuncoB) c bonee HU3KNUM NPUOPUTETOM.

TpeboBaHuA K ycuneHuio 3UC.2:

1) B VIHd)OpMaLJ,VIOHHOﬁ cncreme JOoNXKHO obecneunBaTbCa UCKIOYEHUE BO3MOXKHOCTU HECaHKLUMOHNPOBAHHOIO M3MeHEHUA NPUOPUTETOB BbINO/IHEHUA

npoueccos.

CopeprkaHue 6asosoi mepbl 3UC.2:

Mepa 3awmTol
nHpopmaumm

Knacc 3awmiieHHocTM MHGOPMaLMOHHOM CUCTEMbI

3 2

3nC.2




Ycunenue 3UC.2

3MC.3 OBECMEYEHUE 3AWMNTbI MHOOPMALIMM OT PACKPbITUA, MOAUPUKALIMM U HABA3LIBAHMA (BBOAA NIOXHOM MHOOPMALIMKM) NPU EE
NEPEOAYE (NOATOTOBKE K NEPEAAYE) MO KAHANAM CBA3W, UMEIOLLMM BbIXOZ, 3A NMPEAE/bI KOHTPO/IMPYEMOW 30Hb

TpeboBaHua K peanunsaumm 31C.3: Onepatopom Ao/mKHa bbiTb obecnedveHa 3alimnTa MHGOPMaLMKM OT PacKpbITUA, MoaMdUKaLUK N HaBA3bIBaHMA (BBOAA
NIOXHOM MHpopMaunn) Npu ee Nnepeaaye (NOAroToBKe K Nepeaaye) No KaHanam CBA3U, UMEILLMM BbIXO/, 3a Npee/ibl KOHTPOIMPYEMOI 30HbI.

3awumTa MH(I)OpMaLI,MM obecneuunBaetcs nytem 3aWinTbl KaHanoB CBA3N OT HECAHKUMOHWUPOBAHHOTIO ¢M3M‘-IECKOI'O AocTtyna (I'IOLI,KHIOLIEHMFI) K HUM U (MI’IM)
npMMmeHeHnA B COOTBETCTBUU C 3aKOHOAATE/NNLCTBOM Poccuiickoi Cbep,epau,vlm cpeacte KpMI'ITOFpad)M‘-IECKOﬁ 3aWnTbIl MHd)OpMaLI,MM NN UHBIMU METOAaMMU.

TpeboBaHuA K ycunenumio 3UC.3:

1) onepaTop obecneunBaeT 3almTy OT MOAUPUKALMM M HaBA3bIBaHWUA (BBOAA NOXKHON MHGOpPMaUMK) BUAEOUHPOpMaLun (3ByKoBOM MHPOpMaLMK) nyTem
€e MapKUPOBaHMUA U KOHTPOAA (B TOM YMCAE C UCNOAb30BaHMEM UMPPOBLIX BOAAHbLIX 3HAKOB) B Pa3/IMYHbIX TOYKaX TPaKTa ee GOPMMPOBaHMA U PACNPOCTPaAHEHMS;

2) onepatop obecneymBaeT 3alLUTy OT MOANPUKALMU U HaBA3bIBaHMA (BBOAA /IOXKHOM MHPOPMaUuMK) nepegaBaeMoii BUAEOUHPOPMaLMK MYyTEM BblABEHUSA
W yAaNeHUA CKPbITbIX BCTABOK.

CopeprkaHue 6asosoii mepbl 3UC.3:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALMOHHOM CUCTEMDI
nHbopmaumm
4 3 2 1
31C.3 + + + +

Ycunenue 3UC.3

31C.4 OBECMEYEHME OOBEPEHHbBIX KAHANA, MAPLUIPYTA MEXAOY AOMWUHUCTPATOPOM, NOJIb3OBATENEM W CPEACTBAMMU 3ALLNTLI MHOOPMAL NN
(PYHKUMAMM BE3ONMACHOCTU CPEACTB 3ALWNTBI MUHOOPMALUN)

TpeboBaHusa K peanusaumn 3MC.4: B nHOOPMALMOHHOW cUCTeMe A0/KHbI ob6ecneunmBaTbCA AOBEPEHHble MaplpyTbl Nepedadn AaHHbIX Mexay
aAMUHUCTPaTOpOM (Monb3oBaTenem) M cpeacTBamm 3awmuTbl UHGoOpMaumn (GyHKLUMAMKM Ge30MacHOCTM CPeAcCTB 3awmTbl MHOOPMaLMK), Onpeaensembimm



onepaTopom.
Onepatopom gonxKeH bbiTb onpeaeneH nepeyeHb Lenen (GyHKUNIM) nepenayun gaHHbIX, 408 KOTOPbIX TpebyeTca A0BEpeHHbIN KaHan (MapLpyT).

[oBEpPEHHbIN KaHan mexay MNo/b30BaTeNleM M CpeacTBamu 3almTbl MHGOPMAUUKM OoKeH obecneumBaTbCA MPU yAaJAeHHOM WM JIOKANIbHOM [0CTyne B
MHGOPMALMOHHYIO CUCTEMY.

TpeboBaHua K ycunenuto 3UC.4:

He YCTAQHOB/1EHbI.

CopeprkaHue 6asosoii mepbl 3UC.4:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM cUCTEMDI
nHpopmauum
4 3 2 1
3nc.4

Ycunenue 3UC.4




3UC.5 3AMPET HECAHKLUMOHMPOBAHHOW VYOANEHHOW AKTUBALMM  BUOEOKAMEP,
MWKPO®OHOB U WHbIX MEPUDEPUMHbBIX YCTPOWCTB, KOTOPBLIE MOIYT AKTUBWPOBATbLCA
YOAIEHHO, M ONOBELLEHME NOJ/Ib3OBATE/IEM OB AKTUBALMM TAKUX YCTPOWCTB

TpebosaHua K peannsaumm 3UC.5: B HGOpMaLMOHHON cUCTEME A0/IXKHbI OCYLLLEeCTBAATLCA 3anpeT
HECaHKUMOHMPOBAHHOW YAANEHHOW aKTUBaLMWM BUAEOKaMep, MUKPOPOHOB M MHbIX nepudepuiiHbix
YCTPOICTB, KOTOPble MOFYT aKTMBMPOBATLCA YAa/IEHHO, U ONOBeLLeHWe nonb3oBaTeneit 06 akTueauumm
TaKWX YCTPOICTB, B TOM YMC/E NYTEM CUTHANM3ALUM, UHAMKALNMN.

3anpeT HecaHKUMOHWPOBAHHOM YyAa/NeHHON aKTMBALMU OOJIKEH OCYLLECTBAATLCA B OTHOLIEHUU
BCEX nNepudepuitHbiXx YCTPOWCTB BBOZA (BbiBOAa) MHOOPMAUMK, KOTOpble WMEHT BO3MOXKHOCTb
ynpaB/ieHua (3anycka, BKIOYEHWA, BbIK/IOYEHUA) Yepe3 KOMMOHEHTbI NPOrpaMmHoro obecneyeHus,
YCTaHOB/IEHHble Ha paboyem mecTe Mo/b30BaTeNsd, KOMMYHMKALMOHHbLIX CEPBMCOB CTOPOHHMX /UL,
(npoBaiigepos) (ICQ, Skype u UHble cepBUCHI).

3anpeT HeCaHKUMOHWPOBAHHOM YAANEeHHOM aKTUBaUMKM AOO/KEH OCYLLEeCTBAATLCA 4epes
du3MYeCKoe WUCK/IOYEHME TaKoOW BO3MOXKHOCTM M (MAKM) nyTem yhnpaBJeHUsa MNPOrpamMMHbIM
obecneyeHnem.

B WCKNIOYUTENbHBIX CAy4asx ANA PeLeHUs YCTaHOB/IEHHbIX OMEPaTOpPOM OTAE/bHbIX 3343u,
pewaemblx WHGOPMALMOHHON CUCTEMON, [OMYCKAeTCA BO3MOMKHOCTb Y/AaJIEHHOM aKTUBaLUK
nepudepuitHbix ycTponcts. Mpu sTom gonXHO ObiTb obecneyeHo onpegeneHwe M GUKCMpoBaHWe B
OpraHn3aLMOHHO-PACNOPAANTENbHBIX [AOKYMEHTaX MO 3awuTe WMHPOpMauMn (OOKYMEHTUPOBAHUE)
nepeyHs nepmudepuinHbIX YCTPOMCTB, A9 KOTOPbIX AOMYCKAaeTCcA BO3MOXHOCTb YAaNeHHOM aKTUBauumm u
obecneyeH KOHTPO/b 33 aKTUBALMEN TAKUX YCTPOMCTB.

TpeboBaHuA K ycuneHuto 3UC.5:

1) B wWHPOPMAUMOHHON cUCTEME [O/MKHA 06ecneymBaTbCa BO3MOMHOCTb  GU3MYECKOrOo
OTKAIOYEHMSA NepPUPEPUIMHBIX YCTPOMCTB (HanpuMmep, OTKIOYEHME NpPU OpPraHuM3aumMM U NpoBeseHUn
COBELLaHMN B NOMELLEHUSAX, TAE Pa3MeLLEHbl BUAEOKaMepPbl U MUKPOGDOHbI);

2) B MHOOPMALMOHHOM cUCTEME [AO0/KHA 0b6ecneynmBaTbC BO3MOMKHOCTb 6HJ0KMPOBAHMUA
BXOAALWEro M UcxoaAawero Tpapuka oT Nonb3osaTesiein cuctem, NPeaoCTaBAAOWMX BHELWHNE CEPBUCHI
(Hanpumep, cucTtembl BUAEOKOHDEPEHLCBA3N), B KOTOPbIX KOHPUrypauumn (HacTpolriku) cepBucoB ans
KOHEeYHbIX N0/Ib30BaTe/Iel yCTaHaBANBAKOTCA NPOBaiAepammn UaM cammmm Nob3oBaTeNns mu;

3) onepatopom obecneuvBaeTcs ygpaneHue (OTKAOYEHME) M3 MHPOPMALMOHHOW CUCTEMDI
(OTAENbHbBIX CErMEHTOB, HanpuUMep, PAcMO/IOXKEHHbIX B 3alUMLLIAEMbIX M BblAeNEHHbIX NMOMeLLeHUAX)
nepudepUinHbIX YCTPOMCTB, NepedeHb KOTOPbIX ONpeaensaeTcs onepaTopom;

4) onepatopom obecneumBaeTcs 3anMcb U XpaHEHWE B TeYeHMEe YCTAaHOBJIEHHOrO BpPeMEeHMU
MHbOPMaumMKn, nepepaHHoW (NosyyeHHoOM) nepudepuitHbIMKM  ycTpolcTBamM BBoga  (BbiBoZa)
MHbOPMaLMKN NPU paspeLIeHHON yaaneHHOoN akTuBauuu nepudepuitHbix yCTpolcTB BBoAa (BbiBOAA)
MHbopMaLuu.

CopeprkaHue 6asoson mepbl 3UC.5:



Mepa 3awmTbl

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
3UC.5 + + +
Ycunenune 3UC.5 1 1,2

31C.6 NEPEAAYA U KOHTPO/b LLENOCTHOCTU ATPUBYTOB BE3OMACHOCTU (METOK BE3OMACHOCTH), CBA3AHHbIX C MH®OPMALMEN, NP OBMEHE
NHOOPMALMEN C UHBIMU UHPOPMALMOHHBIMU CUCTEMAMM

TpeboBaHusA K peannsaumm 3UC.6: B MHGOPMALIMOHHOW CUCTEME A0/KHA OCYLLECTBAATLCA Nepesaya, conocrasiaeHme (cpaBHeHWe) aTpmbyToB 6e30nacHoOCTH
(meToK 6e3onacHocTH) ¢ MHGOPMaLMEN, KOTOPON OHa 0BMEHMBAETCA C UHBIMM (BHELWHUMM) MHPOPMALMOHHBIMKU CUCTEMAMMU.

ATpunbYTbI 6€30MacCHOCTN MOTYT CONOCTaBAATLCA C MHPOPMaLMEN, CoAepKaLLenca B UHPOPMALMOHHOM CUCTEME, B ABHOM MM CKPLITOM BUAE.

Mepbl No nepeaaye U KOHTPOJIIO LEeOCTHOCTM (CONOCTaB/EHMIO, CPaBHEHMIO) aTpubyToB 6e3onacHOCTH (MeToK 6e30MacHOCTU) PeanmnsyroTcA B COOTBETCTBUM
cyna.12.

TpeboBaHusa K ycuneHuio 3UC.6:

1) B UHPOPMALMOHHOI cUCTEME A0/KEH 06ecneumBaTbCca KOHTPOIb LEeIOCTHOCTM aTpMbyToB 6e3onacHoCTH (MeToK 6e3onacHocTK).

CopeprkaHue 6aszosoii mepbl 3UC.6:

Mepa 3awmThbl Knacc 3awmweHHocTM MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
3nC.6

YcuneHue 3UC.6




3UC.7 KOHTPO/Ib CAHKLMOHWPOBAHHOTO W WCK/IKOYEHWME HECAHKLIMOHWPOBAHHOIO
MCNOJ/Ib30BAHMA TEXHOMIOTUIM MOBW/IBHOTO KOZA, B TOM YMC/IE PETUCTPALMA COBbITUN,
CBA3AHHbIX C WCMO/Ib3OBAHMEM TEXHOMOTMM MOBU/IBHOTO KOOA, WX AHAMU3 U
PEATMPOBAHUE HA HAPYLLEHMWSA, CBA3AHHBIE C MCMOJIb30BAHWMEM TEXHONOTMW MOBWIbHOTO
KOZA

TpeboBaHma K peanusaumm 3UC.7: Onepatopom AOSXKHbl  OCYLLECTBAATLCA  KOHTPOJIb
CAHKUMOHMPOBAHHOIO M MCK/OYEHME  HECaHKUMOHMPOBAHHOIMO  WCMO/Ib30BaHUA  TEXHOI0TUM
MOBUNbHOTO KoAa (aKTUBHOIO KOHTEHTa) B MHPOPMALIMOHHOM cUcTeMe, B TOM 4YUC/ie perncrpaums
COBbITUIA, CBA3AHHbIX C UCMNONb30BaHUEM TEXHONOMMMU MOBUIBHOIO KOAa, UX aHa/IM3 U pearnpoBaHue Ha
HapyLeHUs, CBA3aHHbIE C UCNO/Ib30BAaHMEM TEXHOJIOTMU MOBUIBHOrO Koda. TexHosorma MobuibHOro
KOZa BK/OYAET, B TOM YMcne ucnosnb3oBaHue Java, JavaScript, ActiveX, PDF, Postscript, Flash-aHumauus
n VBScript 1 MHbIX TEXHONOTUA.

an KOHTpPO/1€ NCNO/1b30BaHNA TEXHO0MMM MOBUNBHOTO Ko4da O01XKHO 6bITb 0becneyeHo:

onpeaeneHve nepeyHs MobUAbHOrO Koga U TEXHOIOTM MOBMNBHOTO Koga paspeLleHHbIX U (uaun)
3anpeLeHHbIX A1A UCNob30BaHWA B MHGOPMALLMOHHOM cucTeme;

onpeaenieHne paspeLlleHHbIX MeCT PacnpocTpaHeHus (cepBepbl MHOPMALMOHHOW CUCTEMBI) U
MCMO/Ib30BaHNA MOBMABbHOTO Koda (aBTOMATM3MPOBaHHblE paboune mecta, MOBOU/bHbIE TEXHUYECKUE
cpeactBa MHGOPMALMOHHOM cUCTEMbI) U OYHKUMIA MHOOPMALMOHHOM CUCTEMbI, O/ KOTOPbIX
HeobXxo4MMO NPUMEHEHUE TEXHONOMMMU MOBUIBHOIO KOAa;

perucTpaums u aHanms cobbiTUi, CBA3AHHbIX C pa3paboTKoM, NPUOBPETEHNEM UNU BHEAPEHUEM
TEXHO/I0TMN MOBUNBHOTO KOAa;

WUCKNIOYEHME  BO3MOXHOCTM  WMCMOAb30BaHWA  3anpelleHHoro  mMobuabHOro  Koga B
MHPOPMaLMOHHOMN CUCTEME, a TaKXKe BHedpeHne MOBUIbHOro KoAa B MecTax, He paspeLleHHbIX A5 ero
YCTaHOBKMU.

MpaBuna w1  npouedypbl  KOHTPO/AA  MCMOAb30BaHUA  TEXHONOTMI  MOBMABHOTO  KoAa
pernameHTUpPYIOTCA B OPraHM3aUMOHHO-PACNoOPAANTENbHBIX [AOKYMEHTax onepaTtopa Mo 3awure
MHbopMauuu.

TpeboBaHua K ycuneHuto 3UC.7:

1) B MHGOPMAUMOHHON CUCTEME AOMKHbI BbiTb pPeannu3oBaHbl MeXaHU3Mbl OBHapyXKeHusa WU
aHanMsa MOBWAbHOMO KoZa AN  BbiABAEHUA (PAKTOB HECAHKLMOHMPOBAHHOMO WCNO/b30BaHUA
MOBMNBLHOTO KoAa W BbIMNOJAHEHUA AEWCTBUIA MO pearMpoBaHuio (onoselieHWe aAMMHUCTPATOPOB,
ns3onauua MobuAbHOro Kogda (nepemelleHune B KapaHTuH), 6aoKnMpoBaHne MobuAbHOTO KoAaa, yaaneHue
MOBMNBLHOTO KOAa) U MHble AeICTBMSA, onpeaensemble onepaTopom;

2) B MHOOPMALMOHHOW CUCTEME [O/KEH OCYLLECTBAATLCA 3anpeT 3arpysku U BbINOJHEHUA
3anpeLLeHHOro MobubHOro KoAaa;

3) B MHPOPMALMOHHOM cuUCTEME AONA TPUNONKEHWUIA, OnpeaenseMblX OrnepaTopoM, AOJIKEH
OCYLLEeCTBNATbCA  3aMpeT aBTOMATMYEeCKOro  BbIMOJHEHMS  paspelieHHOro  MobubHOro  Koza
(yBegomneHve nonb3oeaTena O NOAyYeHUM MOBUABHOrO KOAA WM 3anpoC paspelleHusa Ha 3amnyck Wau
WHble AeNCTBUA onpeaensaemble onepaTopom);

4) B MH(I)OpMElLI,MOHHOVI cncrteme A0/1XKeH OCylWecCcTBNATbCA KOHTPOIb MOA/TIMHHOCTU UCTOYHUKA
MOBUbHOTO KO4a U KOHTPO/1b LLENTOCTHOCTU MOBUNLHOTO KoAda.

CopeprkaHue 6asoBon mepbl 3UC.7:






Mepa 3awmTbl

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

nHpopmauum
3 2 1
3nC.7 + +
Ycunenue 3UC.7 1 1,2




31C.8 KOHTPOJIb CAHKUMOHWPOBAHHOIO W WCK/IKOMEHME HECAHKUMOHWMPOBAHHOIO
MCNONb30BAHUA TEXHONOIMMA MNEPEQAYM PEYU, B TOM YUC/IE PEMUCTPAUMA COBbITUN,
CBA3AHHbIX C UICMONb30OBAHUMEM TEXHONOTMIA MEPEAAYM PEYU, UX AHASIN3 U PEATMPOBAHUE HA
HAPYLLEHMA, CBA3AHHbIE C UICMNOJ/Ib3OBAHMEM TEXHO/IOTU NMEPEAAYM PEYN

TpeboBaHuMa K peanusauum 3UC.8: Onepatopom [O/KHbI  OCYLLECTBAATLCA  KOHTPOJIb
CAaHKLUMOHMPOBAHHOIO U UCKAKOYEHME HECAHKLMOHUPOBAHHOIO MCMNO/Ib30BAHUA TEXHOIOMNI Nepesayn
peun B UHGOPMALMOHHOM cUCTEME, B TOM UYMCAEe PerncTpauma cobbiThiA, CBA3aHHbIX C UCMNOJIb30BaHNEM
TEXHOIOTUIM Nepeaayn pedn, ux aHaaus n pearMpoBaHMe HA HapyLLIEHMA, CBA3AHHbIE C UCNO/Ib30BaHMEM
TEeXHo/I0rni nepegaymn peuun. MNpu KOHTPOIE UCNONb30BaHMUA TEXHOIOTMIA Nepeaaum pedm A0MKHO BbiTb
obecneyeHo:

onpeaeneHne nepeyHs TEXHONOTUA (CepBMCOB) Mepedayn peuyum paspeleHHbiX U (uaum)
3anpeLLeHHbIX 415 UCNob30BaHWA B UHPOPMALMOHHOM CUCTEME;

onpegeneHne cybbekToB AocTyna (KaTeropuii nonb3oBaTeneit), KOTOpbIM  paspelleHbl
pa3paboTka, npuobpeTeHne wanM BHeAPEHWE TEeXHOJIOTUM nepefayn pevym B COOTBETCTBMU C
YCTQHOBAEHHbIMWU PONAMMU;

peanunsaums MapamMeTpoB HACTPOMKMU, MCKAIOYAOWMX BO3IMOXKHOCTb YAa/NeHHOW KOoHOUrypauum
YCTPOMCTB Nepenaym peuu;

perucTpauua M aHaams cobbiTUIA, CBA3AHHbLIX C pa3paboTKoi, NpuobpeTeHMem U BHeAPEeHUeMm
TEXHONOTUI Nepeaayn peuu;

WCKNKOYEHNE BO3MOMKHOCTM WCMO/Ib30BaHUA 3aMpelieHHON TexHo/orMn nepedayn peun B
MHOOPMALMOHHOW CUCTEME, a TaKKe pa3paboTku, npuobpeTeHna 1 BHeAPEHMA TEXHOIOMMI nepeaaym
peuun cybbekTam goctyna (Monb30BaTeNiAM), KOTOPbIM HEe pa3peLleHo ee NCNo/ib3oBaHme.

TexHoMOMMA nepefayu peyu BKJOYAET, B TOM 4uC/ie, nepegady pedun depes WUHTepHeT (B
yactHocTtu VolP).

MpaBuna 1 npouefypbl  KOHTPOAA  MCMNO/Nb30BaHMA  TEXHONOMMIA  Mnepefayn  peuu
PErnameHTUPYIOTCA B  OPraHM3aUMOHHO-PACMOPAANTENbHBIX [AOKYMEHTax onepatopa Mo 3awuTe
nHpopmaymu.

TpeboBaHua K ycuneHuto 3UC.8:
He ycTaHOBANEHDI.

CopeprkaHue 6asoson mepbl 3UC.8:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

3M1C.8

+

Ycunenue 3UC.8




3UC.9 KOHTPO/lb CAHKLIMOHWPOBAHHOM W WCKIOYEHWUE HECAHKLMOHWPOBAHHOM
MEPEOAYM BUAEOMHOOPMALMW, B TOM YMUCNE PETUCTPALMA COBbITUIM, CBA3AHHBIX C
MEPEAAYEN BUAEOMHOOPMALMK, UX AHASIU3 U PEATMPOBAHUE HA HAPYLLEHMSA, CBA3AHHBIE C
MEPEAAYEN BUAEOUHOOPMALUN

TpeboBaHma K peanusauum 3UC.9: OnepaTopom [AOJXKHbI  OCYLLECTBAATLCA  KOHTPO/b
CAaHKLUMOHMPOBAHHOIO U UCKAKOYEHME HECAHKLMOHUPOBAHHOIO MCMNO/Ib30BAHUA TEXHOIOMNI Nepesayn
BuaeonHbopmaumn B MHPOPMALMOHHON CUCTEME, B TOM YMC/IE pPerucTpaumnsa cobbiTUin, CBA3AHHbIX C
NCNO/MIb30BaHMEM TEXHOJIOTMA nepefayun BuaeovHPOpmMauMM, WMX aHAAM3 W pearnpoBaHMe Ha
HapyLleHUs, CBA3aHHble C UCMO/Ib30BaHNEM TEXHOOMNI nepeaaun sugeonHdopmauum. MNpu KoHTpone
NCNO/Ib30BaHMA TEXHOJIOTMI Nepenayun BuaeonHbopmaLmmn 4oMKHO bbiTb obecneyeHo:

onpeaeneHne NepeyHs TexHoAormi (cepBucoB) nepesayun BMaeonHGOPMaLUMK, paspeLleHHbIX U
(Mnn) 3anpeLLeHHbIX 418 UCNONb30BaHNA B UHPOPMALMOHHOM CUCTEME;

onpegeneHne cybbekToB AocTyna (KaTeropuii nonb3oBaTeneit), KOTOpbIM  paspelleHbl
pa3paboTKka, npuobpeTeHne nan BHegpPEHNE TEXHONOTMIN nepeaadyn BUAeoMHPOpMaLmm B COOTBETCTBUM
C YCTAaHOBJIEHHbIMM PONIAMU;

peanunsaums MnapameTpoB HACTPOMKM, MCKAKOYAOWMX BO3MOXKHOCTb YAaNeHHOW KOHOUrypauum
YCTPOMCTB nepegaym suaeonHpopmaumnm;

perucTpauua M aHaams cobbiTUIA, CBA3AHHbLIX C pa3paboTKoi, NpuobpeTeHMem U BHeAPEeHUeMm
TEeXHONOTUI Nepeaaun suaeomHdopmaLmm;

WCK/IOYEHNE  BO3MOKHOCTM  WUCMOAb30BaHMA  3aNpPELLEHHOW  TEeXHOAOrMM  nepegayu
BMAeoMHGOPMaALMM B MHPOPMALMOHHOW CUCTEME, @ TaKKe pa3paboTku, NpuobpeTeHna U BHeAPEHUS
TEXHO/MIOMMI nepedayun suaeomHobopmaumm cybbekToB AocTyna (nosib3oBaTensam), KOTOPbIM He
paspeLleHo ee UCMo/ib30BaHue.

TexHosorva nepenayn BMAEOMHPOPMALMU BK/IOYAET, B TOM UYMC/IE, NMPUMEHEHME TEXHOJI0TUM
BMOEOKOHbEPEHLCBA3M.

MpaBuna W npoueaypbl KOHTPOAA nepejayn BUAEOMHOOPMALUN  pernameHTUpYoTCA B
OpraHM3aLMOHHO-PACNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute MHGopmaumun.

TpeboBaHuA K ycunenumto 3UC.9:

He ycTaHOBNEHbI.

CopeprkaHue 6asoson mepbl 3UC.9:



Mepa 3awmTol Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
3U1C.9 + +
Ycunenune 3UC.9

31C.10 NOATBEPXAEHME MPOUCXOMAEHUA UCTOYHUKA MHOOPMALIMK, MOJSIYYAEMOW B MPOLIECCE OMPEAE/NEHMA CETEBbIX AAPECOB MO
CETEBbIM UMEHAM WU/ OMNPEAENEHNA CETEBbIX MMEH MO CETEBbIM ALPECAM

TpeboBaHua K peanunsaumm 3UC.10: B MHPOpPMaUMOHHOM cucTeme A0MKHA obecrneunBaTbCAa BOSMOXKHOCTb NOATBEPKAEHUA NPOUCXOKAEHNA UCTOYHMKA U
LUEeNOCTHOCTM MHPOPMALMK, NONYyYaeMOoli B Mpouecce onpeaeneHus CeTeBbIX afpecoB MO CETEBbIM MMEHAM WAM ONpeaefieHUs CeTeBbIX MMEH MO CeTeBbiM
afpecam, B TOM umcne ¢ ncnosib3osaHnem DNS-cepsepos. Mpu noaTBepKAEHUM NPOUCXOXKAEHMUA UCTOYHNKA A0NKHbI 06ecneynBaTbCs:

ayTeHTUOUKauma B cootBeTcTBuU ¢ MAD.7 u (nnm) NAD.2 cepsepa, ABAAIOWErOCA UCTOYHMKOM OTBETOB Ha 3anpochl (cepBep AOMEHHbIX MmeH uam DNS-
cepBep) No onpegesieHnto ceTesbix agpecos (IP-agpecos) No ceTeBbiIM UMEHaM (LOMEHHbIE UMEHA);

ayTeHTUOUMKauma B cooteetctBuM ¢ UAD.7 u (nnm) UAD.2 cepBepa, ABAAIOWEINOCA MCTOYHUMKOM OTBETOB Ha 3anpocbl (KawupyowmnitDNS-cepsep) no
onpeaeneHunio CeTeBbIX UMeH (A0MEHHbIX UMeH) No ceTeBbIM aapecam (IP-aapecam).

TpeboBaHuA K ycunenumio 3UC.10:

1) B MUHPOPMALMOHHOM CUCTEME OOMMKEH OCYLLECTBAATLCA MPoLece BepudMKaLMM LENOYKM O0BEPUA MEXKAY OCHOBHbIM (KOPHEBLIM) M MOAYUHEHHbLIMM
(moyepHMMK) gomeHamM (Hanpumep, C UCNO/b30BaHMEM 3aMMCel PECYPCoB B CUCTEME AOMEHHbIX MMEH, CONOCTaBAAIOLLMX CETEBOE MMA U CETEBOM agpec CPeacTB
BbIYNCAUTENbHON TEXHUKMN U TEXHUYECKUX CPEaCTB).

CopeprkaHue 6asosoi mepbl 3UC.10:

Mepa 3awmThbl Knacc 3awmueHHocTM MHGOPMALLMOHHOM CUCTEMDI
nHpopmaumm

4 3 2 1

3M1C.10




Ycunenune 3UC.10

31C.11 OBECNEYEHWE NMOAJ/IMHHOCTU CETEBbIX COEAMHEHUI (CEAHCOB B3AMMOZEWNCTBKA), B TOM YUC/E AN1A 3ALWLNTLI OT NOAMEHbI CETEBbIX
YCTPOWCTB M CEPBUCOB

TpeboBaHuA K peanusaumm 3UC.11: B MHGOPMALIMOHHOM CUCTEME AOMKHO OCYLLECTBAATLCA obecrneyeHne NOA/IMHHOCTU CETeBbIX coeaMHEHU (ceaHcoB
B3aMMOAENCTBUSA), B TOM YNCANE ANA 3aWUTbl OT NOAMEHbI CETEBbIX YCTPOMCTB M CEPBUCOB (3alMTa OT aTaK TMna "yenoBek nocepeauHe").

Ona noaTesepAeHUs NOANMHHOCTM CTOPOH CETEBOMO COeAMHEHWs (CeaHca B3aMMOLENCTBMA) M 3aLUMTbl CETEBbIX YCTPOMCTB U CEPBMCOB OT NOAMEHDI
OO0JIKHa OCYLLEeCTBAATbCA UX ayTeHTUdMKauma B cootsetctenmn ¢ MAD.2 n 31C.10.

KOHTpOJ’Ib LUeNnoCTHOCTHN nepep,aBaeN\oﬁ MHd)OpMaLI,MM AO/1XeH BK/1K0YaTb NMPOBEPKY UENOCTHOCTUN NepeaaBaeMblX NMaKeToOB (B YaCTHOCTU B COOTBETCTBUU C
31C.3).

TpeboBaHuA K ycunenumto 3UC.11:

1) B MHOOPMALMOHHOW CMCTEME AO/MKHO 0becneuymsaTbCs MpPU3HaHME MAEHTUGUKATOPa CeaHca CBA3WM HEeAeMCTBMTE/IbHbIM MOC/AE OKOHYaHWA CeTeBOro
CcoeaMHEHUs;

2) B UHGOPMALMOHHOM CUCTEME A0/KHA OCYLLECTBAATLCA PerncTpauma yCTaHOBAEHWA U pPa3pbiBa CETEBbIX COEANHEHUI (ceaHCoB B3aMMOAENCTBUSA) B LLENSAX
BbISIB/IEHWNS BO3MOXHbIX MHUNAEHTOB (CObbITMIA Be3onacHOCTH);

3) B UHPOPMALIMOHHOIN CUCTEME A0/KHAE OCYLLECTBAATLCA reHepaLmsa U NPUCBOEHNE YHUKANbHbIX NAEHTUGMKATOPOB (0AHOPA30BbIX) ANA KaXA0ro CeTeBoro
coeamHeHun (ceaHca B3aMMOAEMNCTBUA) M KOHTPOJIb MX NOANMHHOCTU (BOCMPUHUMATLCA A0MKHbI TO/IbKO MAEHTUPUKATOPbI, CreHepnpoBaHHble MHGOPMaLIMOHHOM
CUCTEMO);

4) B VIHd)OpMaLI,I/IOHHOﬁ cncreme goNKHO obecneunBaTtbes 06Hapy>+(eH|/|e NONbITOK MOBTOPHOIo NCNoJib30BaHUA VIAEHTI/Id)VIKaTOpOB CeTeBbIX COGAMHEHMﬁ n
pearmpoBaHne Ha 3TN NONbITKHK;

5) B MHPOPMALMOHHONM CUCTEME LOJIKHA OCYLLECTBAATLCA 3aliMTa OT noabopa uaeHTMGUKATOPOB, NPUCBaMBAEMbIX DyAyLLIMM CETEBbIM COELMHEHUAM
(ceaHcam B3aMmogelicteuA).

Copaep»kaHue 6asosoin mepbl 3UC.11:



Mepa 3awmThbl Knacc 3almieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHpopmauum
4 3 2 1
31C.11 + +
Ycunenue 3UC.11 1

31C.12 NCKNHOYEHWE BO3MOXHOCTU OTPULIAHMA NOJIb3OBATE/IEM ®AKTA OTIMPABKUA MHOOPMALIUA APYTOMY MOJIb3OBATE/O

TpeboBaHua K peanusaumm 3MC.12: Onepatopom AOMKHO 06ecneymBaTbCA WCKAKOYEHME BO3MOMKHOCTM OTPULAHMA MNOAb3oBaTesieM ¢aKTa OTNPaBKM
MHpOpPMaLMK Apyromy Nosb3oBaTeto.

ANAa NckNtoveHmnAa BO3MOXKHOCTU OTPULLAHMA NOJIb30BaTeIeM (I)aKTa OTNpaBKKn MH(I)OpMaLJ,MM APYyromy nosib3oBaTtesto 40/1XKHbl OCYLLeCTBATbCA:

onpegeneHne o6bLEKTOB UK TUMOB MHPOPMALLUK, A/1A KOTOPbIX TpebyeTcs obecneyeHne HEOTKa3yeMOoCTM OTNPaBKM (Hanpumep, CoobLEHNA SNEKTPOHHOM
noyThbl);

obecneyeHue LEeNoCTHOCTY MHGOPMaLMK NPKU ee NOATOTOBKE K Nepeaade U HeNocpeacTBEHHON ee Nepesaye Nno KaHanam cBasu B cootseTcTamm ¢ 3UC.3;

pernctpauma cobbiTMi, CBA3AHHbIX C OTNPaBKON MHOOPMaLMM APYyroMy Nonb3oBaTento B cooTBeTcTBum ¢ PCB.2.

TpeboBaHuA K ycunenumio 3UC.12:
1) B MHGOPMALMOHHOM cUCTEME A0NKHA 0becneymnBaTbCa reHepaumsa CBMAETENbCTBA OTNPABAEHMA MHGOPMaLMKM (Hanpumep, 3IEKTPOHHOM noanucu);

2) B MHPOPMALIMOHHON cucTeMe A0NXKHa obecneymBaTbCA CBA3b aTPUBYTOB OTNpaBuUTens nHpopmaumm B cootseTcTBun ¢ ydetom UAD.1 n NAD.6 c nonamu
oTnpaBnsemoir MHpopmaunn (TekcTom coobeHus);

3) B MHOOPMALMOHHOW cUcTeMe LO/IKHA ObITb 0becneyeHa BO3MOKHOCTb BepudrKaumm (MpoBepKn) CBUAETENLCTBA OTNPABAEHUA UHPOPMaLUW;

4) B nHGOPMALMOHHON cnCTeMe AO0NKHA bbiTb obecneyeHa BO3MOMKHOCTb 3aMNUCKM U 3aLUMLLEHHOIO XPaHEHWA B TeyeHWe YCTaHOBAEHHOro onepaTopom
BpemeHu nHGopmaumn, oTnpasieHHOW NoNb30BaTeIeM APYroMy NO/Ib30BaTeN!o.

CopaepkaHue 6asoson mepbl 3UC.12:



Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum

4 3 2 1

31C.12 +

Ycunenune 3UC.12

31C.13 UICKNHOYEHWE BO3MOXHOCTU OTPULIAHMA MOJIb3OBATE/IEM ®AKTA NOJIYHEHNA MUHOOPMALUK OT APYTOro rnoJ/ib30OBATE/A

TpeboBaHua K peanusaumm 3MC.13: Onepatopom A0/KHO obecneyumBaTbCA WMCKAKOYEHME BO3MOMKHOCTM OTPULAHMA Nosb3oBaTenem ¢akTa nosyyeHus
WMHOpPMaLMK OT ApPYroro Noab3oBaTeNs.

ANAa NckntoveHmna BO3MOXKHOCTU OTPULLAHMNA NOJIb30BaTeIeM (I)aKTa nonyyeHuAa MHd)OpMaLI,MVI AONTKHbI OCYLLECTBNATbLCA:

onpegeneHne o6beKToB UM TUNOB MHGOPMALMK, ANA KOTOPbIX TPebyeTcs obecneyeHne HEOTKA3yeMOCTU NONyYeHUs (COOBLLEHNA S1EKTPOHHOM NOYTbI);

obecneyeHune LLeNOCTHOCTU NoAyYeHHoM nHopmaumm B cootsetcTeum ¢ 3UC.3;
pernctpauma cobbiTMi, CBA3AHHbIX C NOAyYeHeM MHPOPMaLMM OT APYroro Nosib3oBaTtens B cootTsetcteum ¢ PCh.2.

TpeboBaHuA K ycunenumio 3UC.13:

1) B MHPOPMALMOHHOM cUCcTeMe A0KHa 06ecneynBaTbCca reHepauma CBUAETENbCTBA NoaydeHUa nHGopmMaunm (3anpoc NOATBEPKAEHUA NONYYEHUA UM
3/1eKTPOHHasA NOAMUCH);

2) B MHPOPMALMOHHOW cucTeMe AONXKHa bbiTb obecneyeHa cBA3b aTpMbyTOoB nonydyatens vHdopmauum B cooTsetctBuM ¢ UAD.1 n UAD.6 ¢ nonamu
oTnpasasemon MHpopmaLmm (TeKcTom coobLueHms);

3) B MHOOPMALMOHHOW cUcTeMe L0/1KHA bbITb 0becneyeHa BO3MOXKHOCTb BepudrKaumm (MpoBepKu) CBMAETENLCTBA NOyYeHUA MHOPMALLMK;

4) B nHGOPMaALMOHHON cncTeMe AO0NKHA bbiTb obecneyeHa BO3MOMKHOCTb 3anNUCKM U 3aLUMLLEHHOMO XPaHEHWA B TeyeHWe YCTaHOBAEHHOro onepaTopom
BpemeHu nHGopmaumn, Noay4eHHOM Noab3oBaTeNemM OT APYroro no/b30BaTens.

Copaep»kaHue 6asosoin mepbl 3UC.13:



Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum

4 3 2 1

31C.13 + +

Ycunenune 3UC.13

31C.14 NCNO/Ib3OBAHUE YCTPOMCTB TEPMWUHAJIBHOIO AOCTYNA AN OEPABEOTKM MHOOPMALUN

TpeboBaHua K peanusaumm 3MC.14: Onepatopom pgasa obpaboTkM MHPopMauun B MHOOPMALMOHHOW CUCTEME AO0J/IHbI MPUMEHATLCA YCTPOWCTBA
TEPMMHANbHOIO A0CTyna, 061a4atolmMe MUHUMANbHBIMKU GYHKLUMOHAIbHBIMU BO3MOXKHOCTAMM N0 06paboTKe MU XpaHEHUIO MHOOPMaLUK.

MpMMeHEeHWe YCTPOWCTB TEPMMHANBHOIO AOCTYMa AOMKHO 6biTb HanNpaBAEHO Ha COCPeAOTOYEHME OCHOBHbLIX QYHKUMIA MO 06paboTKe M XpaHeHuUto

nHdopmaummn Ha cepsBepax (B LeHTpax 06paboTKM AaHHbIX), yMeHbLUEeHWe COCTaBa Mep 3alMTbl MHGOPMALLMUM, peasM3yeMblX Ha Kax4oh paboueit cTaHLuMK, U
nepeHoC Ux peannsaLmMm Ha cepeepsl.

K TakuMm ycTpoiicTBaM OTHOCATCA, B TOM Ymncie, 6e3gnckoBble paboume cTaHUUKM, NPU UCNOb30BAHUM KOTOPbLIX MHPOPMaLMA TEKYLLEN CECCUN XPAHUTCA B

OnepaTUBHOM NaMATU UAU Ha 3aLUMLLEHHOM CbeMHOM MaWMHHOM HocuTene MHGOPMaLMK, YCTPOCTBA, NOAAEPKNBAIOLME TEXHONOTMUIO BUPTYaIbHOTO paboyero
CTONa, U NHble YCTPOKCTBA.

TpeboBaHuA K ycunenumio 3UC.14:

He ycTaHOBAEHbI.

CopeprkaHue 6asosoi mepbl 3UC.14:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
3ncC.14

Ycunenune 3UC.14




31C.15 3ALLUTA APXMBHbIX ®ANI0B, NAPAMETPOB HACTPOMKM CPEACTB 3ALUUTHI MHOOPMALMM N MPOFPAMMHOIO OBECMEYEHMA U UHbIX
OAHHbIX, HE NOANTEXALLMX USMEHEHWIO B NMPOLLECCE OBPABOTKN MHOOPMALIUU

TpeboBaHua K peanmsaummn 3UC.15: B MHPOpMALMOHHOM cucTteme A0KHa obecneumBaTbCA 3alMTa apXMBHbIX GanaoB, NapameTpoB HAaCTPOMKKU CPeacTB
3aWmMTbl MHGOPMALMM U NPOrPamMMHOro obecneyeHuns, MHbIX SAHHbIX, HE NOA/eXKaLMX U3MEHEHMIO B NpoLecce 06paboTkM MHbopmaumuu.

3awmTa apxmBHbIX $annoB, NapameTpPoB HACTPOMKM CPeACTB 3almUTbl MHGOPMALMM U MPOrPAaMMHOIO 0becnevyeHnss U UHbIX AAHHbIX, HE nogaexKalmx
M3MEHEeHMI0 B npouecce 0bpaboTkn MHPopmaumm, obecrnieunBaeTca NPUHATUEM MEpP 3alMTbl MHPOPMALMK, ONMPedeeHHbIX OMepaTopom B COOTBETCTBUM C
HacCToAWMM MmeToaNnYeCKUM JOKYMEHTOM, HanpaB/1IEHHbIX Ha obecneyeHune ux KOH¢VIA€HLI,VIaI1bHOCTVI N LeNoCTHOCTU.

3awWnTa AaHHbIX, HE NOANEXALLNX USMEHEHNIO B npouecce 06pa6OTKVI VIH(I)OpMaLI,MM, obecneunBaeTcs B OTHOLWEHUMN MHd)OpMaLI,MM, XpaHﬂU.LEVICFl Ha XXeCTKUX
MarHUTHbIX ANCKaX, ANCKOBbIX HAKOMUTENAX N UHbBIX HAKOMUTENAX B VIH(I)OpM&LI,VIOHHOVI cncreme.

TpeboBaHuA K ycunenumio 3UC.15:

1) onepatopom pns obecneyeHUsa KOHPUOEHUMANBHOCTM U LENOCTHOCTU apXMBHbIX $alinos, NapameTpPoB HACTPOMKWU CpeacTB 3almTbl MHPOpMaLMKN U
NPOrpaMmHoOro obecneyeHma U WHbIX OAHHbIX, HE NoAjexalmnx U3MeHeHuto B npouecce 06paboTkM MHPOpMALMM, B COOTBETCTBMM C 3aKOHOZATE/IbCTBOM
Poccuiickoit depepaumm npumeHstoTca KpunTtorpadpuueckme (lmMdpoBanbHble) CpeacTsa 3almTbl MHPOPMaLMK (AaHHbIX);

2) ucnosnb3oBaHME HenepesanucbiBaemMblX HOCUTENENW WM HOCUTENeM C 3alMLIEHHOM 061acTbio NamATU AN pasMelleHus (XpaHeHusa) napameTposB
HACTPOMKM CpeacTB 3aLnTbl MHPOPMALMK U NPOrPAMMHOro obecrneyeHma 1 UHbIX SAHHbIX, He NoAEKALLMX MU3MEHEHMIO B Npouecce 06paboTkM MHpopmaumu.

CopeprkaHue 6aszosoi mepbl 3UC.15:

Mepa 3almTbl Knacc 3awmiweHHOCTU MHOPMALLMOHHOW CUCTEMBI
nHbopmaumm
4 3 2 1
31C.15 + +

Ycunenune 3UC.15




31C.16 BbIAB/EHWE, AHANIN3 U B/IOKUPOBAHUE B WUHPOPMALMOHHOWM CUCTEME CKPbITbIX KAHAJIOB MEPEJAYM WMHPOPMALIMU B OBXOL
PEAJZIN3OBAHHbIX MEP 3AWLNTbI UHOOPMALUNN NN BHYTPU PA3PELLEHHbIX CETEBbIX MPOTOKOJ10B

TpeboBaHuA K peannsaumm 3UC.16: OnepaTopom A0NXKHbI BbINOAHATLCA MEPONPUATUA MO BbIABAEHUIO U @aHANN3Y CKPbITbIX KAHANOB nepeaayn nHbopmauum
AN onpegeneHus napameTpoB nepefayn UHGOPMALUM, KOTOPble MOTYT WMCMOMb30BaTbCA ANA CKPbITOFO XpPaHeHWs MHPOPMaLMM U CKPbITOW nepegayu
nHbopmaumm 3a npegenbl MUHGOPMALMOHHOM CUCTEMBI.

BbisiBfieHMe, aHaM3 U 6IOKMPOBaHME CKPbITbIX KaHaA0B nepeaaym MHGOPMaLUM BbIMOAHAETCA C YYETOM HaLMOHaIbHbIX CTaHAAPTOB:

FOCT P 53113-2008 UHpopmaLMOHHas TexHonorms. 3awmrta MHGOPMaALMOHHbIX TEXHOJIOTUI U aBTOMATU3UPOBAHHbIX CUCTEM OT Yrpo3 MHPOPMaLIMOHHOM
6e30nacHOCTK, peasin3yemblx C UCNOb30BaHUEM CKPbITbIX KaHanoB. YacTb 1. Obuime nonoxKeHus;

FOCT P 53113.2-2009 UHPopMaLMOHHAA TeXHOOMMA. 3alWmTa MHGOPMALIMOHHbIX TEXHOIOTUIA U aBTOMATU3NPOBAHHbIX CUCTEM OT Yrpo3 MHGOPMALLMOHHOM
6€30MacHOCTM, peanmnsyembiX C MCMOJIb30BaHMEM CKPbITbIX KaHanoB. YacTb 2. PeKomeHZauuu no opraHuMsauum 3awmtbl MHGOpMaLMM, MHOOPMALMOHHDIX
TEXHONOMNI N aBTOMATU3NPOBAHHbIX CUCTEM OT aTaK C MCMOJIb30BAHNEM CKPbITbIX KaHA/0B.

BblfBAEHWE M aHa/M3 CKPbITbIX KaHAMI0B Nepeaadn MHPOPMaLLMM OCYLLLECTBAAETCA Ha aTanax paspaboTKM 1 peanmnsauumn cUcTeMb! 3aLLMTbl MHGOPMaLUN.

TpeboBaHuA K ycunenumto 3UC.16:

He ycTtaHoBnEHbI.

CopeprkaHue 6asosoi mepbl 3UC.16:

Mepa 3almTbl Knacc 3awmiweHHOCTU MHOPMALLMOHHOW CUCTEMBI
nHbopmaumm
4 3 2 1
31cC.16

Ycunenune 3UC.16

31C.17 PA3BUEHUE NHOOPMALIMOHHOW CUCTEMbI HA CETMEHTbI (CETMEHTUPOBAHUE MH®OPMALIMOHHOW CUCTEMbI) M OBECMEYEHME 3ALLMTDI
NEPUMETPOB CETMEHTOB MH®OPMALIMOHHOW CUCTEMDBI


consultantplus://offline/ref=F5E06529D60FEBD3DE1FD79A7C446402D8662885B41BFBBDB79823150B3D09001A6DC9908FFB7CE61C5D0As8cDM

TpeboBaHua K peanusaumm 3MC.17: OnepaTopom [O/IKHO OCYLLECTBAATbCA pa3bueHne WMHPOPMAUMOHHOM CUCTEMbI Ha CErMeHTbl (CermeHTMpoBaHWe
MHPOPMaLMOHHOM cucTeMbI) M 0becneunBaTbCs 3alMTa NEPUMETPOB CEFMEHTOB MHPOPMALMOHHOM CUCTEMBI.

CermeHTMpoBaHNe MHGOPMALMOHHOM CUCTEMbBI MPOBOAUTCA C Le/Ibl0 NMOCTPOEHUSA MHOTOYPOBHEBOW (3LLEIOHMPOBAHHOM) CUCTEMbI 3aWUTbI MHPOPMALLUM
nyTem MOCTPOEHUS CerMeHTOB Ha Pas/IMYHbIX PU3NYECKUX AOMEHax WUAM cpedax. MpUHLMMNbI CerMeHTUPOBaHMA UHPOPMALMOHHOW CUCTEMbI OMpenenAaTcs
onepaTopom € yyeTom GYHKLMOHAbHbLIX U TEXHOOTMYECKNX 0CObEeHHOCTelM npouecca 06paboTku MHPopmauum 1M aHaimsa yrpo3 6€30nacHoOCTU MHPopMaLMn U
OOJIKHbI 3aK/T0YaTbCA B CHUXKEHUM BEPOSTHOCTU peaninsauum yrpos u (Mnm) nx 1okannsaumm B paMmkax ogHOro CermeHTa.

CermeHTMpoBaHne MHPOPMALIMOHHON CUCTEMbI TaKKe MOMKET MPOBOAUTLCA C Le/blo pasaeneHna MHPOPMaLMOHHOW CUCTEMbI Ha CErMEHTbI, MMetolmue
pasinyHble KAacchl 3alMLLEHHOCTM MHPOPMALIMOHHOWM CUCTEMDI.

Mpwu cermeHTNPOBaHMK MHd)OpMaLI,MOHHOﬁ CncTtembl A0/1KHa 6bITb 0becneyeHa 3alinTa NeEpPUMeTpPoB CETMEHTOB VIH(I)OpMaLI,MOHHOIZ CNCTEMDBI B COOTBETCTBUN
c¥Yna.3 n3nc.23.

TpeboBaHuA K ycunenumio 3UC.17:

1) onepaTopoMm OCyLLECTBAAETCA BblAeIeHUEe CErMEeHTOB MHGOPMaLUMOHHOM CUCTEMbI ANA pasmelleHnn obuenoctynHow (nybamuHoit) nHdopmaumm:
a) NyTem BblAeneHusa oTAeNbHbIX GU3NYECKUX CETEBbIX MHTEPPENCOB KOMMYHUKALMOHHOTO 060pyA0BaHMA U (MAK) CPeACTB 3aWmUTbl NEPUMETPA;

6) nytem ¢pu3nYecKomn U30NALUUU CETMEHTOB MHHOPMALMOHHOM CUCTEMBI A5 Pa3meLLeHns obweaocTynHon (Ny6amMyHomn) nHpopmaumm.

CopeprkaHue 6asosoi mepbl 3UC.17:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
3ncC.17 + +

Ycunenune 3UC.17

31C.18 OBECMNEYEHME 3ATPY3KM U UCMNOJTHEHUA NPOrPAMMHOIO OBECNEYEHUA C MALUMHHbBIX HOCUTENEN MHOOPMALMW, AOCTYMHbIX TO/IbKO
ONAYTEHNA, M KOHTPOJ1b LLEJTOCTHOCTU AAHHOTO NPOTPAMMHOIO OBECIEYEHNA



TpeboBaHuA K peanmsauyum 31C.18: B nHGOPMaALMOHHOM CUCTEME A0JIKHO 0becneynBaTbes:

BblgeneHne B COCTaBe OﬂepaLI,MOHHOﬁ CUCTEMbI U MNPUKNAQHOIo NporpamMmmMmHoOro obecneyeHusn l-IaCTel\;1, HEMO,CI,Md)MLI,MPYEMbIX B npouecce 3arpyskum u
BbIMOJZIHEHUA, N pa3melleHne X Ha MalUMHHbIX HOCUTeNnAxX VIHd)OpmaLI,VIVI, AOCTYNHbIX TO/IbKO ANA YTEHUA;

3arpyska W BbINOJIHEHME Ha CPeacTBax BbIYUC/AUTENBHOW TEXHUKW, OMNpeaensemblXx OonepaTopoM, OMepaLMOHHOW CUCTEMbI C MaLUMHHBIX HOCUTENeM
MHPOPMaLMK, AOCTYMHBIX TONbKO A8 YTEHUS;

3arpyska 1 BbinoJIHEHUE Ha CpeacTBax BbIYNCNTENIbHON TEXHUKMN NMPUKAAAHOIro NporpaMmmHoro 06ECI'IE‘-IEHMF|, onpegenAaemoro onepaTtopom, € MallMHHbIX
HocuTenem VIH(I)OpMaLI,VIM, AOCTYNHbIX TO/IbKO ANA YTEHUA.

B KauecTBe MalUMHHbIX HOCUTENEN MH(I)OpMaLI,MM, AOCTYNHbIX TONIbKO ONA YTEHUA, PACCMATPUBAKOTCA, B TOM HUCNE, ONTUYECKNE HOCUTENTUN CD-R/DVD-R nnn
MHble annapaTHble MallMHHble HOCUTENTN VIHCI)OpMaLI,VIM, BO3MOXHOCTb nepe3anncun Ha KoTopble NCKADYeHa TeEXHO/TOTN4YeCcKu.

TpeboBaHuA K ycunenumto 3UC.18:

1) B cermeHTax (KOMMNOHeHTax) MHGOPMALMOHHOM CUCTEMbI, ONpeaensaemblX onepaTopoM, MPUMEHAIOTCA HenepesanucbiBaemble (3allMLeHHble OT 3anncu)
MaLUNHHblE HOCUTEeNM MHPOPMaLMK, ycTouuBbIe K cboam B nporpamMmHom obecrnedyeHnn MHPOPMALLMOHHOM CUCTEMBI U OTKTIOYEHUIO MUTAHUS;

2) onepaTtopom AO/IKEH OCYLLECTBAATLCA KOHTPO/b LEAOCTHOCTM NPOrpaMMHOro obecneyeHus, 3anuMcaHHOTO Ha MalUMHHbIE HOCUMTENU MHQopMaLuy,
[AOCTYMHbIE TONbKO ANA YTeHus, B cooTeeTcTBum ¢ OLLT.1.

CopeprkaHue 6asosoi mepbl 3UC.18:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum
4 3 2 1
31C.18

Ycunenune 3UC.18

31C.19 M30/1ALMA NPOLLECCOB (BbIMONHEHME MPOrPAMM) B BbIAENIEHHOW OB/IACTU NAMATU



TpeboBaHua K peanunsaumnmn 3UC.19: B HGOPMaLMOHHON cnCTEME A0MKHA OCYLLECTBAATLCA U301ALMA NPOLECCoB (BbIMONHEHWE NPOrpPaMmm) B BblaeeHHOM’
obnactnm namaTu.

N3onauma npoueccos (BbII'IOI'IHeHME nporpaMM) B BbI,D,EJ'IEHHOﬁ ob1acTM namaTu AO1X)KHa obecneunBaTb HeAOCTYNHOCTb obnacten namAaTn, NCNo1b3yembiX

npoueccamu (Nporpammammu) BbINONHAEMbIMM OT UMEHW OZIHOTO NoAb3oBaTens (y4eTHoM 3anucu), ANA NPOoLEccoB (MPorpamm), UCMONHAEMbIX OT UMEHWU PYroro
nosb3oBaTens (y4eTHol 3anucm).

M3onaumsa npoueccos (BbiNosHeHME MPorpamm) B BblAe/eHHON 061acTi NMamAaATU peannsyeTca B CPeAcTBaxX BbIYUCAUTENbHON TEXHUKU, onpedeneHHbIX
onepaTopoMm, U Kak MUHUMYM [0/1XKHA BKOYaTb U301ALMIO MPOLLECCOB, CBA3aHHbIX C BbINOAHEHWEM GYHKUMIM 6e30MacHOCTU CPeacTs 3aluTbl MHPopMaLUu.

TpeboBaHuA K ycunenumio 3UC.19:

He YCTAQHOB/1EHbI.

CopeprkaHue 6asosoii mepbl 3UC.19:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM cUCTEMDbI
nHpopmaymm
4 3 2 1
31C.19

Ycunenune 3UC.19




31C.20 3ALLUUTA BECMPOBOAHbIX COEAMHEHWN, MPUMEHAEMbIX B MH®OPMALMOHHOM
CNCTEME

TpeboBaHMa K peanmsaumm 3MNC.20: Onepatopom A[o/XKHa ObiTb obecneyeHa 3awmTa
6ecnpoBOAHbIX COEANHEHUN, NPUMEHAEeMbIX B MHPOPMALMOHHON cucTeme. 3awmTta H6ecnpoBOAHbIX
coeMHEeHUM BKIOYaeT:

OorpaHuYeHMe Ha MUCMNoNb30oBaHWE B UHPOPMALIMOHHOMN cucTeme H6ecrnpoBOHbIX coeauHeHui (B
yacTHocth 802.11xWi-Fi, 802.15.1 Bluetooth, 802.22WRAN, IrDA 1 nHbIX 6ecnpoBOAHbIX COeANHEHNIT) B
COOTBETCTBUM C 33agavyamu (PyHKUMAMKM) MHOOPMALMOHHOM CUCTEMBI, AR PELIeHMA KOTOPbIX Takue
coeIMHEeHNA HeobxoauMmbl;

npepocTaBneHMe AoCTyna K napameTpam (M3MeHEeHMI0 NapameTpoB) HACTPOMKKM 6ecnpoBOAHbIX
coeaMHeHWM TONbKO aAMUHUCTPATOPamM MHPOPMALLMOHHOM CUCTEMBI;

obecrneyeHne BO3MOXHOCTM  peanusauum  HecnpoBOAHbIX COEAMHEHUI  TONbKO  Yepes
KOHTpoAupyemble nHTepdelichl (B TOM Yncie, MyTEM MPUMEHEHUS CPEeACTB 3aWnUTbl MHGOpMaLmUm);

perucTpaumya U aHanus cobbITUI, CBA3AHHbIX C MCMO/b30BaHMEM 6ecnpoBOAHbIX COeANHEHUN, B
TOM 4ucie ANA BblABMEHUA MOMbITOK HECAHKUMOHMPOBAHHOIO MNOAKAOYEHUA K WHGOPMALMOHHOM
cucteme yepes 6ecnpoBoHble COeANHEHMA.

Mpn obecneyeHnmn 3awmTbl 6eCNPOBOAHbLIX COEANHEHUA B 3aBUCMMOCTM OT MX TMUNOB LOJKHbI
peann3oBbIBAaTbCA Mepbl N0 MAEHTUOMKAUMM U ayTeHTUPUKaumm B cooTtBeTcTBum ¢ NAD.1, UAD.2 un
NAD.6.

MpyY HEBO3MOMKHOCTM UCKAIOYEHUA YCTaHOBNEHUA HecnpoBOAHbIX COeAMHEHUI M3-3a Npenenos
KOHTPOMPYEMOIN 30HblI AO/MKHbI MPUHUMATLCA Mepbl  3aWMILEHHOTO YAANeHHOro [oCTyna B
cootseTcTBum ¢ YMNA.13 n 3UC.3.

Mpasuna wn npoueaypbl NpPUMeEHeHUs 6ecnpoBOAHbIX COeAUHEHMI PEernameHTUpyroTCa B
OpraHM3aLMOHHO-PacNopPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute nHGopmaLmnn.

TpeboBaHua K ycuneHuto 3UC.20:

1) onepaTopom Ana 3awmTbl 6€cNpPoBOAHbIX COEANHEHUN B COOTBETCTBMM C 3aKOHOAATE/IbCTBOM
Poccuiickoin Peaepaunm g4ONKHbI TPUMEHATLCA CPeACTBA KpUnTorpapuyeckon 3awmTbl UHGOPMaLUK;

2) B MHOOPMALMOHHON CUCTEME AONXKHbI NPUMEHATBCA NPOrPaMMHO-TEXHUYECKME CPeacTBa
06HapyKeHna, aHanusa u 6J0KMPOBAHMA HECAHKLMOHMPOBAHHOIO MCNO/b30BaHMA 6ecnpoBOAHbIX
TEXHOIOMUI N NOAKNOYEHNN K MHPOPMALIMOHHOMN CUCTEME;

3) onepatopom J0/KHO obecneunBaTbes BAOKMPOBaHNE HECAHKLMOHMPOBAHHbIX HecnpoBOAHbIX
NOAKNIOYEHUI K MHOOPMALMOHHOM cncTeme;

4) onepaTopom AOMKHA OblTb WCKAKOYEHA BO3MOXKHOCTb YCTAHOB/AEHWUA 6ecnpoBOAHbIX
coeaMHeHUI 13-3a NpeaeioB KOHTPOIMPYEMOW 30HbI.

CopeprkaHue 6a3oBoint mepbl 3UC.20:



Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM CUCTEMDI
nHpopmauum

4 3 2 1

31C.20 + + +

Ycunenune 3UC.20

31C.21 UCKMKOYEHUE LOCTYMNA NOJIb3OBATENA K UHOOPMALMM, BOSHUKLUEN B PE3YNbTATE AEMCTBUIM MPEALIAYLLErO MOMb30OBATENA YEPE3
PEECTPbl, OMEPATUBHYIO NAMATb, BHELIHME 3ANOMMUHAIOWME YCTPOUCTBA U WUHBLIE OBLUME A1A MONb30OBATE/EN PECYPCbl MH®OPMALIMOHHOM
CUCTEMDI

TpeboBaHusA K peanmsaumn 3UC.21: B MHGOPMALMOHHOM cucTEME O0KEH BbITb MCKAIOYEH AOCTYN NO/b30BaTENA K MHOPMALMK, BOSHUKLLEN B pesy/bTaTe
OEeNCTBMIA NpeablayWwero noab3oBaTens Yyepes pPeecTpbl, ONepaTUBHY0 NamATb, BHELWHME 3aNoMMUHaloWMe YCTPOMCTBA, pecypcbl ¢painoBoi cucTeMbl U UHblE
obwue ana nonbsosaTtenei pecypcobl MHPOPMaLMOHHON CUCTEMDI.

UcknoueHne JocTyna K MHoopmauuu yepes oblime Ans MO/b30BaTeNe pPecypcbl AO/IKHO obecrneynBaTtb 3anpeT AOCTyrna TeKyllemy Mo/ib30BaTesito
(yyeTHOM 3anucu) vaM TeKywemy Mnpoueccy K CUCTEMHbIM pecypcam (peectpam, OnepaTMBHOM MaMATM, BHELHMM 3anoOMMUHAIOWMM YCTPOMCTBAM) MNpU KX
NMOBTOPHOM MCMO/Ib30BaHUK, B KOTOPbIX XPaHUTCA MHOOPMALLMA APYroro (NpeablayLLero) nosab3oBaTens.

TpeboBaHuA K ycunenumto 3UC.21:

1) B wHOOPMALMOHHON cuUCcTeMe [O/KHA OblTb WCKAHOYEHA BO3MOMKHOCTb MWCMO/Ib30BAHMA B KayecTBe 0OWMX Aaa nosib3oBaTesiell pecypcos
NHPOPMaLMOHHOM CUCTEMbI, KOTOPbIE MCMO/L3YIOTCA KaK MHTepdeiic (NamATb, 0AHOHaNpaBAeHHble MHTepdechl (YCTPOICTBa) U ceTeBble KapTbl) B3aMMOAeNCTBUA
(cBA3KM) C cucTeMamm, MMEIOLLMMW APYTUE KAACChl 3alMLLEHHOCTH.

CopeprkaHue 6aszosoi mepbl 3UC.21:

Mepa 3awmThbl Knacc 3awmweHHocTM MHGOPMALLMOHHOM CUCTEMDI
nHpopmaumm

4 3 2 1

3nc.21 +




Ycunenune 3UC.21




31C.22 3ALNTA MHOOPMALMOHHOWM CUCTEMbI OT YIPO3 BE3OMACHOCTU MHOOPMALIM,
HAMNPABJIEHHbIX HA OTKA3 B OBC/TYXKMBAHUX 3TON UIHO®OPMALMOHHOMN CUCTEMBbI

TpeboBaHua K peanmsaumm 3UC.22: B nHbOpMaLMOHHON cucTeme A0/XKHa obecneuymsaTbes
3alnTa oT yrpo3 6e3onacHoCTM MHPOPMALMK, HAaNPaBAEHHbIX Ha OTKa3 B 06CYyKMBAHUM 3TOM CUCTEMDBI.

OnepaTopom [o/KeH ObiTb onpefaeneH rnepedveHb yrpo3 (Tunos yrpos) 6esonacHoCcTu
nHdopMaLMn, HanpaBAEHHbIX Ha OTKa3 B 06CNYXUBaHUN.

3awmta OT yrpo3s 6esonacHOCTM MHOOPMAUMM, HaNpaBAEHHbIX Ha OTKas B OOCAYXMBaAHWUMU,
OCyLLecTBAfETCA  NOCpPeacTBOM  peanusaumnm B UMHOOPMAULMOHHOM  CUCTEME Mep  3aluThbl
MHboOpMaUMoHHOM cuctembl B cootBeTcTBMM ¢ 3MC.23 M NOBbIWEHHBIMU  XapaKTePUCTMKaMM
NpPou3BOAUTENBHOCTU TENEKOMMYHUKALUMOHHOrO 060pyaoBaHMA M KaHa/oB MNepeAayn COBMECTHO C
pesepBupoBaHMeM MHOOPMALMM U TEXHUYECKUX CpeacTB, NporpammHoro obecrneyeHus, KaHaioB
nepegayn nHipopmaumm B cootsetctesmm ¢ OAT.2, OAT.4 n OAT.5.

TpebosaHua K ycuneruto 3UC.22:

1) B MHdOpPMaLMOHHONM cucTeme obecnednmBaeTcAa OorpaHMYEHME BO3MOXKHOCTEN MoJib30oBaTesel
no peasnusaumm yrpo3 6e3onacHocT MHPOPMaLMKM, HAMPaBAEHHbIX Ha OTKas B 0OC/IYKMBaHWUK, B
OTHOLLEHWM OTAEbHbIX CEFMEHTOB MHPOPMALLMOHHOM CUCTEMBI U APYTMX MHOOPMALMOHHBIX CUCTEM;

2) B WHPOPMALMOHHOM cucTeme obecneuymBaeTcAa  ynpaB/eHUE  XapaKTepPUCTUKaMM
NPoun3BOAUTENbHOCTU TENEKOMMYHUKALMOHHOrO 060pyA0BaHNA M KaHanos nepegadn nHdopmaumm B
33aBMCUMOCTU OT MHTEHCMBHOCTM peanunsauuu yrpos 6es3onacHoctM MHopmaLmu, HanpaBAeHHbIX Ha
OTKa3 B 06C/NY»KMBaAHMMY;

3) onepaTopom B YCTaHOB/AEHHOM nopagKke obecneumBaeTcA UCMONb30BaHUE YCAYT CTOPOHHUX
opraHusaumin (nposaiigepos) no "ounctke" BxoaAulero Tpaduka (gnA cbpoca NOTOKa NAKeTos,
MCMO/Ib3YEMbIX HapyluMTeneM ANsA peanusauumn yrpo3 6e30nacHoCTM, HanpaBAeHHbIX Ha OTKas B
06CNYKMBAHUM 3TON MHPOPMALLMOHHOW CUCTEMDI);

4) onepatopom obecneynBaeTca NpMMeHeHWe CPeacTs 3aWwmTbl MHGOPMAL MK, NpegHa3HaYeHHbIX
ANA HelTpanusaumm yrpos 6e30nacHocTM, Hanpas/eHHbIX Ha OTKa3 B 0BCNYKMBaHMK;

5) B WHOOPMALMOHHON cUCTEME Mepbl 3aWmTbl OT Yyrpo3 6e3onacHocTM MHbOPMaLMMK,
HanpaB/ieHHbIX Ha OTKa3 B O6CAYKMBAHWW, AO/MKHbI 06ECneynMTb BO3MOXKHOCTb 3alMTbl  OT
COOTBETCTBYIOWMX aTaK Ha MHGOPMaALMOHHYIO cucTemy 6e3 Bo3aencTeua Ha Tpaduk cetn (noacetn), B
KOTOPOW GYHKUMOHMPYET MHPOPMALMOHHAA CUCTEMA;

6) onepatopom obecneyMBaeTcs BO3MOMKHOCTb B3aMMOAEWCTBMA MO BOMPOCaM  3aWMUThbI
MHOOPMALMKN OT Yrpo3, HamnpaB/ieHHbIX Ha OTKa3 B 0OCAYXWMBaHMK, CO CNeuUManbHbIMU CUCTEMAMM
YNOJIHOMOYEHHbIX OPraHoB C y4eTom TpeboBaHWUI No 3awmTe MHPopMaL K.

CopepkaHue 6aszoson mepbl 3UC.22:



Mepa 3aLmTbl MHGOPMALMM Knacc 3awmweHHoCTU MHOPMALMOHHOW CUCTEMDI

4 3 2

31C.22 +

Ycunenue 3UC.22




31UC.23  3ALMNTA NEPUMETPA  (®U3UYECKUX WU  (UIUN)  JIOTUHECKUX  TPAHWULL)
MHOOPMALUMOHHOM CUCTEMbI NPU EE B3AUMOAENCTBUM C UHbIMW WMHOOPMALMOHHBIMN
CUCTEMAMU N UHOOPMALMOHHO-TENNEKOMMYHUKAUMOHHBIMW CETAMMU

TpeboBaHua K peanmsauum 3UC.23: B MHOOPMALMOHHON CUCTEME [AOJIKHA OCYLLEeCTBAATLCA
3awmTa nepumeTtpa (dUsMUeckux u (MaM) Normyeckmx rpaHul) MHOOPMALMOHHOM CUCTEMbI NpU ee
B3aMMOLENCTBUM o WHbIMMU MHGOPMALMNOHHBIMMU cucTeMamm " MHGOPMALNOHHO-
TENIEKOMMYHWUKAUNOHHBIMW CETAMM, NpeayCMaTpUBatoLwan:

ynpasneHue (KOHTPOAb) BXOAAWMMWU B WHPOPMALMOHHYID CUCTEMY U  UCXOAAWMMMU U3
MHPOPMALMOHHOM cUCTeMbl MHOPOPMALLMOHHBLIMW MOTOKaMM Ha ¢usMyeckol u (MAKM) Normyeckon
rpaHuLe MHGOPMALLMOHHOW CUCTEMBI (CErMeHTOB MHPOPMALMOHHOW CUCTEMDI);

obecneyeHne B3aMMOAENCTBUS MHPOPMALMOHHON CUCTEMBI U (MIM) ee CEerMeHTOB C WHbIMM
MHOOPMALUMOHHBIMW  CUCTEMAMW U CETAMM TONbKO 4Yepes ceTeBble WHTepdencobl, KoTopble
obecneuynBaloT ynpasneHne (KOHTPOJsb) MHGOPMALMOHHbIMM MOTOKAMM C MCMO/Ib30BaHWEM CpeacTB
3aWwmTbl MHPopmaumn (ynpasnsembie (KOHTpOAMpPyeMble) ceTeBble MHTepdelichl), YCTaHOBNEHHbIX Ha
dusmnyeckom un (Mnn) noruyeckom nepumetpe MHOOPMALMOHHON CUCTEMbI WAN ee OTAE/NbHbIX
CEermMmeHTOB (MapLpyTU3aTOPOB, MEMKCETEBbIX 3KPAHOB, KOMMYTAaTOPOB, MPOKCU-CEPBEPOB, LW/O30B
6e30nacHOCTN, CPeACTB MOCTPOEHMA BMPTYasibHbIX YacCTHbIX CeTEM W WHbIX CPeacTB  3almThbl
MHbopMmaumn).

MpaBuna v npoueaypbl 3aWnUTbl nepumeTpa MHPOPMaLMOHHOM CUCTEMbI PEriaMeHTUPYIOTCA B
opraHM3aLMOoHHO-pacnopaAaUTEeNbHbIX JOKYMEHTaxX onepaTopa no 3awurte MHopmauuu.

TpeboBaHuA K ycuneHuto 3UC.23:

1) B MHOOPMALMOHHOW cuUCTeMe [AO/MKHA bObiTb obecrneyeHa BO3MOXKHOCTb Pa3smeLleHus
ny6AnYHbIX  06LWEeaoCTYNHbIX pecypcos (8 uactHoCTM obwenocTynHbIN Beb-cepBep),
B3aMMOZENCTBYIOWMX C MHPOPMALMOHHOM CUCTEMOM Yepe3 OTAe/ibHble GU3NYECKME ynpaBasemble
(koHTpo/IMpyemble) ceTeBble MHTEPDENCDI;

2) B MHOOPMALMOHHOM cuUCTeMe [OJ/IKHO bbiTb obecneyeHO npeaoCTaBleHME AOCTyna BO
BHYTPEHHME CErMeHTbl WHPOPMALMOHHON CUCTEMBI (OEMUINTAPU30BAHHYIO 30HY) M3 BHELIHUX
MHPOPMALMOHHBIX CUCTEM W CETEeN TONIbKO Yepes3 CpeacTBa 3aluTbl NMepumeTpa (33 UCKIYeHUeM
BHYTPEHHMX CEFMEHTOB, KOTOPbIE CMELMANBbHO BblAe/eHbl AJ1A TAKOr0 B3aUMOLENCTBUA);

3) onepaTop AO/KEH OrpaHWYUTbL KOMMYECTBO TOYEK A0CTyna B MHOOPMALMOHHYIO cUCTEMY U3
BHEWHMUX MHOOPMALMOHHBIX CUCTEM M CeTell A0 MWUHMMANbHO HeobXxo4MMOro uYucna Ana pelleHus
NOCTAHOB/MEHHbIX 33434, a TakKe 06ecneynBatoLLero NOCTOAHHbIN M BCECTOPOHHUIA KOHTPO/Ib BXOAALWMX
N UCXOAALMX MHDOPMALMOHHBIX NOTOKOB;

4) onepaTopom B MHOPMALMOHHOM cUCTEME:

a) OO/IKEH MPUMEHATLCA OTAENbHbIN GU3MYECKUIA ynpaBAseMblid (KOHTPONMPYEMBINA) ceTeBoi
NHTepdEC ANA KaXKA0ro BHELHEro Te/IeKOMMYHUKaLMOHHOTO CEPBUCA;

6) [O/MKHbI 6bITb YCTAaHOB/EHbI MpPaBWAa yNpaBAeHUA WHPOPMALMOHHBIMM MOTOKaMMK 4/1A
Kaxg0ro pusmMyeckoro ynpasasemoro (KOHTPOMPyemoro) ceTeBoro nHTepdelica;

B) AO/KHA obecneumBaTbCcA 3aliMTa MHOOPMAUMM MNpPU ee nepefade MO KaHaaam CBA3M,
MMEIOWMUM BbIX04, 33 Npeaesbl KOHTPOAMPYEMOMN 30HbI (MpU HeobxoAUMMOCTKH), NyTeM MPUMEHEHUS
OPraHM3aUMOHHO-TEXHUUYECKMX Mep WAM  Kpuntorpadpuyeckmx MeToAoB B COOTBETCTBUMM C
3aKoHogaTenbcTBOM Poccuiickon Peaepauuy;



r) pomKHO obecneunBaTbc 060OCHOBAHME U LOKYMEHTMPOBAHME BCEX MCK/IOYEHUI U3 NpaBu
ynpasaeHna MHOOPMALMOHHBIMM MOTOKaMM, CBA3AHHbIX C pelleHMem oOnpeaesieHHbIX 3adady B
NHPOPMaLMOHHOM cUCTEME, 1 onpedeneHne NPOACKUTENbHOCTU NOTPEBHOCTUN TaKMX UCKIOYEHWIA;

A) AomkHO obecneumBaTbCA yAaneHWe BBEAEHHbIX WUCKAYEHUI M3 MNpaBua  ynNpasBiaeHUus
NHPOPMaLMOHHBIMU MOTOKAMM NOC/IE UCTEYEHUA YCTAaHOBIEHHOIO BPEMEHH;

5) B MHOOPMALMOHHOW cucTeMe A0/MKEH BbiTb UCKAOYEH BbIXOA (BXoA) yepes ynpasasemble
(KoHTpONMpyeMble) ceTeBble UHTepdelicbl MHGOPMALMOHHBLIX MOTOKOB MO YMOAYaHUIO (peanunsaums
npuHuMna "3anpeL,eHo BCe, YTO He pa3pelLeHo");

6) onepatopom obecneynBaeTcA 3anpeT nepedaun MHGOPMAUMM 3a Mpeaenbl nepumeTpa
MHPOPMALMOHHOM cUCTEMbI NPU OTKase (cboe) PyHKLMOHMPOBAHUS CPEACTB 3aLLMTbI NeEPUMETPA;

7) B MHPOPMALIMOHHOM CUCTEME [O/KHA ObiTb MCKAOYEHA BO3MOXHOCTb WMHGPOPMALIMOHHOIO
B3aMMOAENCTBUA  MOOBMABbHBIX UM MHbIX TEXHUYECKUX CcpeacTB  (YCTPOMCTB) C  BHELWHUMMU
MHOOPMALMOHHBIMU CUCTEMAMN U UHPOPMALIMOHHO-TEIEKOMMYHUKALIMOHHBIM CETAM B MpoLecce Ux
VAANEHHOTO MOAK/IIOYEHMA K 3alUULLAEMON MHPOPMALMOHHOMW CUCTEME C MCMOJIb30BaHUEM CPeacTB
NOCTPOEHMA BUPTYaNbHbIX YaCTHbIX CETel;

8) B MHPopmaLMOHHON cucTeme obecneunBaeTca ceTeBOe COeAMHEHWE BHYTPEHHUX CErMeHTOB
MHOOPMALMOHHON cUCTeMbl (OTAENbHbIX CPEACTB  BbIYMCAUTENbHOW TEXHWKM), onpeaeneHHbIX
onepaTopom, C YCTaHOBAEHHbIMW UM BHELWHUMU MHOOPMALMOHHBIMKU CUCTEMAMM U CETAMMU 4epes
NPOKCU-CepBepbl, pasmelleHHble COBMECTHO CO CPpeAcTBamM 3almTbl nepumeTpa, obecnedymnBsaiolime
norupoBaHue (otcnexusaHune) TCP-ceccuii, 6noKkMpoBaHUe KOHKpeTHbiXx URL, AoMeHHbIX nmeH, IP-
afpecoB 1 APYrMM napameTpam 3anpocoB K BHELWHUM MHPOPMaLIMOHHbIM pecypcam;

9) B WMHPOPMALMOHHOW CUCTEME WCKAOHYAETCA BO3MOXHOCTb BbIXOAa 4Yepe3 ynpasasemble
(KoHTpONMpyemble) ceTeBble MHTEpdecbl MHPOPMAaLMOHHbBIX MOTOKOB, COAEP’Kallnx BpeaoHOCHOE
nporpammHoe obecrneyeHue (BUPYCbl) AU NPU3HAKM KOMMbIOTEPHbIX aTak NPeAcTaBAsOWUX Yrpo3y
BHELWHUM MHPOPMALMOHHBIM CUCTEMAM U CETAM;

10) B WHPOPMALMOHHON CUCTEME WCKIIOYAETCA BO3MOMKHOCTb YTeUYKM uHOpMaLMM yepes
ynpasBnsemble (KOHTPO/NMPYEMbIe) ceTeBble WHTepdelcbl MyTem To4YHOro cobnwogeHusa dopmaTos
NPOTOKO/0B, KOHTPO/IA MCMO/b30BaHUA cTeraHorpadumm, OTKAIOUYEHNA BHELLHUX CETEBbIX MHTepdeicos,
pa3bopKM 1 COOPKM NAKETOB AaHHbIX, KOHTPOSA OTKJAOHEHMA TMMNa M 06bema MHPOPMALMOHHOTO NOTOKA
OT YCTaHOB/IEHHOrO NPOPUNS;

11) B WHPOpPMaUMOHHOM cucTeme AOMKHA bbiTb obecneyeHa NpoBepKa ajapeca WMCTOYHMKA
MHPOPMaLMOHHOIO NOTOKa U agpeca nosyyatens MHGOPMaLMOHHOIO NOTOKA C LLe/iblo MOATBEPKAEHUA
TOrO, YTO MHPOPMALMOHHOE B3aUMOLENCTBUE MEXKAY STUMMN aapecaMu paspeLleHo;

12) B HdOpMaLMOHHOM cucTeme obecneunmBaeTcs 3almTa NnepMmeTpa ¢ UCNoib30BaHUEM LWLIO3a
6e30MacHOCTM HA YPOBHE Y3/10B (XOCTOB) A4 CepBEPOB, Paboumx CTaHUMIA U MOBUIbHBIX TEXHUYECKUX
CpeacTs;

13) B MHd)OpMaLLMOHHOVI cucteme obecneuymBaeTcsa COKpbITME CeTeBbIX aApecoB UCMOJ/Ib3yeEMbIX
AnAa ynpasneHnAa cpeacrsamum 3allMTbl NEPUMETPaA, MHd)OpMaLI,Mﬂ O KOTOPbIX MOXeT 6bITb nonyyeHa
yepe3 TeXxHoN10rmm onpegeneHna yCTpOVICTB B CeTn (B 4YaCTHOCTU CUCTEMY O OMEHHDbIX MMEH);

14) onepaTtopom obecneymBaeTcs OTAENEHWE 4epe3 OTAE/bHbIA GU3MYECKUIt ynpaBaseMbili
(KoHTpoNMpyemblit) ceTeBolt MHTepdelic GyHKUMIM Be3sonacHOCTU 1 ynpaBaeHns (aAMUHUCTPUPOBAHUSA)
MHPOPMALMOHHON CUCTEMBI, OMpPeLesIEHHbIX ONepaTopom, OT APYrUX (BHYTPEHHUX) KOMMOHEHTOB
MHPOPMALMOHHOM CUCTEMDI;

15) onepatopom obecneunBaeTcs  WUCKAOYEHME  BO3MOMKHOCTU HeCaHKUMNOHNPOBAHHOIO



dM3NYECKOro CeTeBOro MOAKAOYEHMA K yMnpaBasembiM (KOHTPOAMPYeMbIM) ceTeBbiM WHTepdeicam
(ceTeBbIM MHTepdelicam CpeacTB 3alWmTbl NepUMeTpa);

16) B MWHPOPMALMOHHON cucTemMe ANA KOHTpons (aHanMsa) 3allMLLEHHOCTM  A0CTyn
agMMHUCTPaATOpPOB obecrneymBaeTca 4yepes BbIAE/IEHHbIA OTAENbHbIN  GUBNYECKUI  ynpaBasembli
(KOHTpOIMpPYeMbIit) ceTeBOM MHTEpPENC;

17) onepaTopom MPUMEHAIOTCA aBTOMATU3MPOBAHHbIE CPeacTBa, obecneyusatolime CTPOroe
cobnopeHre dopmarta CeTeBbIX MPOTOKOJ/IOB Ha YPOBHE MPU/OKEHUI (MPOBEPKA NaKeToB Ha NpeameT
cobntoaeHnn cneunduKaumii NPOToKoNa Ha YPOBHE NPUNOKEHWUI);

18) B wHPOpMauMOHHOM cucTeme obecrneynmBaeTca KOPPEKTHOe  3aBeplleHue  ee
OYHKLMOHUPOBaAHNA B C/ly4ae HapyweHusa OyHKUMOHMPOBaHMA (cboA, OTKa3oB) CPeacTB 3alluTbl
nepumeTpa;

19) B WHMOPMALMOHHOW cUCTEMe MPU HeobXoAMMOCTM NpPeaoCTaBNATb AOCTYN K pecypcam
MHPOPMALMOHHOM CUCTEMbI AO0NXKHA ObiTb OpraHM3o0BaHa AeMWINTAapPM30BaHHaA 30Ha, cofepXKallas
OOCTYNHble pecypchbl;

20) B uHPOpPMaLMOHHON cuUCTemMe [AONXKHA ObiTb obecrneyeHa BO3MOXHOCTb pasmelleHuA
ny6ANYHbIX 0bWwenoCTynHbIX pecypcos (Hanpumep, 0bwenocTynHbIN Beb-cepBep),
B3aMMOZEMNCTBYIOWMX C MHPOPMALMOHHOW CUCTEMON Yepe3 OTAesbHble (U3NYECKME ynpaBasemble
(KoHTpoNMpyemblie) ceTeBble MHTEPDENCDI.

CopeprkaHue 6asoBoit mepbl 3UC.23:



Mepa 3aLmTbl MHGOPMALMM

Knacc 3awmuieHHoCcTU MHGOPMaLMOHHOM CUCTEMDI

3

2

3U1C.23

+

+

Ycunenue 3UC.23

1, 2,3, 43, 46, 48,
5

1, 2, 3, 4a, 46, 48,
ar,4p,5,6,7

31C.24 NPEKPALLEHME CETEBbIX COEAMHEHMI MO WX 3ABEPLUEHMU UM MO UCTEYEHUM 3AOAHHOIMO OMEPATOPOM BPEMEHHOIO MHTEPBA/IA

HEAKTUBHOCTW CETEBOIO COEAMHEHNMA

TpeboBaHua K peanunsaumm 3UC.24: B MHPOPMAUMOHHOM cUCTEME [O/IKHO OCYLLECTBAATLCA 3aBEPLUEHME CETEBbIX COegUHEHUI (Hanpumep, oTKpenaeHue
napsl nopt/agpec (TCP/IP)) no ux 3aBeplieHnm 1 (Man) No ncTe4yeHnn 3a4aHHOro ONepaTopom BPEMEHHOIO MHTEPBANa HEAKTUBHOCTM CETEBOTO COeAMHEHNA.

TpeboBaHuA K ycunenuto 3UC.24:

He ycTtaHoBnEHbI.

CopeprrkaHue 6a3oBoi mepbl 3UC.24:

Mepa 3awmTbl
nHbopmaumm

Knacc 3awmueHHocTU MHGOPMaLLMOHHOM CUCTEMDI

3

2

3UC.24

+

Ycunenune 3UC.24

31C.25 WUCMNONb30BAHUE B UHOOPMALMOHHOW CUCTEME WM EE CEFMEHTAX PA3/IMYHbBIX TWUNOB OBLLECUCTEMHOIO, MPUKNALHOIMO W

CMELMANBHOrO NPOrPAMMHOIO OBECMEYEHUA (CO3AAHUE FETEPOTEHHOW CPEAbI)

TpeboBaHua K peanusaumm 3UC.25: NMPOEKTUPOBLLMKOM MpU CO34aHUN MHOOPMALMOHHOW AOKHbLI NMPUMEHATLCA Pa3NNYHbIE TUMbI 0BLWECUCTEMHOrO,

NPUKAAAHOIO M CneumanbHOro NPorpamMmmHoro obecnedyeHna (cosgaHue reteporeHHoM cpeaslt).




leTeporeHHana cpeja coO34aeTca NyTem MPUMEHEHMA Pas3/IMYHbIX TUNOB MHGOOPMALMOHHLIX TEXHONOTMA C UENbl OrpaHUYeHUs BO3MOMKHOCTEMN
NOTEHLUMANbHbIX HapylwuTeneln no peanvsauum yrpo3 6es3onacHocTM WMHPopMauum (Mo HEeCaHKUMOHMPOBAHHOMY AOCTYNy K WHPOpMauuu, BHeLPEHWIo
BPEAOHOCHOro NPOrpamMmmMmHoro obecneyeHnn (KOMNbIOTEPHBIX BUPYCOB) M NO OPraHM3aLMM BTOPKEHUI (MPOBEAEHNIO KOMMbIOTEPHLIX aTak)).

Co3paHue reTeporeHHoM cpeabl MOXKET A0CTUraTbCA B YAaCTHOCTU NPUMEHEHWEM Ha cepBepax HPopMaunoHHon cnuctembl UNIX-Nogo6HbIX onepaumoHHbIX
CUCTEM, OT/IMYHBIX OT OMEPALMOHHBIX CUCTEM, MPUMEHAEMbIX Ha aBTOMAaTU3UPOBAHHbIX paboumx mectax Tmna Windows un (Man) NpUMEHEHUEM B CMENKHbIX
ceTeBbIX cCermeHTax MHGOPMaALMOHHOM CUCTEMbI Pa3HbIX TUMOB CETEBOIO 06LWECUCTEMHOIO, MPUKAALHOTO U (MK) cneumnanbHOro NPorpaMmmHoro obecneyeHus.

Mpu co3gaHUM reTeporeHHon cpeapl HeobXOAMMO YYUTbIBATb MOBbLIWEHUE C/IOXKHOCTU B YNpPaBAEHUM KOHUrypaumeinr MHPOPMALMOHHOM CUCTEMbBI U
BO3MOXHOCTb YBE/IMYEHUA OLUMOOK KOHPUIypaLmMmM M BOSMOKHbIX YA3BUMOCTEN.

TpeboBaHuA K ycuneHuto 3UC.25:

He YCTaHOB/1EHbI.

CopeprkaHue 6asosoi mepbl 3UC.25:

Mepa 3awmThbl Knacc 3awmeHHocT! MHGOPMALLMOHHOM cUCTEMDI
nHpopmauum
4 3 2 1
31C.25

Ycunenune 3UC.25

31C.26 UCIOJIb3OBAHUE MPUKNAOHOIO U CMEUMANIBHOTO NMPOTPAMMHOIO OBECMEYEHMA, MMEIOLWETO BO3MOXHOCTb ®YHKUMOHUPOBAHUA
HA PA3/TIMYHbBIX TUNAX ONEPALMOHHbBIX CUCTEM

TpeboBaHua K peanusaumm 3UC.26: B MHPOPMALMOHHON cUCTEME [LO/KHO MPUMEHATLCA MPUKAALHOE M CheuuasnbHoe NporpammHoe obecrnevyeHue,
nmeroLwee BO3MOXKHOCTb GYHKLMOHMPOBAHUS Ha Pas/IMUHbIX TUMAX OMepPaLMOHHbIX cUCTemMax (HesaBMcMMOe OT BMAa OMNepaLMOHHON CUCTEMbl MPUKAAgHOe U
cneuunanbHoe NporpaMmmHoe obecneyeHue).

Llenblo nNpumeHeHWs HEe3aBUCUMMOTO OT NAAaTGOPMbl OMEPALLMOHHOW CUCTEMbI MPUKAIAHOMO M CheuMasbHOro nporpammHoro obecrneyeHus ABAAETCS
obecneyeHne 6ecnepebonHoro (wTtaTtHoro) ¢YHKUMOHMPOBAHUA MPUKAALHOrO (CneunanbHOro) nporpammHoro obecneyeHua nyTem MepeBoda ero nog,
ynpasaeHue onepaumMoHHOW CUCTEMbI APYroro TMMa B C/Ay4Yae peannsaunm KOMMbIOTEPHOW aTakM (BO3HMKHOBEHMA MHUMAEHTA) HA OCHOBHYH OMNEpauLnOoHHYHO



cncremy A0 BOCCTaHOB/IEHUA 6esonacHoro dJYHKLI,MOHMpOBaHVIﬂ VIHd)OpM&LI,VIOHHOVI cncrembl.

MpYMeHeHWe HE3aBMCUMOTO OT TMMa (BMAa) ONepPaLMOHHON cUCTEMbI NPUKNALHOIO U CMEeUMaNbHOrO NPOrpamMMHOro obecnevyeHns A4OCTUIAETCA B YaCTHOCTH
npPUMeHeHNeM NPorpammHoro obecneveHms, GyHKLMOHNPOBAHME KOTOPOFO BO3MOXKHO Kak nog, ynpasneHnem UNIX-nogobHbIX OnepaunoHHbIX CMCTeM, Tak U Nog,
ynpaB/iieHMEM ONepaUMOHHbIX cuctem Tna Windows Mam MHbIX ONepPaLMOHHbIX CUCTEM.

MepeyeHb NPMKNAAHOMO M CNeumnanbHOro NPorpammMmHoro obecneyeHns, MMeLLEro BO3MOXHOCTb GYHKLMOHUPOBAHMA Ha Pa3/IMYHbIX TUMAX OnepaLMoHHbIX
cuctemax, onpeaenseTca onepaTopom.

TpeboBaHuA K ycunenumio 3UC.26:

He YCTaHOB/IEHbI.

CopeprkaHue 6asosoi mepbl 3UC.26:

Mepa 3awmThbl Knacc 3awmweHHocT! MHGOPMALLMOHHOM cUCTEMDI
nHpopmauum
4 3 2 1
31C.26

Ycunenune 3UC.26

31UC.27 CO3OAHME (3MYNAUUA) NOXHbIX MHOOPMALMOHHBIX CUCTEM WU UX KOMMOHEHTOB, MPEAHA3HAYEHHBIX ONA OBHAPYXKEHWUA,
PETUCTPALMM U AHANU3A AENCTBUN HAPYLUMTENEA B NPOLIECCE PEA/IM3ALIMW YTPO3 BE3OMACHOCTU MHOOPMALINK

TpeboBaHusA K peanmsaummn 3UC.27: B MHGOPMaLIMOHHON cUCTEME A0/KHbI MPUMEHATLCA CNeLnanbHO Co3AaHHble (3MYNPOBAHHbIE) N0XKHbIE KOMMNOHEHTI
MHPOPMALMOHHONM CUCTEMbBI MM CO3LAOTCA JIOXKHbIE MHPOPMALMOHHbBIE CUCTEMbI, NMPeAHa3HaYeHHble AN 0OHapyXKeHWs, perncTpaumm u aHaavsa AencTBui
HapyLluTenen B NpoLecce peannsaunm yrpos 6e3onacHocTn MHpopmaLmu.

No¥kHble MHPOPMALMOHHBIE CUCTEMBI M/IM UX KOMMOHEHTbI AO/IKHbI BbICTYNaTb B KayecTBe Lesei gaa HapywuTens npu peannsauym Mm KOMMNbHTEPHOM
aTaku u obecneuynBaTb MMUTALUIO GYHKLMOHMPOBAHUS peasibHOM MHGOPMALMOHHOMN CUCTEMDI C Lie/Iblo OBHAPYKEHUA, PerncTpaumMm U aHannsa AenCcTBUiA 3TUX
HapywuTenen no peanmsaummn KOMNbIOTEPHOM aTakK, a TaKKe NPUHATUA Mep NO NPeSoTBPALLEHUNIO YKa3aHHbIX Yrpos.

I'Ipanma M npoueaypbl NpUMeHEHNUA NOXKHbIX MHq)OpMaLI,MOHHbIX CNCTEM UIN UX KOMIMOHEHTOB PErN1aMeHTUpPYTCA B OPraHn3aUuMOHHO-pacnopAaAnUTE/IbHbIX



[AOKYMeHTax ornepaTopa no 3awute MHPopmaumu.

TpeboBaHuA K ycunenumio 3UC.27:

1) B MHPOPMALIMOHHON CUCTEME MPUMEHSAIOTCA JIOMHbIE KOMMOHEHTbI MHPOPMALIMOHHOMN CUCTEMBI, BbICTYNAKOWME B KavecTBe Leau A9 BPedoHOCHOro
nporpammHoro obecneyeHus (Bupyca) 1 NpoBoLMpytoLLMe NpexRaeBpeMeHHoe (40 BO3AEeNCTBUA Ha 3alMLLaemMblil 06beKT oCTyna) NPosABAEHWE ero NPU3HaKoB.

Copaep»aHue 6asoson mepbl 3UC.27:

Mepa 3aWwmTbl MHGOPMaLLUK Knacc 3awmieHHoCcT! MHPOPMALMOHHOW CUCTEMDbI

4 3 2 1

3UC.27

Ycunenue 3UC.27

31C.28 BOCMPOW3BEAEHUE NOMHbLIX M (MNKN) CKPBITUE MUCTUHHbLIX OTAENbHbIX MHOOPMALMOHHbBIX TEXHONOTUI U (MNU) CTPYKTYPHO-
OYHKUMOHA/bHbBIX XAPAKTEPUCTUK MHOOPMALMOHHOWM CUCTEMbI U/IU EE CETMEHTOB, OBECMEYMBAIOLLEE HABA3bIBAHWUE Y HAPYLLIWUTENA TOXHOMO
NPEACTAB/IEHMA OB UCTUHHbLIX MHOOPMALIMOHHBLIX TEXHONOTUAX N (U/IN) CTPYKTYPHO-®YHKUMOHA/IbHBIX XAPAKTEPUCTUKAX MHOOPMALIMOHHOW
CUCTEMBbI

TpeboBaHua K peanusaumm 3MC.28: OnepaTtopom A[OMKHO obecneumBaTbCs BOCNPOU3BEAEHME JIOXKHbLIX W (MAKM) CKPbITUE WCTUHHBLIX OTAENbHbIX
MHOOPMAUMOHHDBIX TEXHOIOTMIA U (MNK) CTPYKTYPHO-QYHKUMOHANbHBIX XapaKTePUCTUK WHOOPMALMOHHON CUCTEMbI WAW ee CEermeHToB, obecneumsatollee
HaBA3bIBaHME Y HAPYLUMTENS JIOKHOIMO NpeacTaBaeHMA 06 UCTUHHBIX MHPOPMALLMOHHBIX TEXHOMOMMUAX U (MNIKM) CTPYKTYPHO-PYHKUMOHANbHBIX XapaKTepPUCTUKAX
MHPOPMALMOHHOM CUCTEMDI.

BocnpowussegeHue (BM3yanusauma) NOXKHbIX U (MAKN) CKpbITUE (MacKMpOBaHWE) UCTUHHBIX OTAEbHbIX MHOOPMALMOHHBIX TEXHOAOMMI U (MAK) CTPYKTYPHO-
bYHKLMOHANbHBIX XapaKTePUCTUK MHGOPMALIMOHHON CUCTEMbI UM €€ CETMEHTOB A0/KHbI 6biTb HaNpPas/aeHbl Ha CHUXKEHME BO3MOXKHOCTM YCMELHON peannsaumnm
HapywuTenem yrposbl 6esonacHocTy nHGopmaumm (KOMNbIOTEPHON aTaku) NyTem BBeAEHWA B 3abnyKaeHMe HapyLwmTenn OTHOCMTE/IbHO BO3SMOMKHbBIX CNOCO60B 1
CPeACTB KOMNbIOTEPHBIX aTak Ha MHPOPMALMOHHYIO CUCTEMY.

Mpy 3TOM BM3yann3aums JIOXKHbIX U (MIM) MACKMPOBAHUE UCTUHHBIX OTAE/bHbIX MHOOPMALMOHHBIX TEXHONOMMI U (MAKN) CTPYKTYPHO-PYHKUMOHANbHBIX
XapaKTePUCTUK MHOOPMALMOHHOMN CUCTEMBI MO3BOIAIOT CHU3UTL UM UCKAKOUYNTL 3aTPaThbl Ha BHEAPEHME CIOXKHbIX CPeACTB 3aLMTbl MHOPMALMK.



TpeboBaHuA K ycunenumio 3UC.28:

1) BU3yanmsaums N0XKHbIX MHGOPMALMOHHbIX TEXHONOTUI U (MNK) CTPYKTYPHO-PYHKLMOHANbHbIX XapaKTEPUCTMK OCYLLECTBASETCA B MPOU3BOJIbHOM NopsaaKe
C NepMOAMYHOCTbIO, ONpeaensieMoit onepaTopom.

Coaep»aHue 6asosoit mepbl 3UC.28:

Mepa 3awmTbl Knacc 3ameHHoCcT! MHPOPMaLLMOHHOM cUCTEMBI
nHbopmaumm
4 3 2 1
31C.28

Ycunenue 3UC.28




31C.29 MEPEBOA, MH®OPMALIMOHHOM CUCTEMbl WX EE YCTPOMCTB (KOMMOHEHTOB) B
3APAHEE ONMPEAENEHHYHO KOH®UTYPAUMIO, OBECIMEYMBAKOLWYHO 3AWNTY MHPOPMALUK, B
CNYYAE BO3HMKHOBEHMA OTKA30OB (CBOEB) B CUCTEME 3AWLUTBI  MHOOPMALIUN
UHPOPMALMOHHOW CUCTEMB

TpeboBaHua K peanmsaumm 3M1C.29: B MHPOPMALMOHHON CUCTEME [AOJIKEH OCYLLECTBAATHCA
nepesos MHGOPMALIMOHHOW CUCTEMbI MW ee YCTPOMCTB (KOMMOHEHTOB) B 3apaHee onpenefieHHyIo
KoHduUrypaumio, obecneumsaloLlyto 3aWmTy MHGopmMmaLmn, B cayvyae BO3SHUKHOBEHUN OTKasoB (cboes) B
cucTeme 3awmTbl UHGOPMaUUM MHOOPMALNOHHOM CUCTEMDI.

MepeBos WHPOPMALMOHHON CUCTEMbI MAM ee YCTPOMCTB (KOMNOHEHTOB) B 3apaHee
onpeaeneHHylo KoHobUrypauuio aomkeH obecneumBaTb 3alUTy MHbOpPMaUMM MPU  HaCTynaeHMM
(BO3HMKHOBEHMM) OTKaszoB (cboeB) B PYHKUMOHMPOBAHUU WHPOPMALMOHHOM CUCTEMBI WUAN ee
CEermeHTOB, KOTOpble MOFYT MPUBECTU K HapylleHUo KOHOUAEHUMANbHOCTU, LEeNOCTHOCTU U (uaun)
AOCTYNHOCTU 3TON MHOPMaLMK.

OnepaTopom A0KHbI BbITb ONpeaeneHbl TUMbl 0TKA30B (C60eB) B cucTeme 3aWwmTbl MHGOpMaLMK
MHPOPMALMOHHON CUCTEMBI, KOTOPble MOFYT MPMBECTM K HapyWeHUo KOHPUAEHUMANbHOCTH,
LEeNoCTHOCTM U (UAK) JOCTYNHOCTU 3TON MHPOPMALUK, U MPU HACTYNEHUN (BOSHUKHOBEHUM) KOTOPbIX
JomKeH obecneunBatbca nepesos UHGOPMALIMOHHOW CUCTEMbI UM ee YCTPOMUCTB (KOMMOHEHTOB) B
3apaHee onpeseneHHyo KoHPUrypaumio.

3apaHee onpegeneHHas KoHurypaums WHGOPMALMOHHON CUCTEMbBI [AOJIKHA CoAeprKaTb
MHOOPMALMIO O COCTOAHUU WHPOPMALMOHHON CUCTEMbI M ee cuUcTeMe 3alluTbl WHPOopMaLUK
(cuctemHaa uHdopmauma, napameTpbl HacTPOEK NpPorpaMmHoOro obecnedyeHus, BKAlOYaA CpPesacTs
3aWmTbl MHOPMaLMKM), 4OCTAaTOYHON ANA nepesanycka MHGOPMALMOHHOM cnucTembl U obecnedyeHns ee
OYHKUMOHNPOBAHMA B LUITaTHOM PeXXnme, NpU KOTOPOM TakKe obecneunsaercs 3alumta MHbopmauun.

PesepBMpOBaHNE TEXHUYECKUX CPEACTB, NPOrpammHoOro obecneyeHusi, KaHa/lioB nepeaayu
nHbopmauum, cpeacTs obecneyeHns GyHKUMOHUPOBAHMA MHOOPMALMOHHON CUCTEMBI OCYLLLECTBNAETCA
B cooTBeTcTBUKM ¢ O T.2, pesepBHOe KOoNMpoBaHue nHpopmaumu - B cootsetctamm ¢ OAT.4.

KoHTposib 6e30TKa3HOro ¢pyHKLMOHUPOBAHMA TEXHUYECKUX CPencTB MHPOPMALMOHHON CUCTEMDI
ocyuwecrsnaerca B cootsetcTamm ¢ OAT.3.

ObecnevyeHne BO3MOXKHOCTU BOCCTAHOBAEHWUA MHPOPMALIMK C pe3epBHbIX MALUMHHbBIX HOCUTENEN
MHbOPMaUuK (pe3epBHbIX KOMKUIA) B TEYEHME YCTAHOBIEHHOTO BPEMEHHOIO MHTEPBAJA OCYLLECTBAAETCA
B cooTtBetcTBMM ¢ OAT.5.

TpeboBaHuA K ycuneHuto 3UC.29:

He ycTaHOBNEHbI.

CopeprkaHue 6asosoit mepbl 3UC.29:



Mepa 3awmTbl
nHpopmauum

Knacc 3awmieHHoCcTU MHGOPMaLMOHHOM CUCTEMbI

3 2

3M1C.29

Ycunenune 3UC.29




3M1C.30 SALLNTA MOBWJIbHbIX TEXHUYECKUX CPEACTB, NMPUMEHAEMbIX B
MH®OPMALMOHHOW CUCTEME

TpebosaHua K peannsaumm 3UC.30: OnepaTopom A0MKHA OCYLLECTBAATLCA 3alUUTa NPUMEHAEMbIX
B MHOOPMALMOHHOM cUCTEME MOBUIbHBIX TEXHUYECKUX CPEACTB.

K MOBUbHBIM TEXHUYECKMM CPeacTBaM OTHOCATCA CbeMHble MalUWHHble HOoCUMTeNM MHGOoPMaLMK
(bnaw-HakonNUTENN, BHELIHME HAKOMWUTENM Ha JKECTKMX JAMCKaX W MHble HOCUTeNM), a TaKKe
NOPTaTUBHbIE BbIYUCAUTE/IbHbIE YCTPOMCTBA WM YCTPOMCTBA CBA3M C BO3MOMKHOCTbIO 06pPaboTKM
MHPopMaummn (Hanpumep, HOYTOYKM, HETOYKWM, MNAHLETLI, COTOBble TenedoHbl, undpoBble Kamepbl,
3BYKO3aMnucblBaloLLMe YCTPOMCTBA U UHble CPeACTBa).

3awmnTa MOBUNBbHBIX TEXHUYECKUX cpeAacTB BK/IKOYAET:

Peanusaumio B 3aBMCMMOCTM OT MOOBMNBHOIO TEXHUYECKOro cpeactsa (TMna MobuabHOro
TEXHUYECKOro cpeacTBa) Mep No uaeHTUdUKaumm n ayteHTudukaumm B cootsetctesmm ¢ MAD.1 n UAD.5,
ynpas/ieHnio goctynom B cootsetctaum ¢ YNA.2, YN 4.5, YNA.13 1 YNA.15, orpaHMyYeHMo NPorpaMmMmHoOM
cpeabl B cootBeTcTBMM ¢ OMC.3, 3aWwmTe MallnMHHbIX HOocuTenen nHdopmaunm B cootseTctanm ¢ 3HN.1,
3HW.2, 3HWN.4, 3HW.8, perucTpaumm cobbiTuin 6esonacHocTn B cooTBetctBumn ¢ PCB.1, PCB.2, PCB.3 u
PCB.5, aHTMBMpPYCHOW 3almTe B cootBeTcTBUM ¢ AB3.1 1 AB3.2, KOHTpOAIO (aHaNM3y) 3aWMLLEHHOCTU B
cootBetcTBuM ¢ AH3.1, AH3.2 1 AH3.3, obecneyeHuto LENOCTHOCTU B cooTBeTcTBUM ¢ OLL/1.1;

OUNCTKY (yaaneHue) MHpopmaumm B MOBUNBHOM TEXHUYECKOM CPeAcTBe MOoc/e 3aBeplleHus
ceaHca yAaneHHoOro AocTyna K 3alwumuaemon MHGopmaumm UM NPUHATAE UHbIX MEpP, UCKIYatoLLIMX
HEeCaHKLMOHUPOBAHHbIN AOCTYN K XPaHMMOWM 3aliuiLaemoi nHpopmaLmm;

YHUYTOXKEHNE CbEMHbLIX MAaWWNHHbIX HocuTenemn MHd)OpMaLI,VIM, KOTOpble HEe nognexXaT O4YUCTKE,;

BbIOOPOYHbIE MPOBEPKM MOBUIbHBIX TEXHUYECKUX CPeacTB (Ha npegmeT MX Haauuua) wu
XpaHAWENCcA Ha HUX WHPopmauun (Hanpumep, Ha npeaMeT OTCYTCTBMA WHPOpPMALUKM, He
COOTBETCTBYIOLLEN MaPKUPOBKE HOCUTENA MHPOPMaLIMN);

3anpeT BO3MOXHOCTM  aBTOMAaTMYeCKOro 3amycka (6e3 KomaHabl nosb3oBatens) B
MHPOPMaLMOHHON CUCTEME NPOrpamMmMHOro obecneyeHma Ha MOBUIbHbBIX TEXHUYECKMX CpeaCcTBax.

Mpasuna wn npoueaypbl 3aWMTbI MOBUNbHbBIX TEXHUYECKUX cpeancrts pernameHTUpyroTca B
OpraHn3auMOHHO-pacnopAanNTENbHbLIX AOKYMEHTAX onepaTtopa no 3awuTe MHd)OpMaLI,MM.

TpeboBaHua K ycuneHuto 3UC.30:

1) onepaTopom [O/KHbI NPUMEHATLCA CPEACTBa OrpaHuMYyeHUAa AocTyna K uHpopmauum Ha
CbEMHbIX MALUMHHBIX HOCUTENAX WMHPOPMALMKM C MCMNONBb30BAHMEM CMELMANU3UPOBAHHbBIX CbeMHbIX
MaLUMHHBIX HOocuTene uHbGOpMaLMM W CPeACTB  KOHTPO/A CbEMHbIX MALUMHHBIX HOCUTenel
nHbopmauum ¢ yyetom 3HU.4;

2) onepatopom Ao/KHa obecneumBaTbCA O4YUCTKa (yaaneHne) uHbopmauyu B MOBUABHOM
TEXHUYECKOM cpeacTse:

a) Npu NpeBblleHNN AOMYCTUMOrO 4YMC/Aa HeycnewHbIX NOMbITOK BXo4a B MHGOPMALMOHHYIO
cucTeMy Noj KOHKPETHOW yYeTHOM 3anmncbio (4ocTyna K MUHGOPMALMOHHOM CUCTEME), OCYLLECTBAAEMbIX
€ MO6MNBLHOrO YCTPOICTBA;

6) Npy NpeBbIWEHNUN AONYCTUMOrO MHTEPBANA BPEMEHM C Havyana OCYLLECTBIEHUA NOMbITOK BXOAa
B MHOOPMALMOHHYIO CUCTEMY MOA, KOHKPETHOM YYEeTHOM 3amnucbio, OCYLLECTBASEMbIX C MOBUALHOIO
YCTPOICTBA;



3) onepatopom OO0/IKHO obecneunBaTtbca npumeHeHne TeXxHN4YeCKUxX CcpeacTts 3alTbl NEPUMETPA
YPOBHA y3/1a, YCTaHaB/InBaeMbIX Ha MOPTATUBHbIE BbIYNCNUTE/IbHbIE yCTpOVICTBa;

4) onepaTtopom J0O/KHO obecneymMBaTbCA WCMOMb30BaHWe paauMomeTok (RFID-meTok) ans
KOHTPONS BHOCAa WM BbIHOCA MOOWBHBIX TEXHUYECKMX YCTPOWCTB W3 MomeweHua wu (nam)
KOHTPOJINPYEMOM 30HbI B LIEJIOM;

5) onepatopom obecneymsaeTcs WNPPOBaHNE XPaHUMOW Ha HOoCUTele MOBMAbHOTO TEXHUYECKOro
cpeacTBa MHOOPMaLMU C MPUMEHEHWEM KPUNTOrpaduuecknx MeToZO0B 3aluTbl MHPOpMauun B
COOTBETCTBUM C 3aKOHOAaTeNbCTBOM Poccuiickont Peaepaumn.

CopeprkaHue 6asoBon mepbl 3UC.30:



Mepa 3awmTbl
nHpopmauum

Knacc 3awwmueHHOCcTU MHGOPMaLMOHHOM cUCTEMBI

3 2

3M1C.30

+ +

Ycunenune 3UC.30




MpunoxkeHne N 1

K Mepam 3awmTbl MHGOPMaALUK
B rOCyapCTBEHHbIX
MHGOPMALMOHHbBIX CUCTEMAX

TEPMWHbI 1 ONPEAENEHNA,
NPUMEHAEMbIE 1A LLENEN HACTOALLErO METOAMYECKOrO IOKYMEHTA

AOMUHUCTpaATOP [cucTemHbIN, 6e3onacHoCTU]: NoAb3oBaTesb, YNOAHOMOYEHHbIN BbINOAHATDL
HeKoTopble  AencTBMA  (MMewWwMin  NonHoOMOoYMA) MO aAMMHUCTPUPOBAHMIO  (YNpaB/eHuto)
MHOOPMALMOHHOW cUCTEMbI (aAMUHUCTPATOP CUCTEMHbLIN) U (MNKN) ee cucTeMbl 3aLMTbl MHDOPMALUK
(aamuHUcTpaTop He3onacHOCTU) B COOTBETCTBUM C YCTaHOBNEHHOW POJbIO.

AHanNU3 ya3BMMOCTEN: MeponpuUATMA MO BbIABAEHUIO, UAEHTUGUKALUN U OLEHKe YA3BUMOCTEN
MHPOPMALMOHHOMN CUCTEMbBI B MHTEPECaX Onpeae/ieHUs BO3MOMKHOCTU peasinsaumnm yrpo3 6e3onacHocTy
nHpopmauum n cnocobos npeaoTBpaLLeHns yuepba.

AyTeHTMOMKALMOHHAA nHbopmaums [MHpopmauma ayTeHTUdUKaumml: nHbopmauus,
ncnosibayemas A1l yCTaHOB/IEHUA NOAJIMHHOCTY (BepudumKaummn) cybbekTa focTyna B MUHGOPMALMOHHOM
cucteme.

AyTeHTUPUKaAUMA: NpOBEPKa NPUHALANEKHOCTM CyObEKTy n[0CTyna NpPeabaBAEHHOTO UM
nageHTndrKaTopa (NoATBEPKAEHUE NOAMHHOCTU cybbeKTa A0CTyna B UHPOPMaLMOHHOM cucTeme).

BbasoBbiit Habop Mep 3alWUTbl MHGOPMALMU: MUHUMANbHBLIA Habop mep 3awWuTbl MHPOPMaLMK,
YCTaHOB/IEHHbIN A/ COOTBETCTBYIOLLErO KNacca 3aLMLLEHHOCTU MHPOPMALMOHHOM CUCTEMDI.

BupTyanusauma: TexHonorna npeobpasoBaHve ¢GoOpmaTta MAM MapaMeTpPoB MPOrPamMMHbIX WU
ceTeBblX 3aMpPOCOB K KOMMbIOTEPHbIM pecypcam C Lenbio obecnevyeHUs HE3aBUMCMMOCTM NPOLLECCOB
06paboTKM MHPOPMaLIMKM OT NPOrPAaMMHON AW annapaTHoW NaaTdopmbl MHPOPMALMOHHON CUCTEMDI.

BupTyanbHaa MaliMHa: BbIYMCAUTEbHAA CUCTEMA, SMY/JMPYemMas C MOMOLLbIO TEeXHONOTUW
BMPTyanusaumm, B KOTOPOWN YyCTaHOB/JEHA [roCTeBas oOMepauMoHHas cuctema W obecneuymBaercs
BbIMNOJIHEHWE NPUKNALHOIO NPOrPamMMHOro obecneyeHus.

BHewHss wHPOpMaUMOHHAA cucTema: WMHPOPMAULMOHHAA CUCTeMa, B3aMMOAOEWCTBYIOWANA C
MHPOPMALUMOHHOM CUCTEMOI oOnepatopa M3-3a NpeaenoB rpaHvl, MHGOPMALMOHHON CUCTEMbI
onepaTopa.

BHewHAA MHGOPMALNOHHO-TENEKOMMYHUKALMOHHAsA ceTb: MHGOPMALMNOHHO-
Te/IEKOMMYHWKAUMOHHAA CeTb, B3aMMOAENCTBYIOLAA C MHGOPMALMOHHOM CUCTEMOIM onepaTopa M3-3a
npegenos rpaHuL, MHGOPMALMOHHOM CUCTEMBI ONepaTopa.

BpemeHHbIlt dann: ¢aiin, cosgaBaemblii ONEpPaLUOHHOM CUCTEMOM WMAM MHBIM MPOrPaMMHbLIM
obecneyeHnem ANA COXPaHEHMA MPOMEXKYTOUYHbIX Pe3y/nbTaToB B npouecce GYHKLMOHMPOBAHUA MUK
nepeaayun AaHHbIX APYromy NporpammHomy obecrneyeHumto.

lMnepsusop: nporpamma (nporpammHoe obecneyeHune), cosgatowan cpeay GyHKUMOHMPOBAHMA
ApyrMx nporpamm (B TOM 4ucCie APYrMX rMMNepBM30OPOB) 3a CYET MMMTAUMM annapaTHbIX CPeacTs
BbIYUCAUTENBHON TEXHUKM, YMNpaBAeHUA AaHHbIMW CPeACTBaMM W FOCTEBbIMW  ONEPaLMOHHbIMU
cuctemamm, QYHKLMOHUPYIOLWMMM B aHHOM cpeae.



locTesan onepaunMoHHaAa cucrtema: onepaunmoHHaAa CUCTtema, YyCTaHOBJZIEHHAA Ha BMpTyaﬂbHOﬁ
MallnHe.

JeMnnntapusoBaHHaa 30Ha: 3KPAHWMPOBAHHbIA  CErMEHT  MHPOPMALMOHHON  CUCTEMBI,
pa3MelLEHHbIA Ha ee BHELHeNn rpaHuLe 1 BbiNOAHALWMUI GyHKUMKU "HelTpanbHOW 30HbI" (BydepHoit
30Hbl 6e30nacHoCcTU) Mexay 3alumulaemolrt MHGOPMALIMOHHOW CUCTEMOW omnepatopa U BHeLUHeMN
MHGOPMALNOHHOM CUCTEMOI AN MHPOPMALLUOHHO-TENEKOMMYHUKALNOHHOM CETbIO.

[oBepeHHan 3arpy3ka: 3arpyska onepaumMoHHOW CUCTEMbI CPeACTBA BbIUMCAUTENbHOW TEXHUKN C
3apaHee oOnpeaeneHHbIX MOCTOAHHbIX MaLIMHHbIX HOCUTenein npu  06a3aTeNbHOM  yCrewHom
NPOXOXKAEHUN MNpoueayp MPOBEPKU LEeNOCTHOCTM MNPOrpaMMHOM M annapaTHoW cpedbl U
nageHTndUKaunm n ayteHTudUKaummn.

JoBepeHHbIN KaHaN: MEXaHU3M B3aUMOLENCTBUA MeXAY CPeACTBAMM 3aLUMTbl MHOOPMALLMOHHOM
CUCTEMDBI  WUAW  MeXAYy CpeacTBOM  3alMTbl  MHPOpPMALMM U MNpOrpamMmMHbiM  obecneyeHnem
MHGOPMALNOHHOM CUCTEMBI.

JoBepeHHbIN MapLIpyT: MexaHW3M B3aMMOAENCTBMA Mexay CybbeKTom AoCTyna U cpeacTBoM
3awWwmTbl MHPopMaLmm MHPOPMALMOHHON CUCTEMBI.

JocTynHocTb MHpOpMaALMU: CBOMCTBO 0e30MacHOCTM MHPOPMaLMKM, MPU KOTOPOM CyOBbeKTbI
A0CTyna, umeroLLMe npasa AoCTyna, MoryT 6ecnpenaTcTBeHHO UX Peann3oBaTth.

3aWMLEHHbIE IMHUKN CBA3M: IMHUKM (KaHanbl) CBA3W, NpW nepegaye MHOOPMALMM MO KOTOPbIM
obecneumBaeTca Tpebyemblli YpPOBEHb ee 3aWnWEeHHOCTU (KOHOUAEHUMANBbHOCTb, LeIOCTHOCTL U (Mnu)
AOCTYMHOCTb MHbOPMALMK).

NaeHTndurKatop: npeacrasneHune (CTPOKa CMMBOJIOB), 0AHO3HAYHO naeHTUudMLmMpyolee cybbekT
n (Mnn) ob6beKT gocTyna B UHGOPMALIMOHHOM cuUcTeme.

NaoeHTnduKauma: npuceoeHne cybbekTam AocTyna, obbekTam Joctyna uaeHTUMKaTopoB
(YHMKaANbHbIX UMEH) M (UNK) CpaBHEHME NPeabABAEHHOro NAEHTUOMKATOPA C NEPEYHEM NPUCBOEHHbIX
naeHTMGUKaTopoB.

MHdopMaumoHHas cucTeMa: COBOKYMHOCTb cogepskaweinca B 6as3ax AaHHbIX MHGoOpMaumm wu
obecneumBatowux ee 06paboTKy MHGOPMALMOHHbBIX TEXHOIOTUI U TEXHUYECKUX CPEACTB.

NHUMAEHT: HenpeasuaeHHOE WAW HexkenaTenbHoe cobbiTve (rpynna cobbiTuil) 6esonacHocTy,
KOTOpoe MpuBesno (MOryT NpuBECTU) K HapyLeHUio QYHKLMOHUPOBaHUA MHPOPMALMOHHOW CUCTEMDI
MAN  BO3HWKHOBEHWUIO Yyrpo3 6e3onacHocT WH$popmaummu (HapyleHWo KOHPUAEHUNANbHOCTH,
L,EeNIoCTHOCTHU, AOCTYNHOCTH).

KomnoHeHT nporpammHoro obecrneyeHuWa: cOCTaBHas 4acTb (MPOrpamMMHbIN  MOAY/b)
nporpaMmmHoro obecneyeHms, BbINOMHAOLWANA OnpeaeeHHY0 GyHKLMIO.

KOMMNOHEHT MHPOPMALMOHHOW CUCTEMbI: YacTb MHQPOPMALMOHHOW CUCTEMbI, BK/IOYAOLWAA
HEKOTOPYHO  COBOKYMHOCTb WHPoOpmauum u  obecneumBaowmx ee 06paboTKy  OTAENbHbIX
NHPOPMALMOHHDBIX TEXHOIOMMIA 1 TEXHUYECKUX CPeaCTs.

KoHTponnpyemana 30Ha: MPOCTPAHCTBO (TepputopuA, 34aHME, 4acTb 34aHKUA), B KOTOPOM
WCK/IIOYEHO HEKOHTpoJ/IMpyemoe npebbiBaHMe /ML, 3 TaKKe TPAHCMOPTHbIX, TEXHUYECKUX WU WHbIX
CPeaCTB.

KoHdumaeHuuanbHocTb MHGOpMaUMK: CBOMCTBO 6Ge3onacHoOCTM WHGOpPMAUUKM, MNPU  KOTOPOM
AOCTYN K HEW OCYLLLECTBAAIOT TO/IbKO CYObEKTbI 40CTYyNa, MMEIoLMe Ha Hero npaso.



JNloKanbHbI  gocTyn: [ocTyn cybbeKkToB A0CTyna K 0b6beKkTam f[0CTyna, OCYLLEeCcTBASEMbIN
HenocpeacTBEHHO Yepes NoAKNtoUYeHMe (A0CTyN) K KOMMNOHEHTY MHGOPMALMOHHON CUCTEMbI UK Yepe3
NOKaNbHYO BbIMMCAUTENBHYIO ceTb (6e3 Mcnonb3oBaHMA MHOOPMALMOHHO-TENEKOMMYHUKALMOHHOM
cetn).

MHorodaKkTopHasa ayTeHTUMdMKaumA: ayTeHTUdMKaumMs C UCnosib3oBaHueMm AByX (4ByxdaKTopHasn)
nnun 6onee pasnnYHbIX GaKTOPOB ayTEHTUDUKALMN.

MobunbHbIM  KoA: HecaMoCToATe/NbHOe nporpammHoe obecnevyeHMe WAM  KOMMOHEHT
nporpammHoro obecneyeHua (CKPUNTbl, MaKpPOCbl, MHble KOMMOHEHTbI) MNojay4aemble W3 MecT
pacnpocTpaHeHna MoBWAbHOIO Kofa, nepejaBaemble NO CETU W BbINOJMHAEMbIE Ha KOMMOHEHTax
MHOOPMALUMOHHOM cuUCTeMbl (B MecTax MCnonb3oBaHMA MOBWAbHOro Koga) 6e3 npepgBapuTe/ibHOM
YCTAaHOBKWU (MHCTaNNAUMM) nosb3oBaTenem ANA pacliMpeHus BO3MOXKHOCTEW CUCTeMHoro u (1naum)
NPUKNaaHOro NporpammHoro obecneyeHms.

HenpueunermpoBaHHas y4yeTHas 3anuCb: Y4yeTHas 3anucb nosb3oBaTena  (npouecca,
BbINOJIHAEMOTO OT ero MMeHKn) MHGOPMaLNOHHOMN CUCTEMDBI.

Ob6beKkT gocTyna: eavHUUa WHGOPMALMOHHOrO pecypca WHGOPMALMOHHOW cuctembl (dainn,
TEeXHMYECKOoe CpeacTBO, y3en CeTW, NIMHMA (KaHan) cBA3M, MobuIbHOE YCTPOMCTBO, Mporpamma, TOM,
KaTanor, 3anucb, noJsie 3anuMcei U MHble 0H6BEKTbI), AOCTYN K KOTOPOK perfameHTUpyeTcs npaBuaamm
pasrpaH1MYyeHns A0CTyNa M Mo OTHOLLIEHWUIO K KOTOPOW CyBbeKTbl A0CTYNa BbINOAHAOT onepaLun.

OnepaTtop MHPOPMALIMOHHOW CUCTEMBI: FPaXKAaHUH UKW IOPUAMYECKoe L0, OCYLLLEeCTBAsAWME
AeATeNbHOCTb Mo 3KcnayaTaumMm MHGOPMALMOHHOM CUCTEMbI, B TOM Yncie no obpaboTke nHpopmaumn,
cogeprkaluenca B ee 6asax AaHHbIX.

OTKkaz B 06CAY)KMBAHMM: MNPENATCTBME  CaHKUMOHWMPOBAHHOMY AOCTYNy K  pecypcam
MHGOPMALMOHHOM CUCTEMbI UM 3aepPrKKa onepaumii U GyHKUNIA MHOOPMALNOHHOM CUCTEMDI.

MepumeTp MHOOPMALMOHHOM  cucTemMbl:  ¢u3mMyeckas W (MAM)  JloTMYEcKas  rpaHuua
MHOOPMALMOHHOM cUCTEMbI (CermeHTa MHPOPMALIMOHHOM CUCTEMBI), B MPeenax KOTOpo onepaTopom
obecneunBaeTca 3awmTa MHPOPMALMM B COOTBETCTBMM C €4MHbIMM MpPaBuUaaMuM U Npoueaypamu, a
TaK¥Ke KOHTPO/1b 33 PeaiM30BaHHbIMU MepPamm 3amnTbl UHGOPMaLUU.

Monb3oBaTeNb: MLO, KOTOPOMY PaspelleHO BbINOMHATb HEKOTOpble AeWCcTBUA (onepauuu) no
06paboTke MHOOPMAUMM B MHOOPMALMOHHOW CUCTEME MUAW  WCNOJMb3ylollee pesyabTaTbl ee
dYHKLMOHUPOBaHMA.

MoTeHuMan HapylwuTena: Mepa YCUAWK, 3aTpauyMBaeMbIX HapyLlMTeNem Npu peannsauun yrpos
6e30nacHOCTU MHPOpPMaLMK B UHPOPMALIMOHHOM CUCTEME.

MpuBnaerMpoBaHHaa y4yeTHas 3anMcb: Yy4yeTHadA 3anucb agMUHUCTPaTopa MHGOPMALMOHHOWM
CUCTEMDI.

MporpammHas cpeda: COBOKYMHOCTb MNPOrPamMHOro  obecneyeHus, WCNOAb3yemoro B
MHPOPMALMOHHOM cUCTEME ANA PELUEHUA OAHOM UM HECKOIbKMX 3a4au.

Ponb: npegonpeneneHHas COBOKYMHOCTb  MpaBWJ/,  YCTaHaBAMBaWOLWMX  AONYCTUMOE
B3aMMOAENCTBME MeXKAY Noib30BaTeNEM U MHPOPMALMOHHOM CUCTEMOIA.

CermeHT NMHPOPMaLMOHHOM cucTembl: COBOKYMHOCTb HEeCKO/IbKUX KOMMNOHEHTOB
MHPOPMALMOHHOM CUCTEMDI, MCNOJb3YIOLWLMX 0bLLYI0 (B TOM YMCie pasaensemylo) cpesy nepesayv v
06beAMHEHHbIX /19 €AUHCTBA pelueHUs GYHKLUMOHANbHbIX 334au.

CobbiTne 6esonacHoOCTN (MHGOPMALMOHHON): MAEHTUOULMPOBAHHOE BO3SHUMKHOBEHWE COCTOSHMSA



MHPOPMALMOHHON cUCTeMbI (cermeHTa, KOMNOHEHTa MHGOPMALMOHHOM CUCTEMbI), CEPBUCA WU CETH,
yKa3blBalOLLee HA BO3MOXKHOE HapylueHue 6e3onacHoct MHbopmauuu, uam cbol cpencTs 3awumTbl
MHbOPMaLMK, AN PaHEe HEU3BECTHYIO CUTYaLUMIO, KOTOpas MOXKeT BbiTb 3HaUMMoW ans 6esonacHoCTU
nHbopmauuu.

CybbeKT aocTtyna: noab3oBaTe b, NPOLILECC, BbINOAHSALME onepauun (AencTens) Hag, o6beKTamu
[O0CTyNa N AeCTBMA KOTOPbIX PEFTAMEHTUPYIOTCA NpPaBUIaMmn pasrpaHnUYeHma 4oCTyna.

TexHnyeckoe  cpeAcTBO:  anmnapatHoe  WMAM nporpaMmmHo-annapaTHoe  YCTPOMCTBO,
ocyuwecTensiowee ¢opmupoBaHue, 06paboTKy, nepegayy wAM  npuem  uHdopmaumm B
MHPOPMaUMOHHOM cUcTeMeE.

TexHonorMm Mob6MNbHOrO Koda: peasin3oBaHHble B NPOrpaMmHOM obecneyeHun npouecchl
CO34aHUs M MCNONb30BaHMA MOBUABHOrO KoAa (B 4YacTHOCTM TexHonoruu Java, JavaScript, ActiveX,
VBScript).

YaaneHHbIM AOCTyN: Npouecc nosyyeHus [ocTyna (Yepes BHELIHIOW CeTb) K 06beKkTam AocTyna
MHOOPMALMOHHON CUCTEMBI M3  ApPYyroh WMHPOPMALMOHHOW cucTembl (ceTM) uAM co cpeAacTBa
BbIYMCUTENIBHOW TEXHWUKK, HE ABAAIOWErocs NOCTOAHHO (HenocpeacTBEHHO) coeguMHEeHHbIM GU3NYECKn
WX TOTUYECKM C MHPOPMALMOHHOM CUCTEMOM, K KOTOPOI OH MoJly4yaeT AOCTyn.

YnpaBneHve AOCTYMOM: OrpaHMYeHWe M KOHTPO/Ab A0CTyna Cy6beKToB AocTyna K obbeKkTam
Aoctyna B MHGOPMALMOHHOM cUCTEeME B COOTBETCTBMM C YCTAHOB/IEHHbIMU NpaBUaaMn pasrpaHuyeHms

Aoctyna.

YCTPOMCTBO: KOHCTPYKTUBHO 3aKOHYEHHbIA TEXHUYECKUI 3/1eMEHT, MMEILWMiA onpeaeneHHoe
dYHKLMOHaNbHOE HazHavyeHMe B UHGOPMALLMOHHOM cucTeme.

Ya3BuMocTb "Hynesoro gHA": ya3BMMOCTb, KOTOpas CTaHOBUTCS M3BECTHOM A0 MOMEHTA BbIMyCKa
pa3paboTynkom nporpammHoro obecnevyeHns MHGOPMALLMOHHOM CUCTEMbI Mep 3aLLMTbl MHOPMALUK
Nno ee yCTPaHeHUo, UCMPaBAEHUI OWIMOOK UM COOTBETCTBYHOLLMX OOHOBAEHWNA.

YA3BMMOCTb MHOOPMALMOHHOM CUCTEMBI: HEAOCTaTOK (cnabocTb) MHGOPMALMOHHOM CUCTEMBI,
KOTOpbIN (KOTOpas) co3gaeT NoTeHUManbHble MW PeasibHO CYLLECTBYIOLWME YCNOBMA ANA peannsaumm
WY NposABAEHNA yrpo3 6e30nacHOCTU MHPOPMaLMHK,

XocToBas onepaLMoHHasA CUCTeMa: OMNepaLMOHHan CUCTeMa, B cpede KOTOpoin GYHKLMOHMpYeT
rmnepeunsop.

LlenoctHocTb MHbOpMaLMK: CBOMCTBO 6e30NacHOCTM MHPOPMaLUKM, MPU KOTOPOM OTCyTCTBYeT
noboe ee M3meHeHUe NMMHB0 U3MeHeHME CyObeKTaMM 40CTYNA, MMEOLMMM Ha HEFO NPaBso.

MpnnoxkeHme N 2

K Mepam 3awmTbl HGOPMaLUK
B rOCy,apCTBEHHbIX
MHGOPMALMOHHBIX CUCTEMAX

COLEPYAHWE
BA30BbIX MEP 3ALLMUTbI UHOOPMALMW 1718 COOTBETCTBYIOLLEETO K/IACCA
3AWMLLEHHOCTU MUHOOPMALIMOHHOM CUCTEMBI



YcnoBHoe
obo3HauyeHne n

Mepbl 3aLWnTbl MHGOPMALMM B
MHPOPMALMOHHbBIX CUCTEMAX

Knaccbl 3awmieHHOCTH MHd)OpMaLI,MOHHOﬁ CNCTembl

HOMep Mepbl 4 3 2 1
|. UoeHTndUKaLma 1 ayTeHTUdPUKaLMA CybbeKTOB A0CTyNa M o6beKToB gocTyna (MAD)

NAD.1 NaeHTUOMKaumMA 1 ayTeHTUPUKaums + + + +
no/sib3oBaTenemn, ABAAILWUXCA 13, 23, 3 13, 23, 3,
paboTHMKamu onepaTtopa 4

NAD.2 NaeHTudMKauma n ayTeHTMduKaums + +
YCTPOMCTB, B TOM Yncne
CTaUMOHaPHbIX, MOOUJIbHbBIX U
NMOPTaTUBHbIX

MAD.3 YnpasneHue naeHTMdMKaTopamu, B + + + +
TOM YuMcne co3gaHune, NPMCBOEHME, 1a, 2a 13, 2a 16, 26
YHUUTOXKEHNE naeHTMdUKaTopos

NAD.4 YnpasneHue cpeacTBamu + + + +
ayTeHTUdUKaumm, B TOM Ymcne 1la 16 1B 1r
XpaHeHWe, BblAaya, MHULMAAN3aLUMS,
610KMpOBaHKNE CpeacTs
ayTeHTUPUKALMM U NPUHATUE Mep B
cny4yae yTpaThbl U (Man)

KOMNpoOMEeTaLMnN cpecTs
ayTeHTUdUKaLlmm

NAD.5 3awuTa obpaTHOM CBA3M NpPU BBOAE + + + +
ayTeHTUPUKaLMOHHON MHPOPMaLLUK

NAD.6 NaeHTUdMKaumna n ayteHTMduKaums + + + +

nonb3oBaTesiel, He ABNAIOLLMXCA
paboTHMKaMK onepaTopa (BHeWHUX
nosnb3oBatenemn)




NAD.7

NaeHTUOMKaUMA 1 ayTeHTUPUKaums
06beKToB $hanNoBOM CUCTEMBI,
3aMnyCcKaembIX U UCMONHAEMBbIX
moayneit, o6beKkToB cucTem
ynpasneHus 6asamu AaHHbIX,
06BEKTOB, CO34aBaAEMbIX
NPUKNAAHbIM M CneumnanbHbIMm
nporpammHbIM obecneyeHnem, NHbIX
0b6BbEKTOB gocTyna

Il. YnpaBneHue aoctynom cybbekToB Aoctyna K obbektam goctyna (YN/)

yna.1 YnpaBneHue (3aBegeHune, akTUBaLUMS, + + + +
610KMPOBAHNE U YHUUTOXKEHMUE) 1,2 1,2, 3a 1,2, 36
YUYETHbIMW 3aNUCImm
no/sib3oBaTeneu, B TOM Yncne
BHELIHMX Noab30BaTenemn

yng.2 Peannsaumsa HeobxoaMmbIX MeTo0B + + + +
(AMCKpeuMoHHbIN, MaHaaTHbIN, 1,2,3 1,2,3 1,2,3,4
pONEeBO NN UHOM MeTo4), TUNOB
(uTeHue, 3anuUCb, BbINOAHEHWNE UK
WMHOM TUN) M NpaBUA pasrpaHMyeHns
aoctyna

yna.3 YnpasneHue (dunbTpaums, + +

MapLLpyTU3aLNA, KOHTPOb
CoeANHEeHWI, OfHOHANpPaBAEeHHanA
nepenaya v UHble cnocobbl
ynpaBsieHus) MHGOPMALMOHHbIMM
NMOTOKaMM MeXAy YCTPOMCTBaMM,
cermeHTamm MHPOpPMaLMOHHOM
CUCTEMDbI, A TaK}Ke Mexay
MHPOPMALMNOHHBIMU CUCTEMaMM




yna.a

Pasgenenuve obA3aHHOCTEN
nosiHoMoumi (poneit),
aAMWHUCTPATOPOB U /N,
obecneunBatowmnx
dYHKLMOHNPOBaHUE
MHPOPMALNOHHOM CUCTEMDI

yna.s

HasHayeHne MUHMMaNbHO
HeobXo04MMbIX MPaB U NPUBUAETUI
Nnosib30BaTeNsAM, aAMUHUCTPATOPAM
W nuam, obecneymBsaroLLm
dYHKLMOHNPOBaHMUE
MHPOPMALNOHHOM CUCTEMDI

ynga.6

OrpaHuyeHue HeycneLwHbIX NOMNbITOK
BXOZa B UHGOPMALMOHHYIO cUCTeMyY
(mocTyna K MHPOpPMaLMOHHOM
cucrteme)

yna.7

MpeaynpexaeHne noib3oBaTens
npw ero Bxoae B UHPOPMALMOHHYIO
CUCTEMY O TOM, YTO B
MHPOPMALMOHHOM cucTEME
peann3oBaHbl MepPbl 3aLLUTbI
MHbOPMaLNK, M O HEOBXOANMMOCTHU
cobn0aeHMA UM YCTaHOBAEHHbIX
onepaTopom npasua 06paboTku
nHbopmaumnn

yna.s

OnoselleHWe Nosib3oBaTesa nocne
ycnewHoro Bxo4a B
NHPOPMALMOHHYIO CUCTEMY O ero
npeaplayLiem Bxoae B
NHPOPMALMOHHYIO cUCTEMY




yna.e

OrpaHuYeHne YMcna napannenbHbIx
CeaHcoB A0CTyNa ANA KaxaoM
y4YeTHOM 3anucuK nosib3oBaTens
MHPOPMaLMOHHOMN CUCTEMBI

13, 3

yna.10

bnokuMpoBaHue ceaHca Aoctyna B
MHGOPMALMOHHYIO CUCTEMY NocAe
YCTAHOB/IEHHOIO BpeMeHM
6e3neicTeuns (HeakTMBHOCTH)
Nnosib30BaTeNst UM MO ero 3anpocy

13,2

16, 2

yna.11

PaspelueHue (3anpeT) gencrenit
no/b30BaTe/Iei, paspeLleHHbIX 40
naeHTMdUKauMm n ayTeHTMdMKaumm

yna.12

MoaaeprKKa n coxpaHeHue
aTpmbyTOoB HE30MacHOCTN (METOK
6€30MacHOCTH), CBA3AHHbIX C
nHpopmaumen B npouecce ee
XpaHeHus 1 06paboTku

yna.i3

Peannsauna sawmeHHoro
YOANEHHOro A0CTyna cy6beKTos
[0CTyna K o6beKkTam focTyna yepes
BHELWHWe MHPOopMaLMOHHO-
TeNEeKOMMYHUKALMOHHbIE CETU

2,3

2,3,5

1,2,3,5

yNJ.14

PernameHTaLmsa U KOHTPO/Ib
NCno/sib30BaHMA B MHGOPMaLMOHHOM
cucTeme TEXHOOMMIA becnpoBOAHOMO

AocTyna

1,3

1,3,4,5

yna.15

PernameHtauma n KOHTPO/1b
MCcnonb30BaHUA B MHd)OpMaLLMOHHOVI
cucTeme MobUIbHbIX TEXHUYECKUX

1,2

1,2




cpeacte

YNJ.16

YnpaBneHue B3aMMoAeNCTBMEM C
NHPOPMALMOHHBIMU CUCTEMAMM
CTOPOHHMUX OpraHn3auuii (BHelHWe
MHPOPMALMOHHbIE CUCTEMDI)

1a

1a, 16

1a, 16

1a, 16

yna.17

ObecneyeHune foBEPEHHOM 3arpy3Ku
CPeACTB BbIYUCAUTENBbHON TEXHUKM

[ll. OrpaHMyeHne nporpammHoi cpeabl (OMC)

oncai

YnpaBneHue 3anyckom
(obpalueHnaMKN) KOMNOHEHTOB
nporpammHoro obecneyeHus, B Tom
yncae onpeaeneHue 3anyckaembix
KOMMNOHEHTOB, HacTPOMKa
napamMeTpPOB 3anycka KOMMNOHEHTOB,
KOHTPO/1b 33 3aMyCKOM KOMMOHEHTOB
nporpammHoro obecneyeHus

1,2,3

onc.2

YnpaBieHue yCTaHOBKOM
(MHCTaNNAUMEN) KOMNOHEHTOB
nporpammHoro obecneyeHuns, B TOm
yucne onpeaeneHne KOMNOHEHTOB,
noAnesKalinx ycTaHOBKe, HacTPOMKa
napameTpoB YCTaHOBKU
KOMMOHEHTOB, KOHTPO/1b 33
YCTaHOBKOW KOMMOHEHTOB
nporpammHoro obecneyeHus

onc.3

YcTaHOBKa (MHCTaNNsaUnUA) TONbKO
paspeLleHHOro K UCNoJib30BaHMIO
nporpammuoro obecneyeHumsa un (nnm)
€ro KOMMNOHEHTOB




onc.4

YnpaBneHve BpeMeHHbIMM
dainamu, B TOM Yncne 3anper,
paspelleHuWe, NepeHanpasaeHne
3anucy, yaaneHue BpemeHHbIX
daiinos

IV. 3almTa MalnHHbIX HocuTenel nHpopmaumm (3HN)

3HN.1

YyeT MalMHHbIX HocuTene
nHpopmauum

+

+

1a

13,16

3HW.2

YnpaBieHue fOCTYNOM K MallMHHbIM
HocuTensam MHbopmauuu

3HN.3

KoHTpoNb NnepemeLL,eHns MaNHHbIX
HocuTenen nHdopmauunm 3a
npesesbl KOHTPOJIMPYEMOI 30HbI

3HWN.4

UcKnoveHne BO3MOXKHOCTHU
HeCcaHKLUWOHNPOBAHHOIO
03HAKOMJIEHUSA C COAEepIKaHNEM
MHbOPMaLUK, XpaHALLEencA Ha
MaLUNHHbIX HocUTenax, u (nnn)
NCNob30BaHMA HoCcUTeNeln
MHbOPMaLUM B UHBIX
MHOOPMALMOHHbBIX CUCTEMAX

3HW.5

KoHTpOAb 1Cno/ib30BaHMsA
NHTepdelicoB BBoAa (BbiBOAA)
MHPOPMaLMKN Ha MaLLNHHbIE
HocuTeNn HGOopMaLUK

3HW.6

KoHTponb BBOAA (BbIBOAA)
MHPpOPMaLMMN Ha MALLMHHblE
HoCuTeNU MHGopMaLmUn




3HW.7

KOHTpOAb NOAKNHOYEHNA MALLMHHBIX
HocuTenein nHbopmaLmm

3HW.8 YHUUTOXEHME (CTUpaHUe) + + + +
MHPoOpMaLMM Ha MaLLUHHbIX 5a 1,56 1, 58 1,2,3,5r
HOCUTENAX NPU UX Nepesade Mexay
No/b30BaTE/IAMMU, B CTOPOHHME
OpraHu3aLun gas PeMOHTa UK
YTUAM3ALUMM, 3 TaKKe KOHTPO/b
YHUUTOXKEHMA (CTUpaHKA)

V. PerucTpauma cobbitnin 6esonacHoctu (PCB)

PCB.1 OnpegeneHune cobblTnii + + + +
6e30nacHOCTU, NoAJIeXKALLNX 1, 3,4a 1,2,3,46
PerncTpaLmnmn, n CPOKOB NX XPaHEeHUs

PCB.2 OnpepeneHune coctasa u + + + +
coaepKaHua MHbopmaLmm o la la
cobbITnAX 6e3onacHocTy,
nognexalinx peructpawmm

PCBE.3 Cbop, 3anu1cb 1 xpaHeHne + + + +
nHbopmauum o cobbITUAX 1 1
6€e30MacHOCTM B TeYeHne
YCTQHOB/IEHHOTO BpeEMEHMU XpaHeHUA

PCb.4 PearnposaHue Ha c6ou npu + + + +
perucTpauumn cobbiTuin 13,2

6€e30MacHOCTH, B TOM YMcie
annapaTtHble U NporpaMmmHble
owmnbKM, cbon B MmexaHn3mMax cbopa
MHbOPMaLUKN N JOCTUKEHUNE
npegena unv nepenonHeHus
obbema (emKocTh) namaTn




PCB.5 MOHUTOPUHT (NPOCMOTP, aHaNn3) + + +
pe3ynbTaToB perncrpaumm cobbitmii 1
6€30MacHOCTM U pearMpoBaHue Ha
HUX

PCB.6 [eHepupoBaHMe BpeMeHHbIX METOK U + + +
(MNK) CMHXPOHM3ALMA CUCTEMHOTO 1
BpeMeHM B MHGOPMaLLMOHHOM
cucTeme

PCB.7 3awuTa MHbopMaLUnn 0 CObbITUAX + + +
6e3onacHocTH 1 1

PCE.8 ObecneyeHne BO3MOKHOCTH
NPOCMOTpPa M aHann3a nHdopmauuu
0 OeNCTBUAX OTAENbHbIX
nosib3oBatenen B UHGOPMaLLMOHHOM
cucteme

VI. AHTUBMpYCHas 3awmTa (AB3)
AB3.1 Peanusauna aHTMBUPYCHOM 3aLLUTbI + + +
1,2 1,2

AB3.2 Ob6HoBNeHMe 6a3bl AaHHbIX + + +
NPU3HAaKOB BPeJOHOCHbIX 1 1
KOMMbIOTEPHBIX Nporpamm (BMpycos)

VII. O6Hapy:xeHune BTopKeHn (COB)
COB.1 ObHapy»KeHne BTOPKEHN + +
2 2

C0B.2 O6HoBNeHMe 6asbl peLuatowmx + +

npasun 1,2,3




VIII. KoHTponb (aHanus) 3awmuweHHocTM nHpopmaumm (AH3)

AH3.1 BbifiBNeHMe, aHan3 ya3BUMOCTEN + + +
MHPOPMALMOHHOM CUCTEMbI U 1,4 1,2,4 1,2,4,7
onepaTuBHOE yCTpaHeHMe BHOBb
BbISIB/IEHHbIX YA3BUMOCTEMN

AH3.2 KOHTpOb yCTaHOBKN OB6HOBAEHWI + + + +
nporpamMmmHoro obecneyeHums,

BK/toYas obHoBNEHME
nporpammHoro obecneyeHumn
CpeacTB 3aWmTbl MHPOpMaLmm

AH3.3 KoHTposb paboTocnocobHocTy, + + +
napameTpoB HAaCTPONKM U 1 1
NpPaBUAbHOCTU PYHKLIMOHNPOBAHMA
nporpammHoro obecneyeHumsa n
CpeacTB 3aWmTbl MHPOpMaLmm

AH3.4 KOHTpO/1b cOCTaBa TEXHUYECKUX + + +
CpeAcTB, MPOrpamMmmHOro 1 1,2
obecneyeHuns U cpeacTs 3aLmTbI
nHbopmaumnm

AH3.5 KOHTpO/b NpaBua reHepaunm un + + +
CMeHbl NapoJieit NoNb3oBaTeNeN, 1 1

3aBeeHUA U YOANEHUSA YYETHbIX
3anuceu nonb3osaTenen,
peannsaunmn Npasua pasrpaHuyeHns
O0CTYMNOM, NMOJTHOMOYMI
nonb3oBaTtesnei B MUHGOPMaLMOHHOM
cucteme

. ObecneyeHne LENOCTHOCTU MHPOPMALMOHHON cucTembl U MHPopmMaLmm (OLL)




oun.i

KOHTPOb LLeNOCTHOCTH
nporpamMmmHoro obecneyeHus,
BK/1tOYas NPOrpammHoe
obecneyeHne cpeacTB 3aLUnUTbI
nHpopmauum

1,3

1,3

oun.2

KOHTpOb LeNoCTHOCTH
nHpopmauum, coaepKalleiica B
6a3ax faHHbIX UHOOPMALNOHHOM
cucTembl

oun.s

ObecneyeHne BO3MOXKHOCTU
BOCCTaHOB/IEHWA NPOrPaMMHOTO
obecneyeHus, BKNOYAA
nporpammHoe obecneyeHune cpeacTs
3awWwmTbl MHGOPMaL MK, Npu
BO3HWMKHOBEHMWU HELUTaTHbIX
CUTyaumm

ou1.4

O6Hapy»KeHue 1 pearnposaHme Ha
nocTynieHne B MUHGOPMaLMOHHYIO
CUCTEMY He3anpalmnBaeMbIxX
3/1IEKTPOHHbIX COOBLIEHNI (NUceMm,
OOKYMEHTOB) M MHOW MHbOPMaLMK,
He OTHOCALLMXCA K
dYHKUMOHMPOBAHMUIO
MHPOPMALMOHHOM CUCTEMDI (3aLLMTa
oT cnama)

oun.s

KoHTponb copepkaHusa
nHpopmauum, nepeaaBaemon 13
MHPOPMALMOHHOM CUCTEMDI
(KOHTelMHepHbI, OCHOBaHHbIW Ha
cBoMCTBax 06beKTa AocTyna, U




KOHTEHTHbIN, OCHOBAHHbIN Ha NOMCKe
3anpeLLeHHON K nepeaaye
MHbOPMALMK C UCMONB30BAHNEM
CUrHaTYpP, MacoK U UHbIX METOL0B), U
UCKtOYEHWE HEMPABOMEPHOW
nepegayn nHdopmalmm us
MHPOPMALNOHHOM CUCTEMDI

ous1.6

OrpaHuyeHne nNpaB Nnosb3oBaTenemn
no BBoay MHbopmaLunm B
MHGOPMALMNOHHYIO CUCTEMY

oun.7

KOHTPOAb TOYHOCTH, MONHOTbI U
NPaBUAbHOCTM AaHHbIX, BBOAWMbIX B
NHPOPMALMOHHYIO CUCTEMY

oun.g

KOHTpO/ib OWINMBOYHbIX AENCTBUIM
nosb3oBaTenen no Beoay 1 (1nm)
nepegaye MHbopmauum n
npeaynpexaeHue nonb3osBaTenen
06 oWKNBOYHbIX AENCTBUAX

X. ObecneyeHme gocTynH

ocTM uHbopmauun (OAT)

oaT.1

Mcnonb3oBaHue OTK33OVCTOVI‘-WI BbIX
TEXHUYECKUX CpeacTB

oAar.2

PesepBrpoBaHME TEXHUYECKUX
CPeaCcTB, MPOrPaMMHOro
obecneyeHwus, KaHANOB Nepesayn
nHdopmaumu, cpeacts obecneyeHms
bYHKLMOHNPOBaHMA
MHGOPMALNOHHOW CUCTEMBI

OAT.3

KoHTponb 6e30TKasHoro




DYHKLMOHNPOBAHNA TEXHNYECKMX
cpeacTB, 0bHapyKeHue n
NIOKann3auma 0TKasos
dYHKLMOHNPOBAHUA, NPUHATUE Mep
MO BOCCTAaHOB/IEHWNIO OTKA3aBLUMX
CPeACTB U UX TECTUPOBaHUE

OAT.4

Mepuogunyeckoe pesepBHoe
KonnpoBaHue MHGopMaLMKN Ha
pe3epBHble MalLUMHHbIE HOCUTENN
nHbopmaumun

1,2

1,3

OAT.5

ObecneyeHne BO3MOXKHOCTU
BOCCTaHOBJ/IeHMA UHbOPMaLUK C
pe3epBHbIX MALLMHHBIX HOCUTENEN
nHpopmauun (pesepBHbIX KOMuit) B
TeyeHue yCTaHOBEHHOIO
BPEeMeHHOro MHTepBana

OAT.6

Knactepusaums MHGOpMaALMOHHOM
CUCTEMBbI U (MIN) ee cermeHToB

oAart.7

KOHTPO/Ib COCTOAHUA U KauyecTsa
npeaocTaBAeHMA YNONHOMOYEHHbIM
JINLIOM BbIYUCINTENbHBIX PECYPCOB
(mouHoCTel), B TOM uncne no
nepeaave nHpopmaumnm

XI. 3awumTa cpegbl BUPTYyanmsauum

(3CB)

3CB.1

NaeHTuduMKauma n ayteHTUdMKauma
CcybBbeKTOB A0CTYyNa U 06bEKTOB
A0CTYNa B BUPTyanbHOW
WHPPACTPYKType, B TOM Uncie
afAMWUHUCTPATOPOB YNpaB/eHUs

+




cpeacrsamum BUpPTyannsaumn

3CB.2

YnpasneHue AocTynom cybbekTos
[0CTyna K obbekTam Aoctyna B
BUPTYa/IbHOM MHPPACTPYKTYpPE, B TOM
yuncae BHYTPM BUPTYaNbHbIX MaLLUH

1,2

1,2

1,2

3CB.3

Perncrpaumna cobbitnit 6esonacHocTu
B BUPTYyaNbHOM MHOPACTPYKTYype

3CB.4

YnpasneHue (dunbrpauus,
MapLLpPyTU3aLMA, KOHTPOIb
coeAMHEeHWs, OAHOHANpPaBAeHHas
nepezaya) NoTokamu nHpopmaumm
MeXAy KOMMNOHEHTaMM BUPTYasibHOM
MHOPACTPYKTYpPbI, @ TaK¥Ke Mo
nepuMeTpy BUPTyasibHOM
NHPPACTPYKTYpbI

1,2

3CB.5

[loBepeHHasn 3arpyska cepsepos
BMPTYann3aumm, BUPTYaabHOM
MallMHbI (KOHTeHepa), cepBepoB
ynpasaeHua BUpTyanu3aumen

3CB.6

YnpaBsneHue nepemelleHMem
BMPTYaNbHbIX MaWMWH (KOHTelHepoB)
1 06pabaTbiBaeMbIX Ha HUX AaHHbIX

1,2

3CB.7

KOHTpOAb LLeNI0CTHOCTU BUPTYaIbHOM

MHPPACTPYKTYpbI 1 ee
KoHdUrypaumi

1,3

3CB.8

PesepBHOe KoNMpoBaHWeE AaHHbIX,
pesepBMpoBaHME TEXHUYECKUNX
CpeAacTB, MPOrpammMHOro

1,2,3




obecneyeHuns BUPTyanbHOM
MHQPACTPYKTYPbI, @ TaKKe KaHaNoB
CBS3U BHYTPU BMPTYa/IbHOM

MHPPACTPYKTYpbI

3CB.9 Peanusauna n ynpasneHune
AHTUBMPYCHOW 3aLUMTOM B
BMPTYaNbHOM MHPACTPYKType

3CB.10 Pa3bueHue BUpPTYyaNbHOM
WMHPACTPYKTYPbl HA CErMEHTbI
(cermeHTMpOBaHWE BUPTYanbHOM
MHOPACTPYKTYpPbI) AnA 06paboTKu
MHbOPMaUUKN OTAENbHBIM
nosb3oBatenem 1 (1au) rpynnou
nosib3oBaTtesel

XIl. 3awmTa TexHmuyecknx cpeacts (3TC)

3TC.1 3awmTta MHpopmaLmu,
obpabaTtbiBaeMoi TEXHUYECKMMU
CpeAcTBamMU, OT ee YTeUKM Mo
TEXHUYECKMM KaHanam

3TC.2 OpraHu13auma KOHTpoIMpyemMmoi +
30HbI, B Ipesenax KoTopo
NMOCTOAHHO Pa3MeLLatoTCA
CTaLMOHapHble TeXHUYECKUe
cpeactea, obpabaTtbiBatowpe
MHbOPMALUMIO, U CPeaCcTBa 3aLLMUTbI
nHbopmaumK, a TaKkKe cpeacTea
obecneyeHnn GYHKLMOHNPOBAHUA

3TC.3 KoHTponb 1 ynpasneHue +
du13MYEeCKMM J0CTYNOM K




TEXHUYECKMM CPeacTBam, cpeacTBam
3aWwmTbl MHGOPMaL MK, cpeacTBam
obecneyeHun

bYHKUMOHNPOBAHMA, A TaKKe B
NOMELLEHUA N COOPYIKEHUSA, B
KOTOPbIX OHW YCTAaHOB/EHDI,
UCKAtoYatoLWwme
HECAaHKLMOHMPOBAHHbIN PUINYECKUI
AOCTYyN K cpeacTsam 06paboTku
nHbOopMaUmm, cCpeacTBamM 3aLMTbl
MHOPMALMM U CPpeacTBam
obecneyeHns GpyHKLUNOHMPOBAHMA
MHGOPMALNOHHOM CUCTEMBI U
NOMELLEHWNS U COOPYKEHUA, B
KOTOPbIX OHM YCTAaHOBJ/IEHbI

3TC.4

PasmellieHNe YCTPOICTB BbIBOAA
(oTOoBparkeHma) nHbopmauuu,
WCKAoYatollee ee
HeCaHKLMOHNPOBAHHbIN NPOCMOTP

3TC.5

3awmTa OT BHELIHMUX BO34ENCTBUM
(BO3aelCTBUI OKpYHKatoLen cpeapl,
HecTabuabHOCTU
3NeKTPOCHabXeHus,
KOHAMLMOHUPOBAHMA U NUHbIX
BHeLlHMX paKTopos.)

Xl 3aw,

nTa I/IHd)OpMBLI,I/IOHHOﬁ cucrembl, ee cpencrts, CUCTEM

CBA3M U Nepeaayn gaHHbIX (3

nc)

31C.1

PasgeneHue B UHPOPMALNOHHOM
cucteme GYHKUMIA NO yrnpaBAeHUto
(aamuHUCTPUpPOBaHMIO)
MHPOPMALMOHHOM CUCTEMON,




ynpasneHuto (a4MUHUCTPUPOBAHMIO)
CUCTEMOI 3aLWMTbl UHPOPMALUN,
dYHKLMI no 0bpaboTke
MHOOPMALUM N UHBIX QYHKL M
MHPOPMALNOHHON CUCTEMDI

3U1C.2

MpepnoTBpalleHme 3a4epKKU UAmn
npepbiBaHMNA BbINOJIHEHUA
NPOLLeCCOB C BbICOKMM MPUOPUTETOM
CO CTOPOHbI MPOLLECCOB C HU3KUM
npuopuUTeToMm

3UC.3

Ob6ecneyeHue 3aWmTbl MHGOPMaLMM
OT pacKpbITUA, MoandUKaLMmM U
HaBA3bIBaHMA (BBOAA NOMKHOW
nHdopmauun) Npu ee nepesave
(noaroToBKe K nepegaye) no
KaHanam CBA3U, MMEOLLMM BbIXOA, 33
npeaenbl KOHTPONMPYEMOW 30HbI, B
TOM uncne 6ecnpoBoOAHbIM KaHaiam
cBA3N

3nc.4

ObecneyeHune AoBePEHHbIX KaHana,
MapLipyTa mexay
aAAMWUHUCTPATOPOM, NONb30BaTENIEM
M CpeACcTBamMM 3aWmTbl MHGOpMaLUn
(dyHKUMAMM Be3oNacHOCTU CPeacTB
3aWmTbl MHGOPMaLMK)

3NC.5

3anpeT HeCaHKLMOHMPOBAHHOM
YOANeHHOW akTMBaLMM BUAEOKamep,
MUKPOGDOHOB U UHbIX NepUpepUmnHbIX
YCTPOWCTB, KOTOPbIE MOTYT
aKTMBMPOBATLCA YAANEHHO, U

1,2




ornoselleHne noab3osartenei ob
aKTUBaLMU TaKUX YCTPOICTB

3U1C.6

Mepenayvya n KOHTPOb LENOCTHOCTH
aTpubyToB 6€30MNacHOCTU (MEeTOK
6e30nacHOCTH), CBA3AHHbIX C
nHbopmaumein, npn obmeHe
nHbopMaUmen ¢ UHbIMK
MHGOPMALNOHHBIMWN CUCTEMAMM

3UnC.7

KOHTPO/Ib CAaHKLMOHUPOBAHHOIO U
NCKNtOYEHME
HEeCaHKUNOHMPOBAHHOIO
NCNO/Ib30BaHMA TEXHOIOMUI
MOBUNbHOTO Koaa, B TOM Ymcne
perncTpaumnsa cobbITUIA, CBA3AHHbIX C
NCMOoJIb30BaHNEM TEXHOI0TUI
MOOUNBHOTO KOAa, UX aHan3 U
pearnpoBaHue Ha HapyLlleHus,
CBA3aHHbIE C UCNOb30BaHMEM
TEeXHOJIOrni MobunabHOro Koaa

1,2

3UC.8

KOHTPONb CAHKUMOHMPOBAHHOTO U
UCK/toYeHne
HeCaHKLMOHNPOBAHHOroO
MCMNO/Ib30BaHNA TEXHONOTMIA
nepeaayun peuu, B TOM Yncne
pernctpauma cobbITUi, CBA3AHHbIX C
MCMNO/Ib30BaHNEM TEXHOI0TU
nepesayvn peyn, ux aHaams u
pearMpoBaHMe Ha HapyLeHus,
CBfi3aHHble C UCMNO/Ib30BaHNEM
TEXHOJIOTUI Nepeaaym peun




31C.9 KOHTPO/Ib CAaHKUMOHUPOBAHHOWM 1
WCKNOYEHNE HECAaHKLUMOHMPOBAHHOM
nepegayv sMaeonHPopmaumnm, B Tom
yncne pernctTpaumns cobbITUi,
CBA3aHHbIX C Nepegayen
BUAEOMHPOPMALMK, NX aHANU3 U
pearMpoBaHue Ha HapyLleHus,
CBA3aHHbIe C Nepeaayen
BUAEONHDOPMaL MK

31C.10 MNoaTeepXaeHMe NPOUCXOXKAEHMNA
NCTOYHWKA MHbOpMaLUK,
noay4yaemomn B npouecce
onpeaeneHun ceTeBbIX aApPecos No
CeTeBbIM MMEHAM UM onpeaeneHns
CeTeBbIX MMEH MO CeTEBbIM agpecam

31C.11 ObecneyeHne NOAAMHHOCTU CETEBbIX
coeamHeHui (ceaHcoB
B3aMMOAENCTBUA), B TOM YMCae gnn
3aLWNUTbI OT MOAMEHbI CETEBbIX
YCTPOICTB 1 CEpPBUCOB

31C.12 McKntoveHne BO3MOXKHOCTH
OoTpuUaHMA Nosb3oBaTesiem dpakTa
OTNpaBKN MHPopMaLUM apyromy
Nonb30BaTesNto

31C.13 McKnoveHne BO3MOMXKHOCTHU
OTPULAHUSA Nosib3oBaTenem dakTa
nonyyeHua MHGopmaLmun oT Apyroro
nonb3osaTena

31C.14 Mcnonb3oBaHMe yCTPOMCTB

TEPMUHANBbHOIO A0CTYNa ANA




06paboTKn NHPopMaLUn

3M1C.15

3awuTa apxmBHbIX $Ganos,
napameTpoB HACTPOMKM CPeacTs
3aWwmTbl MHPOPMaLMKM U
nporpammHoro obecrnevyeHmsa N UHbIX
OAHHbIX, HEe noAanexalymx
M3MEHEeHMIo B npoLecce 06paboTku
nHbopmaumun

31C.16

BbiABNeHWE, aHANU3 U
610KMpoBaHUE B MUHPOPMALLMOHHOM
CUCTEME CKPbITbIX KAaHA/N0B Nepesayn
MHbopMauun B 0bxoz,
peann30BaHHbIX Mep 3aLmTbI
MHGOPMALMM MU BHYTPU
pa3peLleHHbIX CeTeBbIX MPOTOKO/I0B

31nC.17

Pa3bueHne MHGOPMaLMOHHOM
CUCTEMbI Ha CEFMEHTDI
(cermeHTUpOBaHMe
MHOOPMALMOHHOM CUCTEMBI) U
obecneyeHue 3alLMTbl NEPUMETPOB
CermeHToB MHPOPMALMOHHOM
cucTembl

31C.18

ObecneyeHune 3arpysKku u
MCMONIHEHWUA NPOrPAMMHOTO
obecneyeHnsn ¢ MaLLMHHbIX
HocuTenen MHGOPMALMM, [OCTYMHbIX
TO/IbKO A/1A YTEHUSA, U KOHTPO/b
LLeNIOCTHOCTM AaHHOro
nporpammHoro obecneyeHus

31C.19

M3onaums npoueccos (BbiNONHEeHNe




nporpamm) B BblAe/leHHOM 0bnacTu
namaTu

3U1C.20

3awmTa 6ecnpoBogHbIX COeAUHEHUN,
npuUMeHAeMbIX B UHGOPMALLMOHHOM
cucTeme

3nC.21

UckntoveHne focCTyna nosb3osaTens
K MHPOpPMALMK, BO3HUKLLEN B
pe3synbTaTe AeCTBUIN NpeaplayLero
No/ib30BaTe/IA Yepes peecTpbl,
OnepaTMBHYO NAaMATb, BHELIHWE
3aNOMMHatOLLME YCTPOMCTBA U UHbIE
obLwme ana nonb3osaTeien pecypcobl
MHPOPMALNOHHOM CUCTEMDI

3U1C.22

3awmTa MHGOPMALIMOHHOM CUCTEMDBI
OT yrpo3 6e3onacHoCTU
MHbOPMaUMK, HaNPaBAEHHbIX Ha
OTKa3 B 06C/YKMBaAHUM
MHPOPMALNOHHOM CUCTEMDI

31C.23

3awuTa nepmumeTpa (p13myeckmx u
(nnun) nornyecknx rpaHuL)
MHGOPMALNOHHOM CUCTEMBI NpPU ee
B3aMMOZLEMNCTBUM C UHbIMM
NHPOPMALMOHHBIMU CUCTEMAMM U
MHGOPMALMNOHHO-
TEeNEKOMMYHUKALLMOHHbIMU CETAMM

1, 2,3, 43,
46, 48, 5

+
1, 2,3, 44,
46, 48, 4r,
4n,5,6,7

3nNC.24

MpekKpalleHne ceTeBbIX COeaAMHEHUIA
Mo 1X 3aBepLIeHUN AN No
MCTeYeHUn 3a4aHHOTo OrNepaTopom
BPEMEHHOro MHTepBasa
HEaKTUBHOCTW CETEBOrO COeAUHEHMUS




3N1C.25

Mcnonb3oBaHWe B MHGOPMALMOHHOW
CUCTEME UNIN ee CEerMeHTax
Pa3/IMYHbIX TUMNOB O6LLECUCTEMHOTO,
NPUKNALHOIO M CNeumanbHOro
nporpammHoro obecneyeHus
(cospaHue reTeporeHHoOM cpeapl)

3U1C.26

Mcnonb3oBaHMe NpUKAALHOIo U
CneunasibHoOro NPOrpaMmmMmHoOro
obecneyeHuns, UMetoLLUX
BO3MOXHOCTb PYHKLLMOHMPOBAHMA B
cpefax pas/iMyHbIX ONnepaLmMoHHbIX
cucTem

3nC.27

Co3gaHue (amynsauma) NOXKHbIX
MHPOPMALMOHHbIX CUCTEM UM UX
KOMMOHEHTOB, NpeAHa3HaYEeHHbIX
AN OOHAPYXKEHUs, perncTpaLmumn n
aHanuM3a AencTBUin HapyLunTenemn B
npovlecce peannsauum yrpos
6e3onacHOCTM MHbOPMaLUK

31C.28

BocnpounsseaeHne N0XKHbIX U (1an)
CKPbITUE UCTUHHbBIX OTAENbHbIX
MHPOPMALMOHHbBIX TEXHOIOTUM U
(nn) cTPYKTYpHO-PYHKUMOHANbHbIX
XapaKTePUCTUK MHPOPMALMOHHOM
CUCTEMbI NN €€ CErMEHTOB,
obecneunBarolLee HaBA3bIBaHME
HapyLWTENO NOKHOTIO
npeacTaBAeHNA 06 UCTUHHbIX
MHPOPMALMNOHHbIX TEXHONIOTUAX U
(nnn) cTpyKTYypHO-bYHKUMOHANBHbIX
XapaKTePUCTUKAX MHOOPMALNOHHOM




Cncrembl

3M1C.29

Mepesos MHGOPMALNOHHOM
CUCTEMbBI UNIN e€ YCTPOWMCTB
(komnoHeHTOB) B 3apaHee
onpeaeneHHyo KoHGUrypaumio,
obecneuynBatoLLyto 3aLWnUTy
nHbopmaumm, B ciyyae
BO3HMKHOBEHMI 0TKa30B (cboeB) B
cucTeme 3aWwmMTbl MHGOPMaLUK
MHGOPMALNOHHOWM CUCTEMBI

31C.30

3almTa MOBMNbHBIX TEXHUYECKUX
CPeAcTB, NPUMEHAEMbIX B
MHPOPMALMOHHOM cUcTEME




"+" - Mepa 3awWmTbl MHPOPMaL MK BKAOUYEHA B 6a30BbIli HA6OP Mep ANA COOTBETCTBYHIOLLErO Klacca
3alMLUEHHOCTY WMHPOPMALIMOHHOM CUCTEMbI U AO0/MKHbI BbIMNONHATLCA TpeboBaHMA K peanusauuu
[AHHOM Mepbl 3alWnTbl MHGOPMALMK, YKa3aHHble B pa3aesie 3 HacToAWero AOKYMeHTa nog pybpuKkoi
"TpeboBaHuA K peanmsaumn'.

"undpa" nam "umdpa" "6yksa" - fONKHBI BbINOAHATECA TPEOOBAHUA K YCUAEHUIO SAHHON Mepbl
3alWnTbl MHOPMALMK, YKa3aHHble B pasdesie 3 HacCTOALWLEro AOKymMeHTa B nogpasaene "tpeboBaHuA K
YCUAEHUIO Mepbl 3aLLmTbl MHGopMauun". Lindpbl 1 6yKBbI, HE BKAOYEHHbIE B TabAMLY M YKa3aHHbIe NoA,
pybpukamu "TpeboBaHMA K ycuNeHur", MPUMEHATCA Npu agantauum 6asoBoro Habopa mep w
YTOYHEHUWN afanTMpoBaHHOIro 6a3oBoro Habopa mep, a TakKe NPU Pas3paboTke KOMMNEHCUPYIOWMX Mep
3aWmTbl MHGOpPMaL MM B UHPOPMALMOHHOMN CUCTEME COOTBETCTBYHOLLErO KAacca 3aLMULLEHHOCTH.

Mepbl 3aWwuTbl MHPOPMaUMKM, He 0b6O3HAYEHHble 3HAKOM "+", MPUMEHAIOTCA NpPU aganTaumm
6asoBoro Habopa mep M YyTOYHEHUN afanTMpPoOBaHHOro 6aszoBoro Habopa mMep, a TaKke Npu paspaboTke
KOMMNEHCUPYIOWUNX Mep 3aLUTbl MHOPMALMK B MHGOPMALLMOHHOM CUCTEME COOTBETCTBYIOLLLENO K/acca
3aLUMLLEHHOCTH.




